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o T @ =3
o RERXE ==l i, BE®E
EPih
Uity ((( R))
TEIEANR
STelnetBR3582
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IR AR ER: SSHERIEIESSHVIFISSHV2IMRAS, W EI A EStRE[ER

AYRRZS

SIEMEMER: SSHIFZSMINESZR, WHRENRMINRSISHNER, HEtx

ZERRIMESE.

ZIATIEMER: B EARREEENSIEER, WENSHNSIEIBESIEZRM

FRRFIANEME: SSHEFiRMARSS2RImAINESK, IRSSRImAIE iR TIAL.
SEXEMER: ANEBTE, RSRRNEFIRETEENRE,




HTTP

« HTTP (Hyper Text Transfer Protocol ) REEAM_ERAERAI iZII—FRIEINY . ZITHTTPRYIAIERNZE
AT IRH—FARIHEKHTMLEREN %

= .COM
& B dll
(] IHIN
HTTPE ik HTTPARSS2S
58 www.huawei.com
IREIZREAIHTMLIZ {4
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« WWW=2EWorld Wide WeblIREE, XFRA3WZKWeb, HFIFEHN “BHEM” . BIF

Ainternet ERFHF—RKEFPR@A, FHF7TUASXABANEEREFER, KEBX

& (Hypertext) Ht. BXAR—TEBEHNEESEN, SEXEPHNREEDE

X EFEGEHE, FESURELRNHTER. BESEREARIGETRRE, B
NAANEETRNEX AT BEIZSEER, ARASENROTW, M-t TiEg
1798

« InternetRABXAIBEANEAESH I, BEENEHET BEE Mnternet £, Web

ME—MBXAMERRE, BESNATBREEEE—MUE, METLUN—IMIE
BREERISZIMONE, [ERIXFSHENE, FHEEFRAWeb.




HTTPS

« HTTPS ( Hypertext Transfer Protocol Secure, BXAMEMZ LMY ) , BUZEHBEHRNHTTPEE.

o HTTPSTEHTTPHYELRE EANANTLS ( Transport Layer Security ) #MY, JSEUBEHHRESMHINIE. INEKREE
AR . HTTPSRYE RNiROEAIAJ9443, HTTPRIBMIIROBKIA /980, BRIAEED MIAEHREHTTPSZE(EH.

.COM

.COM

B LTI

BASE(E 01TR0TE
HTTPE iR HTTPIRSS 28 HTTPSZE i HTTPSERSS S8

T

© S{RIIIE
- (ERE

e
T
T
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DNS

o TENEEMITAAT, FENVMAPLLXNZRFSR, EiSEVEFaXAMIE, BEEEEER MUY RgZ
IPHbhE, XATHATEERE| IR ZBITERS ( Domain Name System, fEiFRDNS ) K52 .

o BEBERDAMSHEBITIIRSE SR . ERITEEN, BeRMSEERTIGE, RSB

BTN, BRASEEBTNGEIE.
=P ADNSARSS 22

BRwww.huawei.comfdIPitik

IREwww.huawei.comfdIPiiE X X X X

BIEX XX Xtttk
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o IPVARFSIHR T EBITASIE R EITREITRY, BIFFENEIIEEFIPv4ttbil 2 [E)RY
MNKER, ZRAWERAZEIUT WindowsIRIER S FaJhostsS M4, BILIS—LER
AUEIANRS . SDNSEFinHEIE 2RI NAYIPvAEIERT, BIRIER = MR
FREAEHIEERIEE , NMIRISATXINAYIPHBIL, IRSEER BRI,

- SEHERBTEETRREEETIRSSES ( DNS Server ) IETIEIBMBITIRSS /2,
AR PN RIBREI X R, RAFAEE FiRiRHAIHZ TSR,




B

1. MESEER
OSIZEBEIFITCP/IPSEIEEY
W AR
- ERE
&R
RIS E

2. BRUMZRE
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(I211=

- (FRRMPGEKCRENARMXAVEIE, 5% HRNAERELEE, BBERY “inElin” AEE.

WAZEI=

T,

(Segment)
MR
IR
IR
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ST =E
- TCP: —ThEMIERNY. AISEREREBEE
W, AIETFAYRFC 793X o
UDP: —MiESRITIERAVEREMNY, B
IETFEYRFC 768X o

2 HuAWE!




TCPFIUDP - iR3Z#&=t

Source Port (16) Destination Port ( 16)
Sequence Number (32)
Acknowledgement Number (32)

TCPLER
Header Reserved  Control . A
Length (4) = (6) | bits(6) Window (16)
Checksum (16) Urgent (16)
Options ( variable )
Data (if any)
Source Port (16 ) Destination Port ( 16) t
UDP=LER
Length (16) Checksum (16)
Data (if any )
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o TCPHRIZELER:

=]

=]

u]

Source Port: Rim, FRREMN N ERERAIE. KEH16ELEF,;
Destination Port: BRYiwE, fRREABEREFEW .. KEJH16E0F;

Sequence Number: FSFE, TCPEEPERIIKIERENFDER L—
FS. FSFRINMERBRIENENEMAEHIENE— I FHHFS. KEX
32LE4F;

Acknowledgment Number: TRIANFFIS, SHILRWEIXITS F—MRIEREIE
NEINFTNFES, B ERERIIEREIIEIERNRE— N FHEENFES
. FBACKIRREAT, WFERER. KEH32ELEF;

Header Length: SLEBKE, 1ISHTCPIRIELEMRE, LA32tbss (4F75 ) Ait
BB, HOptionFBRTHAE, WiZFEAS5, BILEFA20=FT;

Reserved: {RER, W/RIHO, KEH6LLLF;

Control bits: #=#I7, BEFIN. ACK. SYNZFirEA, KERBIARESTHITCP
HYEER;

Window: BOTCPHIREER, XA {Eiﬂﬂéiau}gu&zm_ﬁ SHRAKHEIRES
#H (UUFPHREBEM ) . BO&KN65535FT . IKEH16ELE;

Checksum: #RIEFER, 2—MEHIMNFER, ARKHTENEE, FHBuGH
1TI0IE . ETERCISFNAT, EEIETCPLERFOTCPEURE, FEIRSTETCPIRSZERAIFG




EANE1 27 BRIRLER . REJI16E0ET;

o Urgent: ER¥8tt, RBEZAUrgentin SR 1ITRRIEH T BR. TCPRIRRHLI
ERIXREAB IR XZRHIEN—TL . ZRISHHELENREFTERE
BEHEEZONFH ( ZSHIERAENRREIERAE ) . KEN16ELE;

= Options: EINFE (7AE) , KEH0-40FT,

«  UDPHRIZELER:

= Source Port: iRig, FRRBEMMNERFAE. KEH16EL;
= Destination Port: BRYiwO, tRRBENNBREFEW . KEH16L08;

s Length: ZFEISEUDPIRLFIFIESHSBENEKE . Teeim/IMKERSED,
EAUDPIRLEZE LA TSFT . HFXNFERIIEE, UDPIRX KA OIEEE
1365535F T ( BIiE8=FTRYRL, F65527=FTRAIEYE) ;

o Checksum: ZB&=UDPLERFIUDPEUERIRLGFN, KEH16LLEE,



TCPFQUDP - ix[O=

. TCPHIUDPERIRASREXDARARS . ZFiRfERFRRO—RMENSE, BirmONEIRSS3/AIRA
BE. RinOS—RARGHRERN, BEXTF10230%0 . BRHOSHRSHFBRIMNA (RS ) Bl

IFRYEEO, WOHTTPERE(ERES0,

WEBI%52
HTTPRZFH Telnet

TCPi%[11024  TCPix[1231
1.1.1.1 (IPtbiE)

HTTPRRSS 22
HTTPRZFE Telnet
{ !

TCPi%[80 TCPi%[M23
2.2.2.2 (1Pt )
.COM

HTTPE i

JEIP: 1.1.1. RiROS: 1024

Be9IP: 2222 | BRwOS: 80
IPSLER TCPLER
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HTTP
B2

(i
HTTPRRSS 22

2 HuAWE!




B

1. MBESEER

o OSIZEBEFITCP/IPSEIEEY

N FHE
o (EHE
- MEE

o HIEHEIRE

2. BRUMZRE
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2 HUAWEI




o=

Bl

- EREAREI I ERESHEZERNERE, MWEENRRMEN—GENIBI—aENZENE

JE o
N R
B8R
RER
( Packet) —
HIBHERE
YIER

23 Copyright © Huawei Technologies o, Ltd. All rights reserved.

MEERIER: RSP ERMNEETAXEIBM
Fil. AMERAIREIREBIETN . REHIES
MSEINER .. EIMXA0IPV4, IPV6. ICMPH]
IGMP%:,,

2 HuAWE!




|PHRIZKER

Version

Time to Live

Header Length

Identification

24 Copyright © Huawei Technologies o, Ltd. All rights reserved.

IP Options ( variable )

PAKRISLER |P§E‘E.‘I3 TCPLER FRFP#IE PAKEEB
16 31
DS Field Total Length
Flags Fragment Offset

20 Byt

Protocol Header Checksum *y e
EIERKE

Source IP Address

Destination IP Address

2 HuAWE!




IPHRICEE &

o FRBERBARNASEHMNERLMBETERER BRSNS EIE . BERMAINEEIMEIRE (BIINES
£E ) SHHPIRAE . BIXLEMERFWINIRYE, SIENERMESRETENENL, HEEEHERTES
ZdthtlE, HEICRR/E, RIBZERTAHEREREE.

[ZE] HigEn
ERE FILEA GE0/0/1

Bz /
- lj . . ® GEO/0/0

GE0/0/1
PC15ERkIPSERRIESSE, F 2
BIERE IPHEIETES .
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o HEHIPEAMEZEMYET, BIERINSESHEOEEI— “W—FX=" a9IPititsk
FRREC. PRI # SR 32U T HFIZRREER R, (BAT HEANIIE DT,
CEBEHSKRESTHBINFEX, BN EDHES AR HHGEIERR, REaEasiE,
Eb%0192.168.1.15

. IPEUIRERHESEL:

o MEEWERILEE (AEBE ) MUERBEIRIZ, SHE—NPIRIELER,
FEITER B I PR RN R %L 2B ;

o HEZIIHIMEZIZE (MNIEHEE ) , SHIP—TKIBESIPIRIE LR “HE” —
— A%, BEZEIPEIEE BN, ERAIREREERIPEIES;

o |IPHIEERAZZNABEN, BrENIESZENERNIPISE R BIESFHM
—F_iﬂiio

o IPHMY TAERS, FEZEUOSPF. 1S-1S. BGPES AN EENIRASSEE IR,
ICMPES T TSI HEIFIR 2]




|ICMPHMY
o InternetiZHIEEMNXICMP ( Internet Control Message Protocol ) ZIPHHNYAVIEEITNY .
o ICMPIMYFREMEZRFAIEBESMHEENEFERS, WFKRESHMEEE . ZEFIHR S TS HTE

EHEEEEXEZER.
Type Code i)
[oamses | e JEVESG sokmess 0 0 Echo Reply
3 0 EEARTTIX
3 1 FHATIE
Type Code Checksum 3 5 VCRATE
ICMPHIE X RS 3 3 OREA
5 0 HEM[
8 0 Echo Request
26 Copyright © Huawei Technologies Co., Ltd. Al rights reserved. g@ HUAWEI

T EERME R PHIEIR AR S EIRIR R BRI S, ENEEERICMPHD
o ICMPARIFENSHIRFIREE R B RIIRHEEXREB RIS

ICMPEEIEEIPIRY A, PRI ELEBProtocolE N 1ATERRICMPIMY o
ICMP=ERf##T:

o

ICMPHERIENEUR T TypeflCodeFER, HAfTypeFEAHEZEE, CodeF
RS ZEEERNEAFRSE,
ChecksumZEHIFEATHEEEREREE,
ICMPEEFEE32 bithITSE, XNFER—RAER, BEIRENO.
» FEICMPEREEBEFR, XNFERARIEEMXIPIHELLL, FHIRIEX S
IBSIR N EE@EIEEMX;
» FEEcholBKEEF, XNMFREESFAGHFS, BRiniRiEXm NS5
BKEINRIEEE SRR AIZNEChoiEKEEH{TREL, LHELRIR
@ BRIRAIE T Z 1 EcholaKiEER, BSERIBIMNRMHFESISEchols
KBS EEHIT—XIMN .




|ICMPZEEE1E

« ICMP Echo RequestflICMP Echo ReplyiBE2E BT Z2EnRMBE 2 BHIMEZERMYE, FISEaTLUREE
fBEE, WMIRXERTEE,

« ICMPHI—/NERBURG AR REPINg . PingRASNMLSEBMNERTE, RITtseBRERMEXER . BRI
EPing@SHIBEEARARDSH, WMICMPIRNKE. RIEAICMPIR N HFNS RIS AYBTEE, ’E
RIBEERIS HREH RIXICMPIRSZ, #1TPingilix o

[RTA] ping 20.0.0.2
PING 20.0.0.2: 56 data bytes, press CTRL_C to break
Reply from 20.0.0.2: bytes=56 Sequence=1 tt|=254 time=70 ms
_ Reply from 20.0.0.2: bytes=56 Sequence=2 tt|=254 time=30 ms
10.0.0.0/24 20.0.0.0/24 . Reply from 20.0.0.2: bytes=56 Sequence=3 ttl=254 time=30 ms
1 2 1 2 % Reply from 20.0.0.2: bytes=56 Sequence=4 tt|=254 time=40 ms
5 gg g Reply from 20.0.0.2: bytes=56 Sequence=5 tt|=254 time=30 ms
FeEie ReEtg Echo Reply A5 EEA --- 20.0.0.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 30/40/70 ms

Echo Request
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ICMPEEIRIR S

ICMPEXTEMERER, AT IoHMESEZMTEE; REXLERER, FRETLUFIMEEREER%
WHIRE . WNBMERELEHIABIRMEE, SEMAIXICMPENAITARNEREIRIRE

Tracert EFRICGLHRITTLHERZEPIRIFR AV R IR . Tracert 2 MMEAZBIENEHFR, R
AR B EIE SR T ME R ERIRE .

[RTA] tracert 20.0.0.2

HiEE
traceroute to 20.0.0.2(20.0.0.2), max hops: 30,packet length:

10.0.0.0/24 20.0.0.0/24 40,press CTRL_C to break
Kl 2 A 2

RTA RTB BR5588A 110.0.0.2 80 ms 10 ms 10 ms
ICMPE YR ATIAH L 220002 30ms  30ms  20ms
28 Copyright © Huawei Technologies Co, Ltd. All rights reserved. @'Q HUAWEI

ICMPENX T FMMaIRIEE, AT 2IMESERETH; REXLERER, FRE
BT LAFI SR E R AR E

o WNRMEPEE TN, SBIREMNEDRELR, BRETTLHERN, XMERT
MEZIEESRXTTLEBELARIXIMRE;

o WNRBAIMEATNA, NARERNNEEESAKEENATRBERERXImZE .
BHAMNARIERE S, MNREMZZELEHREBIIME, NLIXBE9M
FATKNHEE,; NEMEZEELELEIBEMNEFHBENEN, WAXE/E
MATIXER .

ICMPHIS— MR PR Tracert. TracertETFHRICELHFHITTUEIRZEHERIRIRSCAY
BRIEZ . AITIRERIARSEEIOUIRE, RratERXITTLUEREN .
ZIRMEIAE—I T RE, TTUBH, FRZPREREAXTTLEINER, HEH
I EE . AERREROTTUERE N2, IBRNEREZ NP REE, 1ZT R
BEFREITTUERTES, LA, BERXEIXBRIM, X, RiniRIEREAR
XHREEREFEIRESNE— TR, FREEEESTEFRTE,




OSPF#MY

o AEIMEZENERE, TE@EIIEMAEEN . BHRGKEGNEEERA. #%35BA. si35BA. sisaRR
EES . UTREF. 2V RS ZNATNES,

o OSPFERMMLEH N AR HEISIEATNY

SHRA
[SEZR:]

Internet
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« LSDB ( Link State Database, $EHIRSHEIBEZE ) , OSPRZEZESELSHIBIREE
B, BT8R, REXEESEEEEEHMELSDB.




OSPF[X1g;

« OSPF ArealBF#HRR—1OSPFHIX I

. XEENZE SRRSO AFENE, SMEBKXIES (Area ID) KRR,
o N PIERT LRSI R ALE 0 B X e ah 2 X Ia4A M

Bk Internet

e S

O3RN Area 0

A

BRI 2°c

TR
EOSIS TR L
E{5OSPF, FETAIHIHER I SRS ——
—Arearh, SHLEARILER CCEK Cl ClCCH
RaEETIA =l =1 = =il ‘=il =
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OSPFXIHAILAKI S B FXEFAFEFXiE . 8FXiEHArea0, HbXiFHIEEF
X5

RELBAV LRI AR T BIRAYOSPFIKIEARK , SNRJ LU iR & I iR &8

ML A BFXIHAread, IECERIEFZEKIFIEESF X, WAreal0,
Area20.




OSPFI&HZ=

o XFFOSPFRUERHIZR, TETHE:

o OSPFEEEZEE & Destination. CostiINextHopIESHANIEE,;

o {FEFEar<display ospf routingEEOSPFEEHIZR

[R1]display ospf routing

—)

Router ID:1.1.1.1

GE1/0/0

E&mE 10.1.1.1/30

Router 1D:2.2.2.2

GE1/0/0

10.1.1.2/30 B&EIRE2

31 Copyright © Huawei Technologies o, Ltd. Al rights reserved.

<R1> display ospf routing

OSPF Process 1 with Router ID 1.1.1.1
Routing Tables

Routing for Network

Destination Cost Type NextHop AdvRouter Area
1.1.1.1/32 0 stub 1.1.1.1 1.1.11 0.0.0.0
10.1.1.0/20 1 Transit 10.1.1.1 1.1.11 0.0.0.0
22.2.2/32 1 stub 10.1.1.2 2222 0.0.0.0

Total Nets: 3
Intra Area: 3 Inter Area: 0 ASE: 0 NSSA: 0

2 HuAWE!




B

1.

RS EER
OSIZEBEIFITCP/IPSEIEEY
N R

o {EHE

MR

= HUEEEE

2.

32 Copyright

TR

© Huawei Technologies Co., Ltd. All rights reserved.
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HIEEIRE

o HUBHEEREMTMESTIMIEEZE, aILAMEEERIPFIIPVeE MR HIRSS -
o LAKM ( Ethernet ) 2&F WAIEIEIEREEMNY o

NAEE
(G2 HURSSE TREEYIEEZE):
R - BIRNEISEmMSERN BREET ;
. REAM. YIRS TR
BIESEEE R — . ERABIEHIRENNAG: LUAR. PPPOE
( Frame) HIPPPE,
YRR
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LAK M54

o LAKPIEARET{ERBIA LA RN ( Ethernet Frame ) o LAKMiAEEthernet IIAECFNIEEE 802 34 MR

)E o

« MAC ( Media Access Control ) HBIHEMIZEFRME—FRE— M -E ., MACHBHEE48 bit, %100-1E-10-DD-DD-
02, MACHEIFBFRIMERENEE.

HURMAYSISE: 64-1518 Byte
A

4

6B 6B 2B 46-1500B 4B
Ethernet_IHgat | DMAC | SMAC | Type | AR | FCS |
6B 6B 2B 3B 5B 38-1492B 4B
IEEE 802.318=¢ | DMAC | SMAC | Length | LLC | SNAP | BREE | FCS |
3B 2B
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Org Code Type

2 HuAWE!

« Ethernet NHEAKMIA:

s DMAC: 6FT5, BHIMACHELE, ZFEEARRIHYEIE ;
= SMAC: 6FT5, IEMACHELE, ZFERARRIMAYAIES ;
= Type: 25T, WMNER, BEE:

= 0x0800: Internet Protocol Version 4 (1Pv4) ;

= 0x0806: Address Resolution Protocol ( ARP) o

« |EEE 802.3 LLCLAK MG

= SNAP: Sub-network Access Protocol, FMIiBEIEHMY . SNAPHHFED
( Organization Code ) F1258! ( Type ) FER4HR
o FCS: Frame Check Sequence, MitRIEF35, X2— 1 32URYMBIA URRILS,
TERATRE _EHIEMEERZETREREERE

o IZEEHERIZHILLC ( Logical Link Control ) EHBRIARSS 5T S DSAP
( Destination Service Access Point ) « IBARZ31518152SSAP ( Source Service
Access Point ) FControl=FERZERK -

= DSAP 1?%—, EE@HE%U&[@I:@, gEE;’éﬂﬂﬂlP, iZ$E§{Ei§?gOXO6o

ARS3 1518 = RYTNEESR( FEthernet ITTPEITypeFE& T TCP/UDP{E MY

FHiROS;

= SSAP: 1%F7,

RERSS A=, BREERIP, ZFRIEIRII0X06;



» Ctrl: 17T, ZFREEEIZ 003, TRTIEEIRSHIIEEE 802.2T %
SHEUEENL.



HentAEATIEMY (ARP)

. EFIPIRNEEBIERR LK, THEMEBNMWITENXAMACHIE, XZMFEREZIARP ( Address
Resolution Protocol ) HEARHTIMY : TRIESFIATIPHENARTIRISENS RIAIMACHBILE .

ARPIERHIR
BRYIPHEIE: 192.168.1.2

BEIMACHELE: ?

Host A q I ii- Host B

192.168.1.1/24 — - 192.168.1.2/24
/ ARPIRZHE S /

3C-52-82-49-7E-9D 48-A4-72-1C-8F-4F
JEIPHBIE: 192.168.1.2

TRMACHBHE: 48-A4-72-1C-8F-4F
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« ARP ( Address Resolution Protocol, HEHtEEHTIRMNY ) 24EIEIPHEERENEIESEIRE
HHEARS—NTCP/IPHNY o

*  ARPRZIPvAFHARDRI—FDIN, BRIFEINRER:
o {GIPHENUERRIT JIMACHELLE ;
= HHPIPHEINE S MACHBIMRIMRET KR RAVERF, BIARPERIR;
o SEIIMERAES I PitbiEAIHET




Y SYEY S EEENES

36

e www.huawei.com MAE #iE Data
TCP Header EHE E& Segment

= Packet

IP Header Payload MTE € Packe

HiEaERE 3 Frame

Ethernet Header

Payload

o 1 1 o0 0 1 0 1T 0 1 .. I—'ﬁzzﬁﬁﬂﬁ
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« RIRREEBEMITISERNTEANEN, SRBATMLL, & FE%EE, HENR
HeRETIIER:

o |EXIESER (ZFRFER ) ERHTTP (NABEMMY ) , TRRNAEHIERIEE (

A Datalt M EIEHTTPLER, WAMEES) ;

o HTTPREERENTCPEITEIRRI IS ER, BHRIFIIEBIREERITCPE

],

- TCPIELRIGN FEGE T RAIDataiMIN_ EAAMNAITCPLEMER (RiwO . BRY

iwO% ) o LEATAIPDUHEFRIESegment (&) ;

o TEIPVARIZEH, TCPERIREAGHIEEIFAISegmentBIBLEMBERIIPVARIR (HHE

IPV6IREE, &FTLAIPVOIEHUHITAMNE ) ;

o IPVARIRTEWEITCPIE UGB RAYSegmentZ 5, SERXIPvASLEBRITIRE, ILEATAY

PDU#FR APacket (8 ) ;

o HITFER T Ethernet{FAEIERIREIMY, SIEIPVAERSEREIRZ R, 25

Packet3Z HEIESHEIRERIEthernetiEIR ( FIGNLAKME ) 4bE;

o Ethernetf&RTEWE I PvAREIEIERAIPacketZ S, IN_EHERAIEthernetskER

SEFFCSIE, UtATRIPDUFRIIFrame (%) ;

o fEEthernetiRIREIRTEZ G, RBHIREEIMER;
o RIBMIENERIAE, MEERSBHFESERKREBES, SES, BEK




(X&) E55F;

o ARIRSER RIS STEMEHFREE.



EUNORE A RS

.COM

NI REE HiE Data

WebBRs338 I

IR o 1 1 0 O 1 0 1 0 1 ..
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- ZIMEEEZE, BEFREIABIRSR. RIEAEIMEEIRIES, RS
HW— BRI FEN RO IZRNEE, REZHAWebiRSS2: LRIV RIEFHITAL
IEO
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e ] (X o 2% B B 2R 4]

o DITERIR0RIFIKEAR, B, BEEE. PSR 288K .

Internet

HOE
ﬁ
TN =
iCRE
BAE
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— P EBINFE X BHEWEHIRHRS . . BIKIEEIR B, SXRASER

g, 81 BAE. LRE. V’L}Fﬂtﬂﬂ}io
IR FEMEREEE M ERIEEIR

=S BRERBERS.

FAkiE: AIERBEAEMLE L O HITHF




AR,
. T RERARBRRENGE, BTAREARS, FETUESENEE RN

o T ITEERIEGEE, RIBMACHIERIEALIEM . MACHIEERHFR T MACHIIE 5328 IR0 Z 8
HIBRES KRR

N
N
EHA & B
m GE 0/0/1 GE 0/0/2 o
— | = | m_
IPA: 192.168.1.1/24 L IP B 192.168.1.2/24
MAC A: 0050-5600-0001 MAC B: 0050-5600-0002
EHAR RS 1 ZHYIMACHELER
iRt Bagithik MACHbHE Port
JEMAC: MAC A HHIMAC: MAC B MAC A GE0/0/1
EIP: IPA BHaIP: 1P B MAC B GE0/0/2
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"B TR EERIRE, EXBIEMAYE A ZSETAEMACIEEMZ FAY. 32
R ARIRZEOAEREIRER ML, SEROBTABNRRE, FHitaithiE
B T MR RS .

— BRI FiEI F I AR M EIRIMAYEMACHIESR4E P MACHIIE S 1 CRIRT RS

£ (REMACSEOMNERNRFIRAMACHNEE ) , BITEBRIMACHIERER
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- BRERTFEMSE, EREBETRMEEELR.
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iS= Router A Router B Router C BHE
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- RHEEENEELRS, BEFXFENRERLIIREARRME 2B . WEFFR, I

FAEME ( BIRREER ) EAIHost AFDHost BZIEHEEE(S . SHost ATER—MI%E

( BIE—$5&R% ) ERVRE SR IR EIHost A% EHIEIET, BEASEAVEERSE o4

SLREAREBCHINZE, RIXEMEENIE, MEERBEMEERSCELLIRER
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o PKEANER—REXERBLRENMERIRTFELZENER, THELRIMTLERE. JEET
BREXFZERELERDA, TEMRRENLZLNE, HLBENNZERE.

X EFR RRAR SRR
EZEXI (Untrust) | RRERBIKEE, H5EHB5.
EZESUXE (DMZ) | pERLFEFIKYE, K5ERHA50,

Untrust

SHER (Trust) BERLRIIK, (R8s,
D Internet LocalKiE VIR E AL, Fltmg
AHBX1E (Local ) ZH9EO, Local KIFEEERERE

Xia, £5E%79100,
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o BIKIERARRH ENMEZEHRARASERAT—MAR, BN ENNEZ RS
BURIP, NFT—LENSEERANMBERRG, B KERANIZAEITETNER
g, BEBENERRNBIEERHTERRIF . BN KIEAREPRRMELZ SR,
ALIEEEMIZE, RINEBRESHERN “TR” . R ELURHEELaES).
SPIGIE. HUEINE . VPNIRA. HlEnEeerfit, AP TLURESSHIMEIL
BNEEREE ML SRS, EIE—YIEERNEE, FIFECHNELRZS,
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- BERENES, BXENERREDEENTMEREISHR. MNINEEREREITIREERNTIE ., MERARIITE
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- EEHPKERILUERRI20HEEB0F N, HIX—+FZFHE, FKERIARISIEAE
K53 LT3 ESHA:

o SE—ATHA (19895FZFE 19944 ) : 1989 F~4 7 BITIEBH KIS, BELINESEAYS
i, FOMZ B XES . ERITRERXE, ENAERER
EBMIZEFNIMEBMLE Z BIREB(E, BF=CBXIE. 1994 FCheckPointABIA
TEFRSENE ARG XS, B EiSo RS ARSI EX TR S SRENEY
BE, AZFEAENNAEREFSHTRIE, MEEERMEZeMS . K58
MR KESARFR S =B KIS

o SETRTHA (19958 ZE20044F ) @ B XIEFHAIBIN—LEMMTINEE, dIVPNIDEE.
R T EiRIFPWebBRSZ L EHIWAF ( Web Application Firewall, Web
RIFERAKES ) 188 . 20048 FHRH TUTM ( United Threat Management,
F—RNETE ) BIE, BESREXIE. NMEEN. f5RE. URLTIE. MA
EREE. BTSSR SR — A& IE L, TMEENEZEMHF.

= SE=RIHE (20058FES ) : 2004Ff5, UTMMIHEEITHRIENARE, UTM™
RUREEFREN, EIIGHHNER. BERNNEREENCNEZEST
IR, LM EEESRIMGNFE, XFESDPI ( Deep Packet Inspection,
RERSAEN ) FARBRTZRAE. EIX2MEE, 21 IEERINET,
UTMIZ BBV B MBS ST E R, 2008F R EH T T—HKIEXIE, BRT
ZNINEERNIZITHIERE FIRITM . EiY, ETUEFARP . MBMREXR
HITER . 2009F WA T—REXEHTTEN, BHT—REXENES
RIThEEsSE . RSN EE Bl TSEN T RIS, ki
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. BHEEERFRIA—AMERIREB—ATE | wmr | st | are || senim
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: BM%Z:Ejgg&DUE{JM%, ('?" ﬁm_ — RADIUS Controller eSight
o IMAEZLHKRIMEZERGHEEE (L% ) ; — T

[ & |
o FRSHIAIE; ﬁéﬁﬁ?ﬁa B 1
E
o SCHLEAEENIDGE; /l\

o SCIEUEINER S SRS ; WBRSE WBRSE? USRSE3

o USRI
o HftiZz2Ike. HiEeR
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BrXIESAZHR . IREERAIRILL

o EBEEAREZEEN, BHIRARERTERIME

o IRARSMNARRER, BXEHARREH.

, TFEKIEEEREEMEDF
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o PEXIBESRERE. IVAIXE!:
o IEHARSIRNAREHEA, M ERIRRZES;
o IRAESAREEARNMNE, BEEAMURIEEREE, RIFRBIRGERT
BaitE;
o RIGHIBERREEBEN, (FABEMNBENEERE, B B/ =EXiE
HRIRFE LIRS

o PKIEEREREEMEZIOR, HHEN

RDHF S

ERRYIGI1T 05t

1714, ZEMHIPRE




MR BFEFRMECE

« TERHE. BRFERHPMEZRE, BPRINMERENERE. lREZR, FELERRE.
. BEESMNELIENEE, GadiTiwWebREAMS.

Username: admin
Password: Admin@123
Info: The max number of VTY users is 21, the number of .
current VTY users online is 0, and total number of terminal

users online is 1.
<FW> display this ‘?
# P

sysname FW
# ®
@ | ——————
command-privilege level 0 view system interface
#
Return

a8
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BEAREEDS (1)

o BoERZOIPHELE

[FW] interface GigabitEthernet 0/0/1
[FW-GigabitEthernet0/0/1] ip address 10.102.0.1 255.255.255.0

FAsRaIRE EROYIEsBIRIR ORCE PHblL
- EELEIETHERS

<FW> display current-configuration

s BEXHRE

<FW> save

- EERFEE

<FW> display saved-configuration
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BEEOIETIPIRSS, YI0OEORE— NP, —MEO—RRFE—Ipitit,
NREFOECE THAIEIPHEILE, BRAFTAIEIPHBUFIE T RRAIEIPHBIL .

FPaLARIF&5<ip address jp-address { mask | mask-length} [ sub 1RO EE
IPititiE, XD RSH, maskfUFRFMHED, 40255.255.255.0, mask-length {XZ&AY
ZEEEEE.H:QE y §D24 o izﬂﬁdé{}HYE_igﬁf o

LoopbackiEOR—M&iERO, ATRAREI—ITMEHE —NIPEN . EiEfTSHih
WHYAHE, EBHFLoopbackiZieERISE, FRLAtERILARRMERERZO.
ELAIEEORE PR, FEXHZIZOMMIERES. BABRT, LHKHE

RN AIZE RS Iup; MRZIFOBHFNXF, VWEERESIPHEE, N{ERA
undo shutdown@p S FIFZEO




BEAREEDS (2)

. EREREERE
<FW> reset saved-configuration
- EERBRIRESH
<FW> display startup
FAREFRENIR FREIHERNRRRG . SORRRME. BB, LicenseX . #NTXHLIRIEEX
o BRERF T REHIERNEEX M
<FW> startup saved-configuration configuration-file
REFHRE, STLABE IS <SIbRE R EEINSisEEE X4 .
- EBEEREER

<FW> reboot
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reset saved-configurationds < FISKBIRELE XA EEXHHRINS . iTiZsmd
&, MRAERm S startup saved-configuration configuration-fileEFIEEIRE T
RS EREEX S, tEAERsavemSREFHRIEE, WEE TREHMIIEXR
FRENERESEHI TR

display startupfn L FIRBERE R TREIEXNRES IR . SDRFILE.
BEES M. LicenseS . #NT HFLUAKIES X,

startup saved-configuration configuration-filedn < FIRISE RSt MR BEIRT{FERIAY
BCEXF, configuration-fileSE AR FRBNECESFHIEZTR,

rebootf SR ERIRE, ERRleTrAREAFRFEE-




EfCFRE (1)
¢ BIOBERARES AL RIS, RS, R . SRR AR RCLEHIA.

ERIRFREX

@ ua i)

RIEX
KSR
CLizfIE
7 cu ity cu by
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EIFAFE (2)

« ERAREFRIRRIES SRS MINREHRT T 0BT, BETWebRELEN XEITEEERFIN
o

HRIR EA

ER B, REEERENEARSER, BNRRREIERET.

R BERATERE . EERIHER. BENREWE, RHESUAEEFR.

SRS BLERSHREE . HRRIRESMISHRE, ERIREER, PERNERD.

IR FEMIIR . RBVWKERSHISREES IAINETE, BHlSiE.
[ BCEIEO. B, VPNEREEEINEE, IREEANNEITENM

RR EEEEA. . SNMP. REAFFREEEINE, RRRESTIFNER,
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ReENMHEE

« & RE>BENHER , JLUEEINRENY, URRETREMEENH.
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AERSIWIHEE  NashyUSGEOO0F_VED
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T

flash

Flash/USs

flash,

flash/USG:

flash/USGS030F

flashy/USGS030F_VED
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(Zi%R ) ATMEEETRARMmY? ()
HTTP

DNS

FTP

o 0w >

. OSPF
(FIBRER ) FTPENMER FTHEURIEIZEREIRAIRE. (
A. IEHf

B. iR
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AERE

o KNEEBENETTCP/IPSEEENAELEN, SRENEE. £hRE. MEE. HIEMEE. ¥
BE, 8—BEAH —ERHRS, SEREEXIMAIMNY . FHEAT —LERAINNY, WARP.
ICMP. FTPLARHTTPSZ

o KNIRFEHIA T BB MKRLEH, WERIMGIZE, WAL, BEEE. PHXEHITTNE.
HiHE T HXIENSSITHWeb RERMEES X o
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S

o HEAEHMUL
o BAlIKSS: http://enterprise.huawei.com/cn/
o AT http://support.huawei.com/enterprise/

o fE£53): http://learning.huawei.com/cn/
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FERgIEZR (1)

56

ERES HYLW R
ACK Acknowledge MNEHE
ARP Address Resolution Protocol HhEEEATINY
c/s Client/Server EFRSEEEE
CLI Command Line Interface L ITIE
FIN Finish ZRER
FTP File Transfer Protocol AHERTNY
HTTP Hyper Text Transfer Protocol B AAEHIMY
HTTPS Hypertext Transfer Protocol Secure INEBRGBI AE R
ICMP Internet Control Message Protocol BRI HIEE MY
IGMP Internet Group Management Protocol E4F A B TR HNY
P Internet Protocol IR EENMY
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ERRIETR (2)

SRS HN 2R R
IS-1S Intermediate System to Intermediate System FERFEIPEIRSHMNY
MAC Media Access Control SRR NI
osl Open Systems Interconnection FARFZERE
PPP Point-to-Point Protocol XTI
PPPOE Point-to-Point Protocol over Ethernet PAK R & PP P
SFTP Secure File Transfer Protocol ZEHERIMY
SMTP Simple Mail Transfer Protocol IR B AL SENY
SSH Secure Shell Protocol ZEINTIHY
STelnet Secure Telnet L&Telnet
SYN Synchronize Sequence Numbers FEEFIRS
TCP Transmission Control Protocol EEHINY
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FERER (3)

58

EElEES EXEM R
TFTP Trivial File Transfer Protocol fEIER S BRI
TLS Transport Layer Security 1ERER S MIMNY
TTL Time To Live H7FHTE)
uDP User Datagram Protocol FR#IEE MY
URL Universal Resource Locator F—RRENRF
UTM United Threat Management SR ETE
VPN Virtual Private Network EIERN
WAF Web Application Firewall Web Rz FBR K
WWWw World Wide Web TR
OSPF Open Shortest Path First FHA R
LSDB Link State Database RIS HUEE
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Thank you.
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o RANERNRZERBRREARILAS BALATILES
o SMEBEIRD: REEIMNEZINIILZEEA, WDDoSKE, wE. AT, BHRE
MEENE, MBI, SIRERME, sIBmRME, FHXIWebIRSBIIKES;
o AEREIEL: MZBZEEATIE, MERRE, LinFEmE, [RILITAFRERE,
SEREENRE, ERE, TERT, SIREEERE, IFEEANS.




Al L2 RBMIESS (2)

o BWBERNEERARSEERAEZEXE, £EEE, BEHNESLZEHE. BHERIN
g, LIEARTINZEER,

« RZEZRERVINHFROEM, AR TIEHRAZEEREI, PRLRESAN, TR
g A S BT IRRFS R E Rt EREMEE R EF .

o ATEHEIFEEWMELZERE, Bl TRIFSARERDRIREEMELS D E XK

BEMEIEH ARXIE TS B

AR X
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o RAEARRIXIEAIRZ SR A EiEE
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BIEMEZY: BESUEEREWSIIERIE!T, SEVPNEEEFRIEEE
ERRINEE SR

WRXE: EEAntiDDoSHEMNXTDoSK T ; SRE KN IEIK BRI E RS
mEEHHER; IPSIREBENRATFFEI/INNEES .. NMEFE;

HEWE: WRimHTEENE, B e RORE; EPZIPSIRERXTIMY
BNEITH; SPBRIRIPSEREBENITRENER;

BERO: BIE2NEREERIMIR, REESRMEFTRORN, wiTis
HERME, MRISHEIIIERIEIN; iMaster-NCEERRR TR, FHEERItEERT
J—LBL‘L ’ EHTBE‘/BH EI%&)\ o

EiIRMEE TS ZHERE T I T MRS

R FAMERNEMREERE, BTEARE, WRMNENEILRS, &
IS7E ( MEBEALFNR ) ELPIFANERERS;

Tl EIMERIBERSE, BTFEARE, MEMNSESHEMES, HIVSE
( PBEREMR ) ETAEM BRI ;
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FHAMSTE ( NEEAENR ) FEHHFENTEHKERE;
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s AntiDDoSIZE: EBIAIDDoSPhEgE, FERFAEEN, WiRfT. BENA

SEDDoSERK, MIEHRE;

- UMAZEZ2: TURIEHFEINRE, TERATEEEERIRFINIRK nisR

FgE, A BEREREAE,
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o NB=RFRRP (WERIPR) B, Z2BE
MEZEBD PRBIEER: NIRHIBELE . X
MEZREF R B EIRBAIBE TR, RIERSKRY
AT,

o PRKEEREWHORESERXERE, NiZEES
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TPt EE E AT R WML, EFHT T —EHKE.

. BEELROLGHENNE, HAEEDSHEZRNTERESRETRRZEXERERINN, mEIERX
15 EEEMUIAIRAR, TLE—ERE LIREAMIPIbIE, RIFRIEINZ

Trust Untrust
iRIPHBUE | BA9IPHBLE RIPHEHE | BRYIPHBRL
192.168.1.1 | 200.1.2.3 iR R 200.10.10.2 | 200.1.2.3
= 192.168.1.254 200.10.10.1 oM
Internet 1IN
PC£&ii% 23t Bk i WebBR$525
192.168.1.1/24 1 200123
NATBRESZR

Fafiteit: 3RO AFiE: w0
192.168.1.1: 10321 | 200.10.10.2: 1025
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ZERX: PHXEREME, FRREKEAEERBE, LUGEEIREMSAE
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ReeBEIREHL WIS RIARIMELIE, LALREIFREAMESERER . BXitiEiR
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o BIBHERT, FEABEWESMOXNME . HERTNEWSER, EWHZMELSEHRZEERRE
BYInternet EMHTEURENT, WEEFELIERSBEEERRING, REET:
o EAEIERERASRINIERINEZIZETRE;
o FEAKE (Man-in-the-Middle Attack ) : K EHE SEBRAIAIRD BICEMTAIBR, HIIGEFTKEIROHIRE,
EBERAIRIRA S IEEEE — MARRIEE ST EEE, (BFX ERIIFIRKEE e EhEA
WEF, BEETLU=EERNSRBIEFBARIINE .
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Einternet LHMEZEURNEREE. WFEERFLONEaLTesUtEERPel, FaLlEZEiE
ERWEEENSN, BERBSHZNEZENEKEXK.

SWFHERT, ALMERL2TP over IPSec, SSL VPNEARZEMIBENLTIMLE

IPSec VPNBILARS##EH
7, HiIREREE. HERT
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. DDoSHHRIENGEBITEHAEEFEN, NREEFRAERERHIRY, SEHEK T BIRFRENSEN
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KEIEDDOSIE .

fizzl==E KEER

_____ - EERE

KERE

2 HuAWE!

13 Copyright © Huawei Technologies Co, Ltd. All rights reserved

fEEERESIoTIRERANE, BXFARERGSEEREMALIRERE—
IXAERIDDoS K . TH, —ERNEFRENEREMWTHIRES, X
FRI R EREEE .




DDoSIEFRZE

o RIEERNERNAR, LS HTCP Flood. UDP Flood. ICMP Flood, HTTP Floodf1GRE Flood%s,

By i iR
FIFETCPHMY A #RHIDDOSIE, ENWKEE
TCP Flood | SYN Flood, SYN+ACK Flood, ACK Flood,
FIN/RST Flood%,
{FERAUDPINY ARNKE, ERKEHBUDP
UDP Flood | £1504, UDPH RIS,
FABICMPHFYEIRAT B A &I K EAICMPIRST
ICMP Flood | SEIMEEREE, SRABRIRN G SHMELE
BIRE,
MAHTTPYMYZRE, &GIHTTP Flood, &
HTTP Flood HTTPIB R R,
GRE Flood | TAIGREMRMRHRIDDOSKIE:, FIFBGRERIA
BESERERE BT EE R
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_HTTP, 1.28%
GRE, 1.63% _

TCP, 13.42%

SYN, 23.67%

_UDP, 60%
= UDP ®=SYN =TCP = GRE mHTTP
JBE ( kaspersky securelist-DDoS attacks in Q2 2021 )
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. SFREEBIDDOSKE, AntiDDOSEEBIEIA SYN Flood eyl - IRAE ( iR )
IE. IRASREMBES, GEMARSYN Flood 7 L2 RS
AR TR, o a ﬂ
. SYN Flood i 21 J‘;J‘ﬁgif—/\iﬁittﬂta’JSYN?E;Z, _ SYNAACK
RIEEZEEN, SEENEISSYN+ACKIES S ! SYN+ACK
BB, RREIACKIEY, vﬁy&%zmﬁ;q o | oy e
TREMEER, BB, RELERTLER SIN+ACK | ek
ENAR, SEEENEERIERTCRRE, A - | s |
TABIREA R . !
Eg SYN i SYN+ACK: [BIR—NIEH
SYNTACK | ISR
ACK E ACK: INEE, M
= | BIPESSRS, (SELE
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. BPEKENMRDDoSHHEIFEMEHE, WEERFARRNANHTRE, MEBTREEHIERIR,
EENFIRSFRAELIBX KRS RFRER, SAEFHRIEFIRI . IMERIRNMEEEND , NEIERIY
TS
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[FW] security-policy

[FW-policy-security] rule name policy1
[FW-policy-security-rule-policy1] source-zone trust
[FW-policy-security-rule-policy1] destination-zone untrust
[FW-policy-security-rule-policy1] source-address 172.16.1.1 32
[FW-policy-security-rule-policy1] source-address 172.16.1.2 32
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[FW-policy-security-rule-policy1] action deny
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[FW-policy-security-rule-policy2] action permit
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G | EIP: 20000 | BH9IP: 10001 | TCP SYN+ACK |

2 HuAWE|
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IWSKENNE XS T, BMEEEREATRE, FEARBETRFHAIUER
SIERIN,
EMRSCREREA—EHREMNIFET, FHXIETRERSKEIBETEPHIEEIRY .

EXMBIRT, ATHREWSIER, MERXREANKEAMASICNINEE . SXARE

aNIneEEE, AILIBEEERELSE, RIEWSRIESIET.



1AL

o BXBERKETFR-EENMEIRXFEA— N EEANGIER (21E ) KT [IERLAFRICRTCP. UDP,
ICMPEIMSGERDIRSAIRIN, R KB RIRIESREKEE.

2] Pk Webfi5388
10.0.0.1 2222
! FPiBEWebiESE | i
1 1 1
1 1 1
! sypEe _ERRGEd '
! BYSE !
! | WeblRS®EIRAF |
1 1 1
1 Ll 1
O 3 T T i
| RiFEd 1
i i i
£iFID Eiht | RRO | BRoHhE =]y m] EE
1 10.0.0.1 * 2222 80 @
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« BXERBTETF KT BRsUzEING: INEesECERSCGHITRNFREE
—RIERIRES, KEIRNEZIRIBEEZIVRSHTIES o XS IR
BRIZS 7RIS AR . SIERMEN TICHEZRIREMEEN. 88
R RTCP. UDPHIICMPIRX ITEPEEEIIRIER, KABMZIRS FrEANEREFFREX
BN AL IBEERE o




SIERINPIETAER

o RESBEVHFAGEEERME ENEMMAL, AFEAENEERTE, —FREMRRBENSN—MEE.
0 BERIEPNRTAEEIUE—REEENA N —FREE;
o PG ER PSSR AR I SIRAIE (AT IE);
o —HINERTREWNGHI—NEE, SESENESIUMRIER.

VPN: public --> public 1.1.1.1 : 2049 --> 2.2.2.2: 80

Y b i| S v | Brotnt  BRYIRO

= /
hd
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L

© PKEASTIORE T RIEEMIE . S—FRREEESHHERNRAERITTIRY
PLie, MSWNSTERFMER. XFHEIRTLUg b K ISR SRR AE TR .
PRIBROSIERIEFE . (B2 TREAFRSH, —FSIERIR MEERAIEEE
PRAJEMRI<. fian:
FRBIIFTPREAYH, BEABRKNETSERHIEBHERXEHIRY;
FRBEENIEERSE LRI, KSR R DamEA T TCPIRIEE AR,

« FEULERZSET, RSERIMIER, WIRAISHHEFET. K& (Long
Link ) HlHIRTLASSERDERR BB RAIE(ATE), BRI NI,




FIERINFHEMEE
o TEBAXIE L@ display firewall session tablef S A IABREEEINRIE,

<FW> display firewall session table
Current Total Sessions : 1
telnet VPN:public --> public 192.168.3.1:2855-->192.168.3.2:23

o TEBAXIE @i display firewall session table verbose I LARREIEFRIFMES . A TF{ER T verboseSH,
AILIEEIR T ATEER ZIMIEMER .

<FW> display firewall session table verbose
Current Total Sessions: 1
icmp VPN:public --> public 1D: a58f3fe91023015aa15344e75b
Zone: local--> trust TTL: 00:00:20 Left: 00:00:09*
Interface: GigabitEthernet0/0/0 NextHop: 10.1.2.2 MAC: 4437-e697-78fe
<--packets:3 bytes:252 -->packets:3 bytes:252
10.1.1.1:43982[1.1.1.1:2107]-->10.1.2.2:2048

L

HUAWEI
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« display firewall session tabledr < S EHIA:
= current total sessions: HRIRIERESIT;
= telnet: PMXEFR, ZfId telnet;
= VPN:public-->public: VPNEEFIEFR, FrApA: FEH@E-->BrISHE;
= 192.168.3.1:2855-->192.168.3.2:23: RIEXRER.
- display firewall session table verbose@p it {5 E A :
= Current Total Sessions: HEIRIERIGAIT;
= lemp: WHYEBIR, 259 AIcmp;
= VPN:public-->public: VPNEEFIEFR, FrAHA: FEHmE-->BrISMHE;
= ID: HEIRIAID;

o Zone: local--> trust: SIENZEXE, TRAEA: BZEXiE-->BRZE
X13;

o TTL: ZRIARSHIEFRTE;

o Left: ZRIERIGFIREFTE,;

o Interface: IEMIRMHILEO;

= NextHop: IEMIRMAYT—HkIPHBL,




BH=x

1. BOKEEERRE

o RERXIE
o R
o REIEUANSIFNE
= ASPFEZAR

2. BKIEBERSZ 2T EPRINART=R
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ASPFRIARFEES S
o fETCP/IPHERIh, WARRMERNIMENARS, WTelnet. HTTP. FTPEWNY . M AEMMGEIESA
RO ET D SRBEEN RN S SBEMNEENY .
o BEENAENY: BEIEPRESA— NGO, fg0: TelnetRESMA23imM, HTTPRESMA80MO;
o ZEENAENY: BEIEPESAERNEENA RO, fig0: FTPEmERX TRESE21SiHmOMUE—
MENIRO
o (BHREIEN XSS EERNBREIMGAIEFINAE:
o (&SRB BN KR R AESC I & B AT alEE;
o (&SRB RN KIE R AR L —L{F AR E iR O B E MY AR AR

WHARREREITIE
Dibie =P mrS Ul S
B R FREUERTIE) \
Ze?
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- ZEEMYAINARECEEIBE AR BERII RO, AERIED
AEREVHIEEEERE . HTHESERIROZHMENEN, SERTEMR
M, FETEFECEBHRNRZERE. AT RIEEIEEERIINFIEL, ReeTran
BinH, XEFEEASEIRSS /B P ins KRB EAIME .




ASPFIEZ @& i MY AN A

« ASPF ( Application Specific Packet Filter ) 2% N BENSTIE.
o ESRUHER A MN ARSI AR OES, BaEMERAServer-mapR, BEIRBIBHEEEISHHXIER,
KIS RIS erver-map e B —%Rsession, ATFRITREMIRBERIRY, ESTREMEIET —SEMI “T2H0” .
S FASEM BIMARREIERE, S MNERRSERENSIRASPFEIN AT ISR E IR ST AVHBIS X &

HER,
Host 10.0.0.1 =HEE FTP Server 20.0.0.1
- 2 §
% i i
~ BEBE  gmeosmnmusipEs
. . SessionZk:
SesstongE; —) FTP:10.0.0.1:4927 --> 20.0.0.1:21

SERIC 002 200 021 FTP:10.0.0.1:4926 --> 20.0.0.1:4952

Server-map ¥&:

Inside-Address :Port Global-Address :Port Pro AppType TTL Left
10.0.0.1: 4926 20.0.0.1 : 4952 TCP FTP DATA  00:01:00 00:00:47

L
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FTPE=NMEILAYASPF
o Server-mapEEEIASPFINEEERIEMAIEMEZ RS, SHXIE LR “IBEE" .

— WiE
FTP Client & m@ l FTP Server

SYN

1. B P im{E FRRETLIR O @R
. A IP ‘192;168.1.2 SYN+ACK IP 10.1.1.2 TP IEE
£ SixORRIEHIEE Port | BE#/Liz Cxxxx ACK Port 21
BIEK,
TEAPEEE
2. BEKiEBIEServer-maps, PORT Command (IP 192.168.1.2 Port yyyy)
_— 25 &8 g
B RiZServer-mapZ, PORT Command OK } XEPORTES, It
TEZLERRAEH
SYN
s sHoSHOREry | [P 119216612 SINACK S } BBERTCPSRET
" or i
RO (yyyy ) K2 S i
AT o omman
BIREREIER v
oo B i — > HimiEE
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FTPEMEH T, ZEFinfERAMEIROxxx @RS 28A921 i R RIEEE RETIZH
B, AEERAPORTHLSNERERLLHIEEENKOS, MEEHANTORyyyy.
%FHEQ sEnfmEFindlyyyyin AREZSRK, BUHREEE. HREEER
NieBHTEEE .

AR EZERIEN, MRREE T RITFEFinihaiksS 81921 mONZEREE, BiE
%JL&‘H‘EEZIJJE_LO (BRARS /NI E Fimyyyyin AR EIAGXIERE, 3T
AFZEEGE MR A ZBRI—SFIERAIRERN, MEARE —FMNEE. E8(E

?ESZJIIE%U IXFTPE Fif BEAiIJ:T)EM@EEET&%%H%MFH‘ g, R
EEE%HE%%% | FImXA TG R ENZERE, kX EEBIEHXE, SEEEE
EBREYEW, EREAFREHIORS:E, BREEREE.

I FPORTaCHIN FARE R HHET 7 2 FimAY PHEI AN RSS2 M FF A AYIR O ,
FaXIEEE D HTPORTASHINEEER, 1IRaifuNEIRERATAA, RIBLN
BEEEHRIPFHIimABIZEServer-map& . IRSZHRAEFin A HIREZIMREA
PaXIERTFiZServer-mapERIN, ~ESEZERIEAVIEH




Server-mapRSSIERAIXH

« Server-mapERSSIFERMIXRUT:

o Server-mapZRICR T NARKEFRHIXEER, R
WRERE, TEZREREAE;

o RIERRBENTERIRSHEMI;
o Server-mapEAEHFINNERER, MaEKETH
BIERED T RS RIBMERI SRR TR o
o BEAEERBUR X A IR IR AN E AR :

o BIKIBWENR S ERE G RRIER;

o MREGEHPUEERSHServer-mapk;

o fpPServer-mapRAMR N AL £ RAEIEH;

o BKIERE NasthServer-mapRIEIREIZSIERE .
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Server-map¥
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Server-mapZxRbc a5l

FTP Client
10.2.0.254/24

FTP Server
1.1.1.254/24

3§ i3 i
i GE1/0/1 GE1/0/2

10.2.0.1/24

ECERASPF

[FW] firewall interzone trust dmz
[FW-interzone-trust-dmz] detect ftp

BzEh4ERkServer-mapZ&RIHi

<FW> display firewall server-map

Type: ASPF, 1.1.1.254 -> 10.2.0.254:2097, Zone:---
Protocol: tcp(Appro: ftp-data), Left-Time:00:00:10
Vpn: public -> public

27 Copyright © Huawei Technologies Co, Ltd. All rights reserved.

1.1.1.1/24 Internet

[REHR IR SIERER

<FW> display firewall session table
ftp VPN: public --> public 10.2.0.254:2095 --> 1.1.1.254:21
ftp-data VPN: public --> public 1.1.1.254:20 --> 10.2.0.254:2097

2 HuAWE!




BH=x

1. PoKiSERh R
2. BSXEERSBT S RPHIRAER
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prEERE T OZE S EPINAEnS

- RENMREEINARNS N EESEIERR
HREHM:
o PRSP
o ABZEBP

. MERER, BKEENRENEDEERENEO:

o RMHA. SNREIRIRERETGF. fla0: REHE
FAIET PN AT & SRR B ERN LGRS ;

o ERHREET R FESHEEER TR

ARs3EEX
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B XIEERITE M FHIN A

- BERITENRERRE, BWALUERNEARILT
BML, RERSR. FiE. NAFHERE, B8
EITEMRBIRERE, KAXIMRTERHHE,

o WERMTR, =iTEREHEREAIERTLASEI:

o REASMREIEFIGEEME, BEZ B GRS
m, AR,
o SRl P RERSIEIE AR TE Rl PO EREE AN

#0Portal R%t;
o ESWSTEYE, FEERI—EIRSEHIMBIEmSE
NIl
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FEHIN

Portal R4 SRR
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AERE

o REERFNETHXBHESRSELREDSE, RNNETHXEEEXKE . ZRRIEANE
RAOFEHRE

« BEARENFES, BRETENMENEGS, SEREMSEMEAEERERIBIERESE,
FEEDMEENEZE S ZRINEDSR.
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Thank you.
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BMAR, WEBYEEIEEEHR
Bring digital to every person, home, and
organization for a fully connected,
intelligent world.
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=
ol

fEEInternetfiy & FEFIMEENBHIIES , BIRAYIPVANEHINIE R AHIZIME ZEIIES. R
ZIPverJ LAMIR A _EAFRIPvABLEZ B A ERDR, (EBERIRSMEZEEIIMNENARASEET
IPvattbiit . EILLTEIPVES iZ A2 HE, NAT ( Network Address Translation, RZ&ittitEEiR )
FARNFEE

NATYE R EEE I PvAtBIt BRI —FTE L 2, Bt S RRYG EKHE B IPHUAYE K, RILATE
—EIEE _EERIPvAtb itz S REHIE ST

o AEDERETENATHRALESR, ZIFNERENATIARERNEGS.

2 HUAWEI
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. FREANRER, BiGEEE:
o EIANATHRAE =
o BBANATAID RANE AR
o XONATHARKIR 7S
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B

1. NATHEA

TENATHEIAR
BEINATEAR
SUEINATEA

NAT ALGSNAT Server

o wWN
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NATE=EESS
o BEEMEZEIIHEARMEEK, TIPvAIIAIT R ARSI, SEATBINAMIPVAIITFEERER . E
RIPVARBHHRIB RN B 2 1 2o BT EEF RIS LA T IR A 1\ I ERa R E(F R .
. NEIESTAETIRXE:
o AEHHE: BENDPIEEE. 98, aTLAEInternet L EIZB(SARIIPHBLL;
o FABEHbHE: BEFNMATLMESER, TixfEinternet P EIEB(E, RAERMERRIIPHbNL,
o A, B, CGEHbhtchEINEE T Lttt & WERFAT IPHELL :
o AZE: 10.0.0.0 ~ 10.255.255.255
o BZ: 172.16.0.0 ~ 172.31.255.255
o CZ: 192.168.0.0 ~ 192.168.255.255

5 Copyright® Huawei Technologies Co,, Ltd. All rights reserved. s
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FAKIENATRISCIR - NATERRES
o PBAXIERINATINEEOILUBIS BECENATSERSSEIN .
o NATERESHEEHREROMENE ( Mttt el & HigO it ) | RESEFIEME=3RDEM

o Hhhibith SRR EERIIEAN B ROt . ARIENATEEIRISRIARE, ATLUEEARRIZEERthEhEE HiE 5

o CECEMQIER/BaoL. F/BRNREXE. HiEO. REMNERSE .. RIEFENTEREETROTESRY, X
PLfC ESRHRURERI TNATER;

o ANfFEIEIRIbIEAE RO E B At EER . TR RaRE BRI SR, ERTLARIIUAC LRSI TIER
NATHEREE TS
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o WIERHKXIECIEE T ZSENATEREE, RBENLEEITMRHITINE, INRRECE THE
TNATEREE, HITNATERE, BABHIT T —TNATREZAIIES .

o XENATRIEFIBAINATRIESERENATRIEAIBIE, WEINATRIEFIEHIINATREE
ZHREEEEIUFHES, IENATREEHIRECECEINFHED . FriEaIsRERF OIS
NATEER RIS EP AR RIFEENATRIENERE .

« NATZREEBICECIR R AT RIBHREHTEZE, (BEBENATHRIEAR RIFRAZEZIIN@NATER
AIERINATERIR ZH .




NATZES MRS

o WRIBRAFSAE, NATHUSAUT=2E:
o JBENAT (Source NAT) : EHFAFEISFAMBLNAEInternetfYIzS;
o BBINAT ( Destination NAT ) : ERFRPEI AMELHATRIFAMIRS SBHES;

o XENAT ( Bidirectional NAT ) : ERTFBENIF AR5 AIAHE B AIMIEET R ESCAIMNE, TRNATHEIRERM
B1l: 017 =3

o NATHffE==:

o SEHUIPHINMEFE, TLERAMIIETR;

o BEEREASMNNAILE, MAMAFRHIERARE, TURAREE HIREMEREME.
o NATHIER=S:

o MEBUSIEHEREINA ;

o PREFELBRRNA,
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o NATEARBR T RILASEIIMUES A, DOERIPHINMRIFRINSS, EEEM—EHR,
NATERARRARE, tBABIRKSEHATIES

o NATHYS:

o AILME—NBIEN P2 & EVUERD RS AR RSMRREIR, tBATlA
RENEBAIFTP. TelnetFRFZIBIELE/IMEINEE(ER, R T IPHELEAZRIEEAY

(7R
o XTFRIMNNERR, RRAZIPHEtEERaNISiE, BENIENTRPRIREE
BEAY;

o XTI FIRHISFARIP, SMNARPARREEIRSHMAFRIIPHELL . IRSBE
=8, BE—TERel;

- BT ECE S MERRIERIRS S A AT LUR N ANR S S E A R ERTEIER
[£h, LIRS HEIIE,

o NATHIARZE:

o HFHEEXNEFIRIRSGHTIPHENAYEEIR, R IPHEAAVEIEIR S AYIR L A BEHE
Nz, ENANY S, INRIRBEhitsiis =B, IR ARERINE
BN, AseERANIZAIFTPERE, BUFTPAYPORTAFS A BEMIIERBELIR;

o MERETEENEE, Flal, NR—PEEMNINEE AN EA—EIRSEE,
BBAEREBERXINWEERE, AATERNEINATEEGEAN R, Bl
ST, FEHREHESAE22=RE.




NATRMERFE
o K FEIARRINATERSZARERINATERES, BEAGMERENT:

=
=

FEWERY PCESNAT Server

lé

PLEEEAINAT

l’é

TEE SimmE BB
1 B
=3

EFIRY ——  ERSER =
l P

HD

=
—— &SRRt

PUECIENAT —

=

L= apar —— muEy
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« NATRMERIEEAI T
o B BEKBKERIRNYS, BHNAT ServerfEmkfIServer-MapZ, MRIRX

ILEcEIServer-MapR, NRIERINGLIGAIRX BRI, ASEHITEEIGE;
WRIRGZ B LELEIServer-MapZ, M TEER4AME;

o 2 BNATHRIEFHEHBINAT, NRIRNAGSIESEM, NiEiRiRZAIBRY

el R TR AR, MNRIBAFSBERINATRICECSR S, NEEHITIRE
QbIE;

o HIR3: IRBIRXARIESEERIRE ( BIERIEKA ) , WMRKEKE, Wit

NSRS ; WIRRBHEIREE, WEFRS

- SR4: BERERERE, NMRLEREAIHRIGES BZRIHRILEE NATRES

( BRINATEEXEINAT ) , NHTEERAME; INREEREAIHRIEIHE
ZRILECIINEINAT, NEEH TR, AEEIESIEFHHENTROAE;
MRZ2REEAIFRCBIT B ZRILEIE BRINAT, NEREIESIE, AEiH
TERAME; MREZERBARIHRIGEY, WEFR;

o SRS EHNATRIBRIENAT, MRIRAFESRENATRILECSM, NSRRI

RUEIELE, ATREIRSIE; WRIRNAFEENATRILERY, NEREIES
1&;

o IR6: BIKIERIEIR




B

1. NATH#ER
ENATEER
BEINATEAR
SUEINATEA

NAT Server

U
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TENATE ARBLA

. B2 BWEERERERNMNEHTAENEG, FRNSTAEMN; EEHEPINEIRERNE, FRIZE
N, AU REEARMFIEE,

. BRBE: SNEPHEELEAMIbINAEInternetAORHE, STLMERIENATE AL,
o IENATEAR RIHR S ATRIBIE I TEER;
o JENATEZRATLIS>AINAT No-PAT, NAPT, Easy IPAI=ICENATE,

Trust 5 Untrust
Host JENATIERS erver
———————————————— %
S
Intranet A= Internet
192.168.1.0/24
Bk i
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. EFER. NEPEESESIMHEPEZEOSE NI E InternetiIFT K, BEBER
TALMERIENATIARESI . IENATHRARRIHR S AVRIEINHI TR . BITITENAT
RREXTIPvARSZEL AP RYTRIB 1 T4EE, BT LASCHIRA R A P i@Eid 22k I Pitbiiti75ia)
InternetBYBRY,

- WEPRR, PHXIEEEENELRL, BIRBERENATRE, TLUSIABMNESRAFS
[@internetAiR ] AVRMEIEARIR I AMIELE, AFISEIFARIFB PN InternetAIBRY




NAT No-PAT/RIE

« NAT No-PAT ( No-Port Address Translation, JFixOiEhEEHR ) B—FhREEGRbhE, RigiRig0, sCIFA
Mt 5o Mttt —d—AOitt g S R . NAT No-PATTRIES AB MR AR,

« NAT No-PATIERF ERAFERD B ARt SEEY NI AR HERRNGR

| ig: 19216811 | B9 100111 | | i&: 200.10.101 | Eg9: 100111 |
[ 19216812 | B 100000 | [ NATaddressGrowp | g "500.10.102 | Eeo: 100111 |
200.10.10.1
200.10.1022
Trust Pl Untrust
D‘i 200.10.10.254
i R A
192.168.1.1/24
bC2 +E2% Internet
= o FRs5es
I:Ii— el ki 100.1.1.1/24
192.168.1.2/24
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- BAARFPCIFIPC2FEBRS AMPIERIENEEN, XESNEER Mt
EFE— P ARERIAMIIL S Z IR . BE8EHESDECEbIEhAY— M E—ith
HE, SMXNEIEERYE, SRIEZFIRRS BRI TR FHE RGN E
SAFEUGERER, MWABIBREPS WIS, AMibiHtbSRIRE it ar
F.

« EIASNATHEOEHBAREIBUE RIS, ReeEEF SR AR IPHBU RS, it
A BEFERERBE AN

o TEfEFINATINEERT, WRECE T No-PATSH, IPAIREBEXIAMIPFIZMNMIPEHEHIT—XT
—RYRREY, MAH TR, LS, AIMIPRIFTEIRESESAT LAHERET o ma itttk
ORI RzERE, MNP L R AMNEFIESIROEshAREE . FRLABCENAT
No-PATIE, BEBSNBLIRRENEIBREServer-mapsR, FFFHA MNP
S9N IPHELEAIRRET X R , IR BIRIBX ARG X ZXHR AL TEER, SARHT
K.




NAPT/RIE

« NAPT ( Network Address and Port Translation, P£Eilitin4%iE ) 2— M RINEGEBIIFIRO, TMES
NFARIMEIEHE F— S BN AR BT BIEEE RS . NAPTEILAB IR S A B IR B,

« NAPTERTFARiIEEL, FE ERWIARBFRHEXITES.

NAT address Group
200.10.10.1
Trust Untrust
200.10.10.2
192.168.1.1/24 200.10.103
1921681254_ _____ ;5010101 coM
1681, E 1010, Internet M1
192.168.1.2/24 Mt Bkt WebfR$528
200.1.2.3
Iji NATRUZ=
— . AS .
192.168.1.3/24 Matlt: &E Al w0
192.168.1.1:10321 | 200.10.10.2:1025
192.168.1.2:17087 | 200.10.10.2:1026
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NAPTERNRO R AT — A Bl ERXS N2 M FAB it . 1Z&EzCERIRS Pt
Mip O SHTHERE, SHARMEN (RENFAGIILE, FRNREKO ) REEIE
— P RBI (1BRAEIIE, FENRRO ) .




IENATHIRRFEE R TR X B

o ENATESMEERS, XERNEEDAIRH:
o Fin O iEREtt75 =0 ( No-PAT)
o Tin O ERENEETS T (NAPT)

ENATEE AT WA b5 A ERER
EE FMFAMBAFEHEL, APt
NAT No-PAT | Qigitaihit, Aititin] | HESEE EMOSEAFANBFRHEER 1: 1
HE .
NAPT | ARSI CRIPGIAESD, BEERIOHIEE 10N
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Easy IP

o Easy IP: SEEURIZFINAPTAERE, EIEIERIPHINAIERRIRO, XAETEasy IPIRBMIEHAIEELS, EH
HIEOIRI AR PN EAINATEE fFRIMEAE .

o Easy IPERFAEBEEAMIPHINANGS . Hli0: 125 ER (PPPOE) .

NATEUHZR
At WO | Afii: 0
192.168.1.1:10321 | 200.10.10.2:1025

Trust Untrust
192.168.1.2:17087 | 200.10.10.2:1026

192.168.1.1/24

————————— > .COM
192.168.1.254 200.10.10.1 TN
Iji Internet

192.168.1.2/24 24l Bk WebBR5528

200.1.2.3

192.168.1.3/24

14 Copyright © Huawei Technologies Co., Ltd. All rights reserved @@ HUAWEI

PPPoE ( PPP over Ethernet ) 2TELAKMEEIR Hiz{TPPPIMY, TE/N\XEME—EKTI
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=JTHNAT
o STUANATR—HEEIGE RGN AR O, SRS D FARMEIE A — B P AR A G =
o ZICHEANATRIFInternet ERIFFEEERNAEFAMAR, IMXHHE=. [EEBEMIBMERS .

Trust INAT Address Group Untrust
Host A 1.1.1.10 Host B
192.168.1.2/24 2.1.1.1/24
1 [
U
) £3
FaKig
Server-Map Table Session Table

Direction |Protocol| S-1P D-IP:D-Port[New-D-IP:New-D-Port] | Zone

Protocol | S-IP:S-Port[New-S-IP:New-S-Port] | D-IP:D-Port

Destination| UDP Any 1.1.1.10:2296 [192.168.1.2:6363] |Untrust]

ubP 192.168.1.2:6363[1.1.1.10:2296] 1.1.1.10:80

Direction [Protocol| S-IP:S-Port[New-S-IP:New-S-Port] D-IP | Zone

Source UDP | 192.168.1.2:6363 [192.168.1.2:6363] Any [Untrust]
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« HHost AlialHost BAY, BAXIEAIAMIERIZANT:

a

B K I E I Host ARIEHIIRY S , *ETEEEI’JIPimiltﬂliﬁ?li}zﬁ-ag?_ﬁust[ﬂ%ﬂ
UntrustX 121850, @BidisaR 2R E S mELIsaNATEER, &
FEEWROGHITHINEER;

B KR MNATHELE R — N AR PHBIE , EHERSCAYIRIPHELES91.1.1.10,
Bk iR[52296, HiEVSiERMServer-map®, AR EXE
Host B;

B KW EIHost BRI Host ARIIRX &, BT EHRSIEERILECEZBIEEIIAE
I, BIRAIERIIPHENEHR102.168.1.2, imASE#RN6363, AEBIRX
RIEZZEHost Ao

o BEKES ESERIServer-mapE B HostAIFAR | PHELE S 20 W) | PHELEAIBRET X R o
= 1E@Server-mapRIFRIEA EBPCEE LRI IR ;
o R[AServer-mapXRIMFCIFIMEBIZE BT LAERNIHBIEIAZBPC,




ENATRERECEZS (1)

o FoREIA:
o ERTEMEDREE T IHXIEEAREME . I TEFARF10.1.1.0/24MERHIRA I LAERE S Internet, TE
TE KIS LR ETRNATERES ;

o BRAMEOIPHNEZ SN, ATEMEERRIE 76N PHEE (1.1.1.10 ~ 1.1.1.15 ) {ERFARMMIIEIEFAI 2 RENE . 40
EFr, EfRouterIZERRMHAHEARX .

Trust ENATEERS Untrust
W ‘a
1011024 T e 1.1.1.254/24
GE0/0/1 E GE0/0/2 ® Internet
B ki Router
FSEEH
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TENATRIRECEZA (2)

. EERE:

o

o

o

EEEEOIPHITIZS XY, SRNEEASHES;
BEERERE, RFFAMIEEMERSInterneti#fTIRY3ZE;
BCENATHEN ), EERITTEAFROEHR, LASCIIARME
bils=)=zH

BEEENATERRE, SCEFAREEMER AT Internetit BT
rbiichilesin

ERS KIS LR ERERA, FANSIEEREHERETIL
EEEE.
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IENATRERECE 2 (3)
« BEXEEOMNAREZ S KA,

[FW] firewall zone trust

[FW-zone-trust] add interface GigabitEthernet 0/0/1
[FW-zone-trust] quit

[FW] firewall zone untrust

[FW-zone-untrust] add interface GigabitEthernet 0/0/2
[FW-zone-untrust] quit

. BERERE, AIFFAMEEMNRSInternetHTIRNEZE

[FW] security-policy

[FW-policy-security] rule name policy1
[FW-policy-security-rule-policy1] source-zone trust
[FW-policy-security-rule-policy1] destination-zone untrust
[FW-policy-security-rule-policy1] source-address 10.1.1.0 24
[FW-policy-security-rule-policy1] action permit
[FW-policy-security-rule-policy1] quit

L
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ENATRERECEZS] (4)

o ECENATHEHL, EEENFERFROMIIEE, T RIS,

[FW] nat address-group group1
[FW-address-group-addressgroup1] mode pat
[FW-address-group-addressgroup1] section 0 1.1.1.10 1.1.1.15
[FW-address-group-addressgroup1] route enable

- ECEIENATRES, SCIIFAMISEMERIEInternethd BB TIREIIEE R

[FW] nat-policy

[FW-policy-nat] rule name policy1

[FW-policy-nat-rule-policy1] source-zone trust
[FW-policy-nat-rule-policy1] destination-zone untrust
[FW-policy-nat-rule-policy1] source-address 10.1.1.0 24
[FW-policy-nat-rule-policy1] action source-nat address-group group1
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o HERMEN LECEREMX, EFAMETILDInternetdd, 1§

FEppXiE LECEREIRE, FANMRENAEEEAEIZERAIKER.
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1. NATH#ER

TENATIZA
BRINATEAR
WEINATHEAR

NAT ALGSNAT Server

LI AR
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BEINATHELA

- BRINATRIEMR PAIB AU ANIR OIEITEE R . BT BRINATEARG AR P EEIERFAR IPHEIE, {3
AMABFELARIRA MG RIRERServer o

o HHMMABPIEIaRERServerfT, FEXKIBAILM RSN T :
o HSMNMFEFIEE AR ServeriRSCENARG KR, FEXESIEIRICAIR A1 FR 2N ROttt A S FA RIS ;
o SHERERSOREZEMKIER, BAEEEIR AR RFAR R 9 2 Mttt

. RIREIRENENEIEESERE, BRNATOAESBEIINATHIEIZSBERINAT,

DMZ Untrust
Host A Host B
192.168.1.2/24 7.7.7.7/24

BHINATERE
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S BRINAT

« EFSEINATR SRS BRIIPHBIEAT S, BERRIERIIZE— T EEAMS X R

. BERBRT, HTFREMER, FRTFINEINEENIHEDRENE . EREREERT, T2F LB
BRI ARSI —FIRIZ . fIal, ARFEEARMEFIERZHAINIMEFHEFAFILER

Tipia,.
DMZ Untrust
Server Host
192.168.1.2/24 TEIP 7777 SEIP 7777 7.7.7.7/24
iR 7.7, F— il 7.7.
iBPort 3535 f_%'_“_ E_E:J NAT iBPort 3535 =
% ER9IP | 192.168.1.2 BRIP 1.1.1.10 D
B#9Port 80 H#jPort 80
Intranet m
FXKIH
Session Table
Protocol S-IP:S-Port D-IP:D-Port[New-D-IP:New-D-Port]
HTTP 7.7.7.7:3535 1.1.1.10:80[192.168.1.2:80]
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HHostihiaServerlT, BAXIZAVSMESIZANT:

1. BEXEEK R Internet EAAFIAIE1.1.1.10 ( ServerXI4h&FAIAMIPHENE ) AORZAYE
B5, BENATREEIRZ B I TR

2. PKIEERE— I FAMIPHENE, ERIRSCAIEIRItIL, FIRTATLAGERRERFRTIR &R
BHHixOSHE RO SHEIEAT . KMt SFAMEIE—I—HTREIAIEET,
Rettsit S B A9 HRIT R — RS — 1 TERET, BEAIE MBI AR OB EHFA
PgIpithilE, EFIRIRSCAYERIMBIL .

3. RNEIZEREE, KEEIRIER, AR AEERNMIRSSEE.

4. BEXISUEServerlIfiHostAR X &, BITEXSIERILEEIZSEIFEIIAIERIN,
FBIEHostiRXAIBRIELE (1.1.1.10 ) EikServerAYIPHELE ( 192.168.1.2) , AEE
RN AIXZEHost o

5. [EEEHostEERIXLEServerfIIRY , B KBRS EIFIRIESIERINANCRITE#TT
i,




SERINAT

« HEERIINATR ISR BRIIPHIIEAY ST, HERRIERIMI A FE— I EEAIMS X R

- BERRT, SHSENNATILIREARS BRNEERINTS . EREREERT, FEEREIETR
BIE. fI40, PohimEditinRaobniaames .

Trust DMz
Host Server
17216.1.2/24 [T@ip [ 1721642 S EHINAT BIP | 172.16.1.2 192.168.1.2/24
iEPort 1513 | aeee oo -> igPort 1535 %
BRIIP | 172.16.16.2 BfIP | 192.168.1.2
— EgPort] 88 x |EfgPort 88
Intranet ). >5=a Intranet
a
Bk A%
Session Table
Protocol S-IP:S-Port D-IP:D-Port[New-D-IP:New-D-Port]
HTTP | 172.16.1.2:1535 172.16.16.2:88[192.168.1.2:88]
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« HHostiAidServerfd, BAXIEAILMIEDIZANT:

o PEKEEWEIHostAZIXAIIRN G, 1SICENATERERRIIRSOHITERIMBIEER, N
Hiti AR REALIEIRE— ML HE DAL IR EROMBLE , BIRCAYBAYIPHELLER
172.16.16.2454689192.168.1.2;

o PHXEEEISE LSRN EREY SRR, ARBIRXAXEServer;

o PEKEEWEIServerlI R HostAIIRM 5, BB SIRZRILERIEMNAYERIN, &
IR AR E R 9172.16.16.2, SARIEIRN AIXEHost




HRINATSRESBECEZSS) (1)

. Tk

o EATEMBIBRAIETIHXBEAZEMAE ., BT EFAMWebIRSZESAEIETIMEMIRSS, FSEEMXE LEER
HINAT;

o BT RREONIPHNSS, ASEMEERRS 7P (1.1.10.10 ) {ERAMERSEIXIIMRHIRSS AL . REEIR
BINEFTR, EfRouterRIZEMREAEANR .

DMZ WebfRs3:2 Untrust
10.2.0.7/24 BHINATEERE
-, GE0/0/1 1.1.1.254/24
10.2.1]/24 1.1.1.1/24 ® Internet
M)‘(iﬁ Router
B4SEREH
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HRINATRERECE S (2)

. REREK:
o REROIPHIREXE, STHMEERSHELE;
o BEREEE, RUFIMINEEFILRRERRSER;
o BEERINAT, FE5MNNAFEERHIaRERIRSS 20T,
Bk RIS S FIMATRRSS 25 5
o FERTKIEFIRouter EECERREIRM, FERMIRSHES
EEBRBRRETUIERERE,
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HRINATRESBECEZSA (3)

o BEKEEONMAERAREXIE,

[FW] firewall zone DMZ

[FW-zone-dmz] add interface GigabitEthernet 0/0/2
[FW-zone-dmz] quit

[FW] firewall zone untrust

[FW-zone-untrust] add interface GigabitEthernet 0/0/1
[FW-zone-untrust] quit

- BERERE, AFINIMERFILENERRSSS.

[FW] security-policy

[FW-policy-security] rule name policy1
[FW-policy-security-rule-policy1] source-zone untrust
[FW-policy-security-rule-policy1] destination-zone dmz
[FW-policy-security-rule-policy1] destination-address 10.2.0.0 24
[FW-policy-security-rule-policy1] action permit
[FW-policy-security-rule-policy1] quit

L
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HAINATRESECEZG (4)
. REEMNATION, RENFEAERIBIGE, SHARBIER.

[FW1]destination-nat address-group group1
[FW1-dnat-address-group-group1]section 10.2.0.7 10.2.0.8
[FW-address-group-group1] quit

- ECEBRINATRES, (ES5NNAFEEI8aARBIRSS =AY, XSG RERESIXEAMAIMRSSER .

[FW] nat-policy

[FW-policy-nat] rule name policy1

[FW-policy-nat-rule-policy1] source-zone untrust

[FW-policy-nat-rule-policy1] destination-address 1.1.10.10 1.1.10.11

[FW-policy-nat-rule-policy1] service http

[FW-policy-nat-rule-policy1] action destination-nat static address-to-address address-group group1
[FW-policy-nat-rule-policy1] quit
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XEINAT

o NNENATISHIR RS NS IE PRI IR ATIR/ B B9IPHEIE . SENATARR— N EEIAIINEE, MEIRNATH
BHEINATHIES .

o WENATRHWE—EFR, EEEENKISE R HRIR AR B A9t .

DMz Untrust
Server Host

192.168.1.2/24 2.1.1.1/24

=
E TUEINAT

Intranet

. &P | 1110 ]
Wk

Session Table
Protocol | D-IP:D-Port[New-D-IP:New-D-Port] | D-IP:D-Port[New-D-IP:New-D-Port]
HTTP 2.1.1.1:1535[192.168.1.100:2048] 1.1.1.10:80[192.168.1.2:80]
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o WENATEEZENBEUTHEMIS:
o AN FIEIEIERIRSS RS
o FAMFFIBIERERIRSSE
o HHMEEMLZPRIE PG RRERIRSS 2ERY, (FRIZNANATINAE R ZIR S AYRAD
BRIt AT OB G EERIRS 2R EIREM X, ELECE .
o WIEPRRTR, HHostiblaServerld, B AIERIL RSN T :
o BEXKIERS PCHEC I E NATRMERI SR AR AR SO THb iR ;
o BEKEEM ERINATHELE B AR — AR PHENERIEIR SCAO B A9 IPHELE, [EIAY
ERFFAYR OSSR BENIROS;
o FIMERAHELZERIBIER, BIILZERIEENENATHBIEEAIEE—FA
| PHE I EE AR ST AYIRIPHELL, EIRTERFAYIRE OSSR ARIREOS, FF
EYUSIER, REBIRXAIXZEIntranet;

o BEXKIEWREIServerlIN HostAUR X 5, BII B SIRRILECEIFEAIRIRN, &
IR AGRIEIERD B A9t B h R A0 Pttt , BIRSGEFIERNROSE iR
RiaimOS, ARBIRX &ZXEZEInterneto

ﬂ)hﬂ

(<]




B

1. NATH#ER

TENATHEIAR
BEINATEAR
SUEINATEA

NAT ALGSNAT Server

o & W N
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NAT ALGHEA

o ERMEERMAPIRIMZEIASPFO] LTS 2 @1E M MBI EERE , 1RIER RS2 HRYIPHELEFNiR O eI
Server-mapZ . NAT ALG ( Application Level Gateway, RFIZRMX ) 45 ERIN MY AVEEIRCIE, TTLA
SeRL N B EUR T RIPHE R im (S . MEXBITNT:

o ASPFINEERIEEBHMIRBE X BREIMYANR O, FEFFHABRAYE S SN ;
o NAT ALG ( Application Level Gateway, RIFBERMX ) NEEBERIENEFHHENAINATIIN;
o BTFREBEEBRESER, MUERR—ZaSHALUSHERNFE.

—— e e e —— — — —

l |

EBENATAILARIRAYER D EEBNATE R IRAIER D
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FELAKREIRmMESAS, \PEEEE32A%RIPHEIAI2MIAIBAYIPHELE, TCPEHD
a6/ FRRASHT6MABENKROS

(BERRSIMNESEI IPIR A SRS AIH TH m O EE 3 PHILAIE . RS
&, BEWHE SRR AR FAERH TR AER . MXLEEHRAY
iR FIPHELLEERREN LAY, BERFFFRENEIENEEIFANAINATIN, XL
IWENATEIRI R = H I A .

EIBNATCHL 7 XTUDPEL TCPIR S LAY I PitblE R im (35 ATNRE , (BN AEEYE

HEPNFERLEENH, EFSMNAEMYF, EEISEERIMY (H.323. SIPE) «

FTP. STelnet®, TCP/UDPE T maititsiZIROEE, XLEHNBREERENATIHIT
BRRVEEE, FRAIRESHDM, MNAT ALG ( Application Level Gateway, KFIEM
X ) FARBEXI ZBBIMGHIT N B EIRE BRI NG, BEREPEERT
HBLEAEIRAY | PHEAEANIR O 2k E B4R BRI F B TAE R AV AL IR AN R, MTIRIERL
BEBERIERE.

flan, FTPR ARt EEIEERAIEHERE R e, MBREERRE SR
FIERPHNHEFRESRRE, XAFBZALCKTHREAFRIEEAER, LURIERS
HRIERRAIIEIREEST .

7977 SEULN FREMYAYEE & SREBMIHZLE T ASPFINEE . ASPFIIRERIEZHRIZREIRS
R FREMMNYAHR S, AEFBENAISITIEMN, TNAT ALGRIEEER, 25
HABMMENAINATARL . BFAREBEHEESERN, FRLMERE—Fa<SmaLA
BRERINFS.




NAT ALGSCIRIE

o FARMEIENZIBAAMAIFTPIRS2E . NATIRER LECE T FARIMELE192.168.1. 2 A MItEEE2.1.1.1189BRET,
SCHNHBIEAONATERR, DASZISFAR ENIIT AMAYIEE . EMT, Z8EALGIIRE AR, FAMENA
IERIPORTIRN ZABRSS 28R/, IRSZEELERIBFAMMBIEITSUL, R TTiEE L EFRISIEIERE .

wa e £l 2=

Host . FTP Server
192.168.1.2 NATALG 2111
192.168.1.2 <----->2.1.1.11
HostSFTP ServerZ B2z iz iR
1
RIXPORTHE (192.168.1.2:1084) |
ALGRHE
1 PORTHR S H 7 E 4%
! (2.1.1.11:12487 )
1 FTP ServerfBlHost/& ie4iRiERE
1B 2.1.1.1:3004; HAY2.1.1.11:12487 )
FTP ServerfEHost & iS#IRIERE !
(i§2.1.1.1:3004; EA9192.168.1.2:12487 ) |
AR AEIRER EHTHIRER
1
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- BNBEEREEEN TR

a

a

FARENNFIAMFTPARSS 28 Z [BBII TCP=IR{EF AN SI =% ;

EHEREE S, FAMENICFTPARSESAIXPORTIRIE, IR HIETHFARIEL
EENEIEERZIN BRI O, BFEMRSSEERZENFIROFE S

HITEIEER,

PORTIRM AT ZIFALGHFIERINATIR AT, IRIEATPAIFARMELIF IR O S
AR R XS N AY A BRG] . BMS SIS UIEIRIPORTIR S AL AT R AYFA MYt LE
192.168.1. 258 M2 1.1.11, Uiw[10845E48pY12487;

~MBIFTPARSSEEWEIPORTIEX G, METHNS, HafAMENAREIEER,
ZEIEEEIBE N 2.1.1.11, BRIROR12487 GER: —RIERT, %
WRIZEIRO/920, BRTFFTPIMGEETISIE, BRIIRS A HAVEUREERE
Bim O AKF 10240960 iwE, NAFIRBIEFTPIRSES, RARERON
3004 ) . AFZBERHIFE— AR, FitREERIEIRIEEF B RINE
3, MImECEIFAR ENIIT A MRS 2291518




NAT Server

o NAT ServertBfREfSHET, 2SRRI BRIIPHINATSE, CIRET AMMIFNFARMIAIIREIXER, TSRS
FEF B 2 Wttt FA R P BRARSS 2R AYR K o

DMZ Untrust
Server Host
192.168.1.2/24 | i&@P 7777 iRIP 7777 7.7.7.7/24
iBPort 3535 NAT Server i&Port 3535 =
% E#IIP | 192.168.1.2 “-————— BRIP 1.1.1.10 D
EfgPort 80 |EA9Port 80
Intranet m
ki
Server-Map Table Session Table
Direction Protocol S-IP D-IP:D-Port[New-D-IP:New-D-Port] Protocol | S-IP:S-Port | D-IP:D-Port[New-D-IP:New-D-Port]
Obverse TCP Any 1.1.1.10:80[192.168.1.2:80] HTTP 7.7.7.7:3535 1.1.1.10:80[192.168.1.2:80]
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« NAT ServertBFREsSIREY, 2R BRIIPHINEATISEC, Bt T ARthE
FARIHBLERIBRETR R, AFHRC PRI Mt AEIR S 52 3 N AIFARIHBIL o

« TE(FFNAT ServerIhgeRT, SMNRAIEFRIANEMRS R EMAEIRITEKR, ZBPRIP
RO SERAREN, W—aLABENR R ERIRSS 2209 P AR HIRSSHY
%S, FRLATEECENAT ServerflINfG, RESBEmEMServer-mapXIR, BFEF
8 Globalittiit SinsidettE it FIBRET X R . IRBIRIBXFNIRET X RIS SZAIMELFH1TEE
IR,

o WNEFrR, HHostiHlalServerld, BakESAOAMEIIZ0T:

o BEXIEW R Internet EAFIAIE1.1.1.100RNAIE B, B FHITEEIServer-
MapZEIR, SIRXAIBRYIPHENTEEI%9192.168.1.2;

o B XESIRIE B A9 PHENEFIRR B EE Untrust XIZFIDMZ X% 2 875, @il
I LZERBICEEEISIER, ABRBIRAXZE Intranet;

o FakigEIServerlIfHostlVIR X e, BEEKRSIERILACE) E—2 B
RORIR, BIRAGEIIEEER91.1.1.10, AEBIRSCAIXZZE Internet;

o [REEHoStIREEARIXLSServerfUIRY, BH KB S BEEIRRESIERIVICENH
BT, MASEEEKServer-mapEIi,

o B, BXIEEHTHU ST AT RERIA AT LUEIRR B PR iR, SERIFRS
SERAARMEIE M, LiEEAREIZSAITERK,




NAT Serverfic &2 (1)

. FRREA:
o ERABEREZHRGEE THIKEFAREMK . 77 EFTPIRSRALBEXIMEMIRS, FEAENINE LRENAT

ServerIfJgE,

o MRT2ARBEORIPHBISS, AFEMEERERE 7 — NP (1.1.1.10 ) ERARMARSEEXTIMEMARSATNE . M4
WMEMEFR, HFRouterRIZEMIRMHATEARNRE,

DMZ  FTP server Untrust
10.2.0.8/24 NAT Server
Ee==ee===s===x
GE0/0/2 GE0/0/1 1.1.1.254/24
Intranet 10.2.0.1/24 m 1.1.1.1/24 <R> e
BKIE Router
""" BSEm
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NAT ServerBtEz481 (2)

. EERE:
o EEEOPHIZSRXYE, TRNEERSHERE;
o EERSER, RUFIMINERFARINETIRSES;
o JBISECENAT Server, BIBRSTFTPARSSEE;

o EEFFEFTPIMNYAINAT ALGINRE, SR FAREIE
g RObIE R iR O S1S B H9EHE ;

o FERTKIERRouter EECERREIR, FERMIRSHES
EEBRBRRETIUIERERE,
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NAT Serverfic &% (3)

o BEEKEEONMANBERAIR X,

[FW] firewall zone dmz

[FW-zone-dmz] add interface GigabitEthernet 0/0/2
[FW-zone-dmz] quit

[FW] firewall zone untrust

[FW-zone-untrust] add interface GigabitEthernet 0/0/1
[FW-zone-untrust] quit

- EEERERIR, ARITINBMERFHENERRSS.

36

[FW] security-policy

[FW-policy-security] rule name policy1
[FW-policy-security-rule-policy1] source-zone untrust
[FW-policy-security-rule-policy1] destination-zone dmz
[FW-policy-security-rule-policy1] destination-address 10.2.0.0 24
[FW-policy-security-rule-policy1] action permit
[FW-policy-security-rule-policy1] quit
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NAT ServerBitEz481 (4)

« BCENAT ServerIgg,
[FW] nat server policy_ftp protocol tcp global 1.1.1.10 ftp inside 10.2.0.8 ftp unr-route
« FFEFTPHMYAINAT ALGINRE,
[FW] firewall interzone dmz untrust
[FW-interzone-dmz-untrust] detect ftp
[FW-interzone-dmz-untrust] quit
- ECERBIEH, FHIMRSHEITIMERIBRSRETIUERERAEZERIIEMHSE.
[FWT] ip route-static 0.0.0.0 0.0.0.0 1.1.1.254
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ZNAT ServerfiglobalitEi SA MO AER—MERAT, W/AfcE BiRIRH;
ZNAT ServerfiiglobalitBiit SAMIZE OB ERI—MERRT, BiIXECE BIRKE;
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HEFVRRPAIEHEEUREFB LR

« VRRP ( Virtual Router Redundancy Protocol ) 2—MZEEMMNY, SIFESENBIT—BERHEE ( BUARE )
HIERERT, BEMIEHEE B RIS RIS RS TMIRN A RIES , NMRIEMEIESAES R AT
M. E—VRRPENEMIIEHEERMAE: Masteri®® (FEAT) . Backupig® (&MMIKE) »
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Router B
Backup =

Router A
Master

’,’/ VRRPEZ{H o FiZ&FERouter AMITERT:
o Router BRANEIVRRPUBKEERT, MMHIES AFIERE;
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BB EHZET, FRIERASEN, HRMSIIARMDIEEEE, STFHDIRE.
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KeEHIEIMasten® s, EREEIEOIPHBUEA/)N, ZOIPHIER KNS S
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RN ARSITESEIRI, LULKBERIAE . AT VRRP HelloiRXJERER
X, FAERENEPHNSZBHRET _EREHE




. ElAFRouter AlEERTREBEARIZINT:
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89;
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o FEKIBAKEREN S, BREVWIRESTEAStandby,
FAKIEA LB VRRPEDERMA ISR 9Backup;
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o IDBREHIEE
o OBEEEIIEEE, BEXIEBR MR AL IREIRT IR
RIXBIHRP Hello#3Z, MIFHKEEBYIRAFIRE, &
ETHVIRSDRI9ACctive, BKIEB_ERIVRRPER{HE
M E2NIHRIR S SIMaster , ATHIINEIS .
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PrXiEE SO ASEECEZH (1)

o

FaKIEARNR X IEBRIV SO TIEE=E, £ T
PRIEECERIEN ., HTRIBIERZERREN
=, BEmATISERIPHEIEA11.1.1, MEFE
P KEEARIBA X EEBIAE B M AN TIE. EEBERT,
MEEIHXEARL; SHXEALIIMIER, B2
B AEBRR A, (RIELSAFIET;
VRRPEZMDETAIREINIP: 1.1.1.1/24;
VRRPEMHLE2MIEEHUIP: 10.3.0.3/24;

B KAEACMkEZ10GEO/0/ 7141t : 10.10.0.1/24;

Bk IEBONkE10GE0/0/ 74tk : 10.10.0.2/24
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P XiEEEFZOTWASEECEZH (3)

o TERAKIRA E1TVS33EM10GE0/0/1 EECEVRRPEIDHT, FIRBEIREACtive

[FWA] interface 10ge0/0/1
[FWA-10GEOQ/0/1] vrrp vrid 1 virtual-ip 1.1.1.1 active
[FWA-10GE0/0/1] quit

[FWA] interface 10ge0/0/3
[FWA-10GE0/0/3] vrrp vrid 2 virtual-ip 10.3.0.3 active
[FWA-10GEO0/0/3] quit

o TERAXIEB LTSS HO10GE0/0/1 LECEVRRPEH A, FHiRBEEIKZTIStandby.

[FWB] interface 10ge0/0/1
[FWB-10GE0/0/1] vrrp vrid 1 virtual-ip 1.1.1.1 standby
[FWB-10GE0/0/1] quit

[FWB] interface 10ge0/0/3

[FWB-10GE0/0/3] vrrp vrid 2 virtual-ip 10.3.0.3 standby
[FWB-10GE0/0/3] quit
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P XiEEEFZOTWASEECEZH (4)

o ERKBAEECOBED, BREINEESR, FERWREINE.

[FWA] hrp interface 10ge0/0/7 remote 10.10.0.2
[FWA] hrp authentication-key Admin@123
[FWA] hrp enable

o fERSKEEBIEREOBMED, EEINERRE, HEAXWHREINEE.

[FWB] hrp interface 10ge0/0/7 remote 10.10.0.1
[FWB] hrp authentication-key Admin@123
[FWB] hrp enable
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18, ERMETIWAEFREBMAIIXREERERE.

- BEARENZES, HSREBENTHASERRSE—ENTHE, BERETIFINRAIEE, 58
TSI SeR L AR IIERAERIEE, FAEENMEERNREHRPAIRETSIE.

26 Copyright © Huawei Technologies Co., Ltd. All rights reserved @'Q HUAWEI




S

o HEAEHMUL
o BAlIKSS: http://enterprise.huawei.com/cn/
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HTTPSiEE
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o TESSLIEEREVAIEIES, HTTPSEFiRAIHTTPSIRS S ZERIEER B2 T:
o HTTPSARSS 22 MPKIAMER BRI A HEIES ;
o PKEAMERROMEIHTTPSARSS S8 AUAR AN HEIES ;
= HTTPSERSSZEHET H S R IBE RIS FIE B RIXLEHTTPSE Fif;

o HTTPSE FPimISiEHTTPSIRSZ FMNAIER SR, FIBIERFAIAENNE
HTTPSZE FimBENIAERRYETH, FARIXEHTTPSIRSSSE;

o HTTPSEFimflHTTPSERSZ @IS I, =AM EFERNZHEINNEEN.,
o [EEEERAIEIR, WS ESERZZRIIINZEEGHITINZELE,




PKREBN Aim= - IPSec VPN

IPSecRAETFPKIFGEBEITEMINILERE, EHITIKENEIRPIBEAN, SIBERTHITBMIALE,
RIETEPRENRE

PKIBATERRACY
—  BIEHREIED

..... et

CA IEB/CRLFNERE

i My i sors
5y IPSech% IPSec % B
= 7=

Om B8 < B Im

Bkl PC Server
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EARNMBALZEINEGE, BTRIPEIENZSMN, 8&XBIPSecAR, SXimig

FEIIPSechEE . BEBR T, IPSecREFMMHEZZHE A MNEIPSec. BRE, FERE
M IPSec RN ZEZEA XN FEERER AL EHEE TEEXMIOE, 5

TR EREE, 18&2ZEURBAETFPKIFSERHITEMIAERTAIPSechFiER]
#B3T,

KEETFPKIESERHITEMINLERE, IPSecTE#{TIKEMEITIZH3=HEaY, &%

BEWNAHITEMIAILE, RIETEPRIENEE ., mHE, IEBLISIPSeciR it EF

HZEEIRNF, HIEREENIPSecMBZHAIATY Eit. BT, TERFIEFRIAIERIPSec
L&, BEREEIHGPKIAER AR . BFNgSIAE, REEH

SRS BB — MR, IMEMaUUSHEBIREHTLEEN, MAEENH
R EEERHITIENR, XAKFL> THRETLIES.




PKIEB N Az= - SSL VPN

* SSL VPNAILUSHZER TRHTSEAMENTIGE, (EEAELEREBALIESRSREREMNE . ATRSHER
TihamEBmErIREM, RERTIURAPKIASERS RS AFHETIAE,

PKIBATEFRACY
) EBMREES
CA SE$/CRL T r ABIES
FhEE

0101

=)

HFEE ool vpm AR
CH
i
SSL VPN Wkt PC  Server
o __ .-V
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o FESSL VPNRZAEHR, SSL VPNZEPFima]LUBIEIERIEUESSL VPNMEAISS; SSL
VPN ] LUEITIE B RIS FishI S5 o




AERE

o AREHENBTHFED . EFEIREFIEBHEANEERTERE, RENETPKIER
IR R PRI, fd T BRI FIEEN A=

s BEARENZY, BEUPKIAREEEERIER . BRAXNKFIEBIIRIENAERES .
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=
ol

o BEMERA, FLRENSFHEEERNZEE, SEFERENMER; BEEEKZA, T
PMRIESIERIT RN, IEBEIRRESNEM; BEPKIERNERAR, JLSEARNEEME,
NIRIERFENEIZE. SERIREH,

o BEERRERA, EWAILFEIEEERFPEATWNES, BlSZEaE I ZERmE,
RIERI RN Z 2 M .
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o ZRAKNIRER, 55
o EIANERANNBTS
o (FRARREVPNEANEETE
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B2

1. INZEZREIRE
2. VPNEN

3. VPNECE
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nEZFRINAS (1)

- EEEREUE, FEERYFEY . HFEIMBEFIEFEDRRA,

ERzeER SYRAORLED RSB
et SaD MR A M.
RIS 3};%;’3%4 peliics
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HFEH: SENRFIEITRINE, NRIESEERRITEN
HFEZ: XAEPIEE, NMRIEEEERIZELE.

HFAES: BEE=FIWE (CA) HRBH » NMERIEERERAIIRRIEIA
o




INEZFRINA (2)

o FERILIRIMERAGS, HFEH . FFEIMHFEBTLUBRFUTSGS:

o VPN: REBVPNEAZERAMBZRARGIESIRANZNE, IPSec VPN, SSL VPN,

o |pv6: ATIHILSEWHEEE R, TTERE EEESEND ( Secure Neighbor Discovery ) BEFRSSENINGS . BT
AP ARIEASEMXIEE .

o HTTPSERIRE: EERULIBEHTTPSH XL ERHTTPSIRSHIIWebRE, FHEIWebREXNZEZHITERE.
AT RSN EMSSUEENINZ S, ERE L AHTTPSEFIRIEEHWebNSEEHSENCATEIIAIES . iXHE,
WebiRI S eI LUISIEAMEBIIE M, MR TalseFEN RS, FETEERNLZSER,

o BERRFEFEN: BEPERAHTRESEZEENR, BRERATLIHEN,
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- EEMNBRESEYS, EhsTFENNBERSMEEVPN LN,
o NREEFENFBIFINZEVPNR—LEMMERAIVPNIEAR .




B

1. NSRRI
2. VPNfEfT

o

VPNERH
GRE VPN
IPSec VPN
L2TP VPN
SSL VPN

3. VPNECE
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VPNFES=

« FEVPN (Virtual Private Network ) HEUZHI, Bi#finternetlIBUIBEMRKENEYIENLE, BEEREN
TReEE,
. !ll]'Flﬁﬁ‘T‘, ERWHRESMA NN TFARXE, (I FRENERSET ) , HoERIFIEE

SEIRSSRAEHR, HIBERMER D Interneto HF Internet MEESHALZERAZE, NWHHSIZHENRTIE
l&\ﬂBHE:’:E%E%lEF—!hﬁ:REq; RXBZEMEPNBEZHEENR, REERMIETES . EEHIREERIAE

BR.
G a0 ..

i (v
Vaoaxy 0 W&V T mm > RSTRTIER
——— RIS

B
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VPNENX

« VPNEIEMEEN, BFEABNE LMEIAANERELNG, HELEIINSEHEGTANTE. VPNIEI
BREMNE S EMIZE LRENMGE, EANTMEIRIE R TIHZS . JRANEE.

« VPNEBUTHANEARIFI:

o EH (Private) : VPNRERE] MVPNBFERING, MFVPNAF, ERVPNSEREREMIZEXE. VPN
BRI EBLRRIE, WIRVPNAEMEEARZINIEN . VPNERERENE (—MRAIPKLE ) ZEHRFERIR
37, BOVPNEEAMEMEHIFZVPNAIRFER{ER;

o L (Virtual) @ VPNEBFRENBEEEETAEMERTH, MXPMAEMERAT A LR tIEVPNEFER,
VPNAFRABHNRE—MBEEN LEN . IXPMAHEMETRAIVPNETF® ( VPN Backbone ) o

o VPNIIEUREHTERAME, AEMEREHNEIMIENITESRR, BRTHENZeN, BEZVPNTE
MEIAMEEIA, RBEIMER .
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. VPNFMEGRIEIEEMBLLEE TS

o TE: ImimAF. EIMWE. Sk HNESARREZEEIIERE
B, RIREENNZEM. X TLHBFRSoER S SEnMasiIE

D#ﬂ'b]ig)
o BN ABRAREMNBHITEEET, AWl BEENMANERZITZIIENL.
H:'.%Am*ﬂﬂ%ﬂ# ;

o ZIFEENlSS: TIFIEINVPNAFEHTEIE. (ROt SRR EIEN, BENEH
BB IRAIB AN SRR,

- ¥ EMY: ATFVPNAZELAIMNEE, PIEMEPIEINSRENT R, 5200
VPNRYERE;

o VPNTERIEMEZHNZEM . o5t IS BENEINREERNY BHEANRE
%, EEEMHI—1EE, REBIEANEInternet, BIRJ{ERAVPN,




VPNETZE[RIE

VPNIIEAFIEZFARE ( Tunnel ) 5K, IHEMIROHITEE, FIAVPNETREZ ERAKEERRE,
SLHURN IR £ .

RRERAE ARSI TR (BERIPIRY ) , MERGEATRN AT LABRRE M5
WATEER . APk, BEREMMEMSHINZIEIER, EERNR ESEMIRHEKRER .

Internet ;
PG
BR5588
- -
AR HREIRY PREPERHURY
VPNREIE
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VPN73E: 1RIENEm=

o VPNEIEZM AT MES ZHWFIHER TIEZSDEMELTS, UTRVPNERR LD ES,
- RIBREBHSERESE:
o Client-to-Site VPN: BIEFinSE ANz BEDVPNNERILERE, BRI LAZR—amXIE. KHeE, a2
PMAHEN . WIHRETLAERLAITUFVPNEZARSEEL: SSL. IPSec. L2TPFIL2TP over IPSec;
o Site-to-Site VPN: BIFNSIEMZEEIIVPNIKERIER:, SERNSHBE NRHSEHEIE. WH=ILAER
LATRJUMVPNIZARSEHL: IPSec. L2TP. L2TP over IPSec. GRE over IPSecFIPSec over GRE.

VPNEZE VPNEHE
by 1S b 1S Xe=a
Internet »E23 % 14 Internet M W42
ERiR = S %2
Client-to-Site VPN Site-to-Site VPN
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Client-to-Site VPN: X#RRemote Access VPNIZRFHZEZER TVPNIASIEANIITS
RT AL DB N InternetBOitt)5 , BITImiEtk SN AR, MAimisEE R/

2R
s o

Site-to-Site VPN: ERETFAERN SV WIABIEMN BIE




VPN53E: 1RIERM FEXIR

o RIBNMANRARSZE:
o Extranet VPN: FIFBVPNE R MIEBESIEMKEELL, FEARREEE InternetSRIGFIVPN;
o Intranet VPN: BT 2NFMEH TR NEHZ N MENEE;

o Access VPN: EHBRHERT, AIFHERTEBRRBRZEEENATRERMES

Extranet VPN E a m

ATEbkEE
»
Intranet VPN M Internet * £
HZHIE o
Access VPN @
HERT
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VPN72E: #RIEVPNSEIEIR

o IRIBVPNIEASEHIMERIR S 2!

NAR SSL VPN
LR GRE IPSec L3VPN
HUEHEERE PPTP L2F L2TP L2VPN
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* L3VPN

s ZEVPNEEZZIEVPNEARTIEEIMGEHINEEE . LAIPSec VPNIZAR 94,
IPSeciZELSIPIRLTEER—EX, SR ATZLAP in IPRIA U TEIEE,
2 & 2 1PSeciRL 5| PIRL ERIRI HURE End T E 2%

o [RIPSec VPNIEASL, FEBRI=EVPNIALEGRE VPN, GRE VPNF=4ARIAT
ELRE, SCHAIHEIBELEEIEE . GRE VPNRILASEHHES —FhMEZ MY AES
—FPE MY ERYEIEE . SIPSectBtt, TEMISBERIRIE, ReeRHBIRAY
BRNZEIE .

« L2VPN

« 5=EVPNZEL, ZEVPNURIEVPNIAR TIEEMRNEIEERE. B
VPNEEGIEAINNE RE =BREHY ( PPTP, Point-to-Point Tunneling

Protocol ) « —EEE&MMY (L2F, Layer 2 Forwarding ) LAK —ERGE MY
(L2TP, Layer 2 Tunneling Protocol ) o




VPNRIKHERA: BRERA

« VPNIIEARFREZFAEE ( Tunnel ) 5K, IHERIRSOHITEE, FIAVPNETREZERLEERHRE,
SLHURN IR £ .

o BERERARER—FMERES IR (BERIPR ) , MERERNRET BRI EE I
WATEER . APk, BEREMMEMSHINZIEIER, EERNR ESEMIRHEKRER .

L . ] ] -

@iﬁ +E23 Internet +553 %

A —
&U ﬁj\i |éW IIEI\ §|3
— 2 —El

HEFAIRY
JRHRIRSL PEETEEFRANRY
VPNREE
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o BEFRARZVPNIIEARAR, EUFATAEEEAR, NEFR, 932VPNMXUIE]
FIBIRY S, BikxE I, REE I InternetE@ZEISEBVPNMIX . SEBVPNMXE
IHRIOGHITRESEE, REERIFRIRIRY .

o “HER/MEIRT BEASHMAULUARRIRNIRERZ SHIPINEE, FIaEERAIIRY
Einternet LAEHTFAEIT NS B ERIRA “BFE” .




VPNRYKIEAR . SDIAIERAR

o BMANERAR, EEERTENDABAPZEEAIER. SEHVPNRXIAFNSHETINE, HBFRE
ABHNENRFREERR, MAFEERF . TEVPNEARBHRHIIARSDINES EAE:
o GRE: F3ZIFHYAFPRISHBIAERA;
o L2TP: {KEPPPIRMATAIE . XN TINERNE, ATLMERARMIAES BRI =5 RADIUSIRSS 2N

iE, INEESLGEE AP S ERSIRIPHIL, Bidit Pttt A TSI EIE;
o |PSec: {EARIKEV2AY, SZIFXTHPHITEAPIAIE. INESRNEL2TP—H, INEBIZ /G0 EIPtblt, Wit Pt aTLANS
FRBTEAIETE;

o SSLVPN: IHEANBPEHTAER, STSAMIAE. IEHIANERSSHALE, S5, BABFBALITISSL VPNIRS
SEHITEMMIAIE, HHASSL VPNIRSSBHE X,
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VPNRIKHERA: JIERAR

o IEEAMZREHEXMNERZXSTRE, XERE
EZER TR EMEEELE Y . MEXNR
BEIRIRSAIMUR] 25, ReT IR A
HIERSEINERNNEEREES .

o GREFAL2TPHMYABAREMNZRA, FILUBELS
BIPSectMX—(EMA, #KifiIPSecAIMNZEIA

o IPSec: ZIFXIEURIRSCANMMIRSGHITINE o
o SSL VPN: HFXIEURIRSANMGRIIINE .
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VPNRIKHERA : BRI

s HEWIERAMEMWRXNENRTIRE, EFMEN. HEMAIR . BBAKIERINMTSEIANE? SRA
—HMiRA ‘R 9K,

o ‘RE” FREERAHashREE—RKIIRN B RTGR, RIEFI—REIR . ERRMiREXR
BHTIIE, RERHE—ERURNAWIES .

" jS@—:lj =L
-

BE o)

B3Z

- i
R -BE-

‘_\ > Hash l
— 2EH?
1S4
iz Q|
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VPNIZARITEE

E5-Z {RIFSEE EAGS BBIAIE HNEEFSEE
- + TISERRXET
GRE PRz LA EEE Intranet VPN AXF W AIGFIIATE
Access VPN . . o s
N TR EZASERIAE;
IPSec PRz LA EEUE Intranet VPN A S T
Extranet VPN SHFIKEV2HIEAPIATE
N Access VPN ZHFETFPPPRICHAP, PAP,
L2TP IPRLA L2 Extranet VPN EAPIAGE Fxfs
SSLVPN | RIFIEASEHUR Access VPN SIS A/ ERIGEBIAILE bz
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B

1. NSRRI
2. VPNfEfT

o

o

VPNETL
GRE VPN
IPSec VPN
L2TP VPN
SSL VPN

3. VPNECE
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GRE VPN{&7t

+ Generic Routing Encapsulation, f&#RGRE, 2—M=EVPNEIZEIHEA. GREFTLANITHELMLEEMMY (Z0IPX.
Apple Talk. IPE) BIRSGHITEEE, [FHEEIRNEEBES—MMLEFR (WIPv4) &5, NMERTE
S R LS AR SZILIITIRR o

o SMIRMIEHRNEER ATunnel (X&)
o BEBIIEIPvAMLE EEIGREFRE, RN IPVeMLZAVBSER

] ]
: : s : : PremE

GRERZIE
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GRE#MYH%

o MBHERA, EESIMREZRTALUSAZNED: TSN, FEN. Eahil. GREBARFISH,
ATHEER, FAIBEPERFIT TS
o SREMMMEIREIIBCENE, ERIESTURNE. HE. KEE, BANINSHEEA. ZEABCSARE;
o SERINYELERRRNES, LIRS, ESHEEMS, FRNEEMIIMTSHEENY;
o EENYHRERNEES, TURME. BEETE, FEEEEXHN N T SHEmim

HEIRE Header IP Header GRE Header | IP/IPX Header b2 RIGF
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GREFFIRIRIAT, FHRAIAIIRSARDISE, HERAIAIRMYIRAREMY, A5
GREZSIIZRGRESLER, GREFUAIIRIMY, HILEEIMNY, REREFENEEFERIIRY
B TEE R BN FR A E MY




GREZ2E

* GREZRBIMGEIRSGHTERTEE . HEIIEAILAD RS
o B—ERNEIRIRSOHFINGRES;
o BT RAEGRELRIEBINEFAIPL,

o GRERVHZERIRMER BT BEZOTunnel5EREH, TunnellEOR—MERANBREREO, FTLAGREMMIAEERX
MEONIHR, SEEONESEDISEIGRENNY

|e-

] § "
L) +E23 Internet 3 %

N GREBZE 2B

I 1
FROMEITNELER Ethernet “ IP/IPX | Payload
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*  GREFZEMFII IR AN T :

o IRBMNEEFAMAYZOBRKEIRY S, HBERELHIBERIPHBIIFE:, 75§
HEEHEED, MRAMEZEOSERED, WSIRAXEIEEGHIT
QME;

o PFEERIZKEIRY BB SRR MY AR URIGREER 2K S
#, IWHRSOHITGRETIEE, BNIANINGREIRSZEL;

o AfE, REGIRSGRMERTNIRICSK, BIPHRILL o 1%IPHRICELATIREIBLERL
ERFERE, BRIttt RS BRIttt ;

o iRfE, IRERIEFFINAYIPIRSSL BRI, ERRARFEHRENATEEA,
FHRERY . Z2fE, FHREIRSCSEAMPES,

o RKIREENERAMAEOKEIRYE, BEoITIPIREL, MERAIIMY
ERIZERERNA7, FBRIMAGRE, FREEOBIRNAIAGREERAME
GRE{ZIREISIPHRSCELANGREIRSEL, FHRIEGREMRILAIMNEELFE:, &
IR SCAISREZ MY AFARFIETAINNY, FRBIR ALY AL E




GREHRSAG BT TZ
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2RIP: 1.1.1.1
Tunnel IP: 10.1.1.1

2P 2222

192.168.2.1/24
Tunnel IP: 10.1.1.2

192.168.1.1/24

PC_A Bk EEB PC_B

_.‘ BE9IP: 192.168.2.1 ‘data ‘

‘ B/YIIP: 192.168.2.1 ‘data ‘

(1) ETr Tme | ismk BEE Brottit T—nk
192.168.2.0/24 10.1.1.1 ] 192.168.2.0/24 192.168.2.1
2.2.2.0/24 1.1.1.2
‘ BRYIP: 192.168.2.1 ‘ data ‘
(3) ® |0 (6]
TunneliZOE%E TunneliZOffEi%E
REEGL | RSB RERE | PSR
1.1.1.1 2222 2222 1.1.1.1
(5)

S|P R e T B9IP: 192.168.2.1 ‘data ‘

2 HuAWE!

« PC_ABIIGRER%EIHITPC_BAY, FaXIEARIRGXIEB EAYRS A &IITZA0T:

a

a

PC_AAIEPC_BRIRIGIRSGH NG XIBARS , E5cECIRAZ;

IRIEIRHERER, HAEABIRIOXE Tunne 321 TGREEIEE, EINGRESL,
ANEDINFRIPL ;

B KR ARIEGREIRSCAIFIPSLAYBRIMELE (2.2.2.2) , BAEHIRHE;

B K IEARIR IS HE R A RIBIRN X R XIER, BRI XIEATHREIRY
A XIEBRY T —H IR 1.1.1.2;

P X IEBIKEIGREIRY G, BSEHIMNX MR EREGREIRY . FHREEAIGREIR
X2BNHRIPL, XN FEIPLHENProtocolFER, FEHIRR T AEMNY
K, WNERXProtocolFERIERA7, MBI MR EGREIRY . AR ZEGRE
IR, BEKEEBRUNZIRSOEE I TunneliEOfRETSE, KIEFAYIPSLFIGRESL, &
ENFEBIRI; NEAE, WIRSURBEEIRSOH I TAIE;

K S BARIE RIAIR SR B RO R BRI MR, ASIRIERBEEERISIR
NARIZZEPC Bo




o A\ AA
GREZEFKHE
o PCAREMFEIBIRSGH A TunneiEOIXMITET, IRETHLZEEERZETrust > DMZ; RIS GRES

£, HXBATRAXMEMAE, RXEENZEFERZLocal > Untrust.

o HIRFNABGAIEBAT, PAXIEBEHH TR, FELITIES, IRFIIIZEEERUntrust > Local; GRE
IRIERREIES, PEBEEARIRIRNAT, IRETHNZLEERDMZ > Trust.

Trust

PC_A
192.168.1.1/24

DMZ

' Tunnel
/,V

GE1/0/1

Local
GE1/0/2

Bk A

DMZ

5 PCAITPC BRURIAREY

—> GRERX
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Untrust

GREf#E

Untrust

GE1/0/2

! Tunnel
. Local h

BAXiEB

GE1/0/1 PC B

192.168.2.1/24
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1. NSRRI
2. VPNfEfT

o

o

VPNEfH
GRE VPN
IPSec VPN
L2TP VPN
SSL VPN

3. VPNECE
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IPSec VPNi&1

 IPSec (IP Security ) MMIERIETFRIEN—RIZ 2N, C©HREIRIPIREZERETEFERBEN. T
HIZEH . SEENZ2FIPHIE . 1PSec VPNEFIAIPSecB¥EETRIMLZZEVPN o

o XJFL2TP VPNFIGRE VPN, FIEEPRENEHAY, AP WNEZEEEREIRIE, BEMEHIEZEIPSec,
{EEIAHERIEURH TRIPE, BEEEMENXE,

FKEEA IPSechiE Bk B

Internet
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« IPSecBIIMZBESICIEEFRTN, MUATIANAEFRET BRI ESEEE InternetP %
EX(TTR

o HUERIRIDIE: BWSRIERESBNERS)

o HUEINE: RIEFERHITING, BB Einternet £, EWI5XT
BRWRIINELEH TR R s B ;

o HiETEM: BWUSRHRNAIEIERITIONE, LIFIERN EEHRER;

o HUE: &H&ZH?E*@IEEGEEEE’J&}E@ prIEEE AP BT EE I HIRE
RIEIRE T TR .




IPSec VPN{AZR L4514

IPSec VPN{RZR L5
—  AH: I&IFSL ESP: HERSHM «——
IIEEA
IKEH nEsEx
FIREE <—|
R
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« IPSec VPNIRREEEHAH . ESPFOIKEIMYEMLBRL . IPSeciBITESPRIRIEIPEIE
EENIIZAINLEZ M, ([FRAH/ESPIREEIEE M . HUETRIGIEFRIIR S ERINEE .
ESPRIAHTE X 7 X FNE T LAE U R R BIARSS , (BN B EN LA EEEFR
FEAEBAE, HEHEENHERRS, NEE. BHEKES. hEk
IPSecHYFRMEIE, IPSecAAILABEIKEHRHITENERIRER . BIFNHERLEEX
BBRRSS . BEANBUT:

o AHIMY: AHZBIRSCKIGIENMY, ERRMEAIINEEREIRRIGIE. FETEMS
RIGFIR IR SLEIMIIRE . PR, AHFHARIIZRTRIPRIEIER

o ESPHMY: ESPEITELZL2HEIMNY . SIRIRHEAHIMYAIFFEINEES ((BEEL
IBEMRICAEIEIPL ) |, BRI PIR AN THEE ;

o IKEWMY: IKEVMYXEBF Bt AHFIESPRTERZEIBEL.




IPSectiM¥ IR FR

* IPSeciBIZISIESLAH ( Authentication Header ) FF3EZ2EESP ( Encapsulating Security Payload ) 7
ML MEEIIPIRZ A L 2(RIF
o AHZIRSCGLIGIFMY, FERMEEIRFINE . RS MINTEARRI EMINRE, TRIEINZEINEE;
o ESPERIELZEHMEMMNY, FTERMUMNE . HBRGIE. HETEMIIEAHRM ERINEE,

ZehMY ESP AH
o= SM1/
hnzz DES 3DES AES o4
ISIE MD5 = SHAT = SHA2 SM3 MD5 = SHA1 = SHA2 SM3
EEXI IKE (ISAKMP, DH)
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«  AHFIESPIMIIRMAIZ SINERE T MR ARYIEIE. MEEE.

«  IPSecINZFIEIFE AR FERNZATIUFIAS, LB RFMEHRIRIKE
( Internet Key Exchange ) tHMYENZSIE

o RNREEEHEFTHURYIPSecBRHERE




AHFNESPHRIIBTUXIEL

Next Pad
Header  Length

SPI

Reserved

Sequence Number SPI

Authentication Data Sequence Number

Header
TCP IP ESP ESP

New IP AH Raw IP TCP Data ESP
Header [GLEEGESN Header | Header Header [LEEGEAY Header Tail Auth data
| Np—
I INEEE I f— HDAE;‘@@;j
— AIEBHE

AH#RSZHEL ESPIRIZA&=L

Data
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« AHIRSCGEFRENWT:

o Next Header ( F—3k&R ) : 8tb4EF, tRRAHIRSCELEEAIGEZEE , EHitE
T, EWFRIPEILEMMY ( TCPEXUDP ) SKESPIMNYMIGRS; BEER T, 2
IPHMYELESPIMYAYRS ;

o Pad Length (REI<E ) : stbiF, FTRL2EAFABMAIAHLEHSER2,
Hhe&E R4,

o Reserved ({REB=FER ) : 16LL4E, RBEREH, FREH0;

o SPI (Z£28#Z5|) : 32tk4EF, BFHE—FIRRIPSecZEELER;

= Sequence Number (7S ) : 32LE4F, B— 1 M1FHERREIBIERIITELES,
H—IRRB— RS, BTFHLEERIE;

s Authentication Data (IAIEEHR ) | —PEKFE, KEN32LUISAIEH(E,
BE RS . ZFEREEHIETEMRICEICV (Integrity Check Value ) ,
B R TR MREE . ANERANAIEEZBMDS ( Message Digest ) «
SHA-1 ( Secure Hash Algorithm ) . SHA-2. SM3, BI="MAIESEENZ2MH
HRREZISHKRHS), ZE2USINAESEASSINGIES, EEREE. SM3%E
BREEEEFTEERZBEEFSIENIPSectME .




HERT - (R

o TEEEERY, AHLSESPLFIBARIIPLSEMEINYELZE, RIPTCP/UDP/ICMPTAZ, . LATCPIRSZ
fl, BRI EMEXHER, RS NEFRR.

1P TCP

NEEE
IP TCP ESP
esp

| e

— AEEE

AH+ESP IP TCP ESP
| I e
ESPINIEBE
[e—————— AHINIEBE ( IP HeadersRa] TigkfRoh )
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o (EHEIRTASERIRSCL, FBEERYIEA B RIS | PHR Sk R RYTEFN B RO —
¥, FTUREESHaENS—aENI—aVPNRXZEEES




R - BRERET

o EREEELT, AHSKERESPARIGRIRIAIPAZAT, SIMER— T HTEURSCAMEIAHSLERESPLZET, RIF
IPkAOGAE . LATCPIRSCONAI, IR EEE L REAREEUNERR.

AH IP Raw IP TCP
Header Header Header Data
INEBEE
IP Raw IP TCP Data ESP
ESP Header Header | Header Auth Data
INESEE

[ ESPINIBEE

IP Raw IP TCP ESP
|'7 nEZseE
ESPINIBEE
[ AHINIEBE (IP Headersra] ZEiaifR4M )
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o BEEXFENATFREVPNMXZEZGE—aFVS5—5VPNMXZBIIEE.

. (EERIRERIRIXBIET:

o NZEMRH, BERMTERRN, SUlEXRR PEERHE T
IERNONZES, BSmtAEBIPitit . HMNSERRNIRO;

o MitRERH, BERLEANE—TEIMIIPL, FLISBtERESRAES

Hioe
Mo

YL etMXERRAAHFIESPRS, AHFOESPHMY AR AERRIEIZEER




IPSecEUHENNZE R IAIE

o IPSectRt T AL 2H: MNZFIAILE.
o |PSecRAXIFRINE S EXIHUREITINETNEE . SURRES TS ERERNZERITINEINREE;
o |PSecRAIHMAC ( Hash-based Message Authentication Code ) I088, =S Z TR MHMESLIHAIL.

IPSeckiXs IPSeciEKTT
IPIRZ P3RS
IBAPIRSZ IOV MBPIRSZ IV —
P ] ™| g
!\/I‘AC HiR=A l MAC HIEEA
mEpEY | 22 ot PR

Enﬁmﬁy I_l lr_ e

IFEE INFELE > L2
(HMAC) (HMAC) lma
l I—’ ICV2 E=
ICV1
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ICV (Integrity Check Value ) B HIT=EMRL . ANERANAEE XS
MD5. SHA1. SHA2. SM3,

MACHZ$H: Message Authentication Codef#i$8, FHFHMACEX,

IPSecE BRIXIFRIIZEEXBIE: HUEIMNZERAEDES ( Data Encryption Standard ) «
3DES ( Triple Data Encryption Standard ) . e IIZAREAES ( Advanced
Encryption Standard ) FlEZ &% (SM1F1SM4 ) . Erh, DESFHI3DESEZZL 2
K, FELEN, FEEFER.

IPSecE FIISIEEXEIE: HEMEMDS ( Message Digest 5) « ZEEFIE X
SHA1 ( Secure Hash Algorithm 1) « SHA2FIEZE;%SM3 ( Shang Mi 3) . HH,
MD5. SHAEZR 2R, FEREXE, FEFER.

IPSecBINNZEINGE, TERIHRZ ERIEERERRAEINEESTE. IPSeckA
HMAC ( Hash-based Message Authentication Code ) I8, LWEHFEZHITEHIE
BRBMMESHNIE, BEBERT, MEFRIEBERSFER. WEAFxR, &
IPSec&IXF M, INZRERIRSOEISIIEEIAFNIFRESAE B 2RI EICY, HEIP
RSN MRIGEICVERT R ZEXTiR; TEIPSeckzA M, ERERIAYIGIEEEFNNT
FRESAXIINZRSOHITANE, EMFSEIREMRIGEICY, ABILREMRIGEICY,
BHTEIE R MRS MIOIE, IEABIRIENEERER, WIEBZARIEHT
R




IKESAH/ESPZ )X &

IKERIRBSARE

IP 4|
2

DNZERYIPHRSZ
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o IKERUDPZ EHI— R AEMNY, 2IPSecHIES MY IKEAIPSecthEEmRZEH,
HAH/ESPINERZFNISIEERE . AHUMYFNESPIMY B ECCRINY S, 258)=E51F050,

o IKEMYBIKEVIFIIKEV2FE MR o




IKER93ZHRPT T ER

o IKEERTRANMERAIPSecH T RPN EIFF R 22K
o B BESHRLEET T - EETSNIENRERIFIIRRE, BIIKE SA, IERIEETE. Bl
Ho INELSHBERHZER . HFE2HH. RFNE;

o BIMER: AESMREUZMNZERENIPSectIiEREIRS, EIZIPSec SA. IPSec SABFRENIPHIELZEEX,

R RER
IKERSFLSRIN RS
ks ks
%
i B8
KEY KEY
-TCP -UDP -TCP -UDP
AH/ESP AH/ESP
- T
INZERYIPIRSZ
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IKEfEEF TR ERAYISAKMP . 58— ERFEZIKER 2EXEE (IKE SA) , BB EF!
BAIXNEEENLZ SRR, HIPSecthEBEANZ S,

FERFC2409 ( The Internet Key Exchange ) F#IRE, IKE S5—ERAVINES oI LASR I
Rl F1EIL ( Main Mode ) FIEFEERET ( Aggressive Mode ) o IXFMHIEIEH
HEERRNERE: B —MINEFIELIRAIE(EEE (IKESA) , LARAERIGIES
R9%EEE, AWHGRIKEBERMHTZEE . BRI ERIRIGIERSS . IKEFENX
HIE AP A IRERER— NGB AIIKE SAMEAEEEY . FIUEICEEXIERE R
&1, B—MEREYREEMHUIRZ BISEH

IKERY TAERIZa0 T :
o H—MRMNEZOMERT, WRIEIZOMBETIPSec, S {TEERIEAIITEL;

NEKFICENLZEKEE, SEHRBENNZEEKE, NRLEHKBEINSEET,
N E IKEFHTIE . IKEBSEF—MERIILTEELER, BNIKE SA;

o EF—MERZERKBRIFRIP FEE MERNLZEEKE, BlIPSec SA;
o {ERAIPSec SARIFIEINEIE -

o




IPSec SA

o IPSecREEHBUIBIIBTIRZEIPSec X F R ( BNIE{TIPSectMU I N im = ) ZBERINEZ T 2B ESA
(' Security Association ) o SARILAZSENIPSecXIFEERIAITAE, thil: MBEEEFERDES, INEEIXAE
FBMD5, FEATERTunnel®,

o EIZIPSec SA—EBEmMA: FTHLHIKEST .

FITHEEIIPSec SA fEFRIKE TUEIZIPSec SA

N INESEHE2

HD@%W@Z |KEfS R IKEISER i1y
INIESRR1 INIESRRET IPSec SAU}% Z5H2
ik Sy FTRE R WS, Zi—mn

A1 L ENFSEE
NN SRR 1
=1
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IPSecHARERIRINE, HIRWGIE, MENEFLEESHIMSANEE, MikhY
IRE(EAIPSecH TRIENFEFREI—BIMNES X, WIERES, RILFEE—FM
FIE BRI S RIX LS.

#E37IPSec SA—RREFMAT:

o FIHHN: FLHNEMLIPSec SABIERMRES, MBRIESXNFEFIEE,
FIRIFSA, BSAERKAFEZ2MRIR, ERT/NEMLE;

o IKEBIU: IKEFTVEEIZIPSec SABTERL ALK, INEIIEAUEEDHEZE
B, SAMEEBSEKREE, BSARESRIE, ERF/NE, FRENE,

IPSec SA, H—M=JoHRME—HIRR, XP=TTHBIFLELSEZESISPI ( Security
Parameter Index ) . BRIIPHBUIFFRNZ 2SS ( AHEKESP)

IKE SAHFEE(EAREE—RLLHEE, AF3EIPSec SA.




IKE SA

o TNMPREXNTREE—RSERZRD AN IKE (Internet Key Exchange, FR4FMZEEFAZIIR) o

o IKEWMYEESITEISAKMP (InternetZ £BXEFIZASIENMY ) EXAUESR L, 2EFUDPHINAEIMNY. ©
FIPSeciZt T BIEIHAERIE . ENIIPSec R 2B BRIIRSS, AEISEI(LIPSecHIE BRI T1E,

IKE@IZ ISAKMPRRESAE R

IPSeci® & IPSeci® &

1 1
1

IP Header | UDP: 500 [INASYIAPEE]

1
IKEAEHRIEIS IP Header | UDP: 500 ISAKMP Data
ISAKMPEHEED, _
TESAEE
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IKESZIFADAIEEZE: MD5. SHA1. SHA2-256. SHA2-384. SHA2-512. SM3,
IKESZIFRINNZ5E58: DES. 3DES. AES-128. AES-192. AES-256. SM1F1SM4.

ISAKMPEARFC2408E X , X TS . 3z, EXFIMFRSARSIZF EE.
ISAKMPHRZ2ASAHIE RN . 1824, MIBRSARIGEIRE T —NERRESS, Fig
BEXEFRRsAE .

ISAKMPIRZRILAFIFBUDPEETCP, im&FRE500, —RRIE R FEAUDPHMY .




IKEVISE—FiER A - EEATHEZZRNETIRE

s ! ! BESE
1 1
o . ! ZQE . 1
1B A &ie&cookie ! Eeookie, SA%r i
1 s 1 .
SEEE L e, BESAEE| mcookie
eEaEe | M i
DHZziE BB WN
Noncezzi : || IR
! e RN
ERTRER t////,,/////7
Z4AHash . '
S REIER SEm |
SHIIE | : r i E&ﬁ;@m;
: HIEAE | ¢7lE=7c1
et : “ﬂﬁg*fip\ﬁﬁ‘ e 1
i

37 Copyright © Huawei Technologies o, Ltd. Al rights reserved.

2 HuAWE!

o IKERIEMER S —BT B ——F RT3
o FEIFIZITEEZAIMEESBIMAEEEED BR—F3THai AR . X
PBRFRILITBREEEEHIEFNLZEYE, XRRAIIBINSHEEZET
INZRIP;
o FEABHEREI =N TELEEERTHE—MERANNE, =ERBIIKE
SA, X=NEBSHIZE IR . Diffie-Hellman3Zi&Fnoncedlik ., LAKIT

X375 BAPRILIE ;
» FRANFRERESHFRIPLIRIISAKMPIEREDRIZERA. H, BpfxR

PEN A FEREECHNEMINESAAEE., ERINTICEHREXNT, hi
O ASEHaNEHESEN , BERMEERAESEWIE., 58
B1. 2&X2Zhl, thaAREMmNELRTErFE B Mcookie, BATFMH—
IRRB N RMAMNERIR. cookiefERIR/BRIIPHELE. [EHNEF. BHEAFORTE
HITMD5EEBE, HEBNER1MISAKMPE, ALARKREMA— ML
i,

o fEE—IRAIRG, BEHEINTcookieFNSAFTE, TESAFTHIETEEING
BIIKE SARIRINSH, TESIBIKERIESIERE. IIZ&EE. EEEFIIKE SA
FiNERIEEEIER

o BIRZMBRRNE IRIMERT, BENSEESERATF4Diffie-Hellmandt
SRADHE. G EENSZEERR— 1 MEVEE, B3 DHEIEIIRENL




H#HiTizE, BE—1DHEXaFIXb ( Xa&ESHIDHE, XbNNERIDH
#) , AEWNHSBRIEDHELIZESE—MERIENIFINT;

o BRI, WIHREBRIERRRHE ( BIDiffie-Hellmaniik ) LAK I

EHEETE (Blnonce3ti®t ) . HPEARIEEIATEE TXafIXb, IREHEIRE S
S Ni#0NT;

o WA T IGRHERENIFINIZ R, EEESRATETFHIITHZER, BiEdhEl

RENEBER =L —PNEASKEYID, XN EZRAREEFE R MAIEM . B
&, BEECELRDHE. KIEERIBIDHE K SKEYIDHTIZEE 4%
— NRBEWS A FERIHZZASKEYID do WHEFEH AT ER, (Ean
RQEDHEUKIGEHE, ELEMFEE=AF5E2TXREMEBEETEEEEZE;

o ESRTIRARSERZ G, WARFBITEMHEBEZR R, WY, JI5HA

LUSERERIZEITE K, FHMERIZZIANEENIKEERIRIEL 2RI, XU
ZAEE: SKEYID abAKSKEYID eo SKEYID aFARAIKEE SR M IAR
HIERBSMIEITELZEIRSS; SKEYID el BFXIIKEEEHITINE;

o BRIREIIRRHE RS REIHI TR . IMREEEE T AREIRRE

. IPitts NS, BRIEEES F—IEFrrEN=AE%AEH 1 THashizE15
HAYE . XFNEENEIISKEYID e fTN%E, AISEX5A9EEHEE], BRAIAILE
BIh. IKEE—MEREER AR Z PR TR T -



IKEV1 S5—B BRI - BF R EE A EIgE

o FERA—HEEINER:
HBIHRSARTT . BIEMEIRHESR;
o HEERHE 1 ABAIERHEIN T HashiAIES;
o HE3RMMS X ARSEBAIL .

XFEHR1 XFE2
T iz,
N nce § { @*4 E
N s
g e WERT %
B B
Wi
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« IKE3ZIRM RSB —P R ——EF et 3R iR

o M ERER[DEAIRAFITLUER, AR R RERIERSIEER,
SIEERNERVHPES TIHEER . M — 1T NFRERRSS I TEFE
EHITIHESARS, NWFEBBABIUFHRRE—NIHEZER. B THEIHEFR
IEfMIRES AT =R, TRAFERIERIEARE S FRIIPHbIERX
DARRIRIEFR;

o (BEIKEENPHNLEMNSDEIREE, BT AREN PRI RERITN
EZAANE, MEXSHEFTERBIMEZZRIETTE, WATRNEMTER
FEIPHENEERNI WA= Z A . BFERRME A TRRRIX T EY;

'Siffi‘t?i' [, EFERIVNAFRERETTH TIKE SARIES . TR SEH
1T 7IRE, FEEXEBRE T eiEaEss, MEFSREBHRF;

o EFEERNEERER, KEESRE—NMRIPEMSIZER. Diffie-Hellman
AH{E. noncelARBMER ., FIEXLEEERMEE—ZEEHITRIE,
ERNINE, MEZLIRIEFE—MRIFEM. Diffie-HellmanAH{E. nonce.
BHERUR— NS . AEEECHRIEEETERE—SEERIE;

- HEEANBHTEES—RERTFHET TB0ER, BEUASTENEMDER
HATINERIP, XFEETIDENRZEM, (BHBELEAMKEIPHUITFRED,
EHFERA THHETESRIEINA.




IKEV1 R FIEF SR X B
. BAHE:

o FER AN, BFEER AN,
o BpRIF:

o FERANRERFEESENE, ALURMRSHFRIPINEE; MBREEREREES, BRttTSmIERPIEE.
o NEFIRR:

o FRLREERA PSRRI SR, MEFERCrT LA P S 8 E Name S EHRRME A .
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IKEVISE R - IRIERIUII ISR

o REEX—HFEZMINER -
o HEITIES2H, HESA. KEY. NonceflID. FALUDEEIE. (RIEPFSLARIRME “TEHIER" ;
- HESRATRIENNERETLIERE, BATHAMER.

I -
SA%,
7, Ni, xg. Rigz

i Xa. waREED

i’% JRIsARE - Niv %
bzl bz]
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o IKE3THARNERSE P ER— —HURIE T 3

o EBYIFIKE SAZE ( Tt BT FEXEREIFFEENM ) , EIRER
IPSecHERHERAYSA. IPSec SAEEIT RIS AT RIETIAY, XTHRRIE 3SR
X, ERECEREIFAIIKE SAHRIFTAAY;

o ERPERIGER T, BIENSHENEIIEIPSecE B BBIIRTUHIE, F
REERZR. IKE SAFRIPHIEIERN IR A ER: WEHHETINZE, HWER
BITIIIE . BRI 2B ARENERECRIATEY . SREIKE SARYSKEYID_aly
BEEA—1ER, WRREXIRAIENEEHTINE . XFPE0IERR T Beie(t
HIBRTEMRIEZIN, TR EIRRENS M HITIIE. MEERKEIZE, B
IIFIBERETEkERIEEEER, MEIZEEEEEEEHFREEN
T, MBI ({FERSKEYID e ) , MATERIEIMBAINZ M ;

o REBLEEMMSKEYID_dIREHATELATFIPSec SARIZER, XN EZRBEN
BEHLEREPER, XEERES I SASERECH—THIZH. 81 SAHE
—AARERISPI, FRAANBESARNZREESH B ESARE . FiBIPSecE{HER
ERIEERARIERITER, FRLMEREEEXE . RIN—BEEREEIRIEIKE
SAFIBTHHSKEYID_dRYE, APARBEIEEBZHMEZEEIISKEYID_dfiTdHk
AIIPSec SARUTAIZZEE . 350, R EEERARIBSEITENRREEH, X8
ARENKIER, FAIEXLEAEAEERIEFMBN “=EQEFEE (PFS) 7 o R
BRIEXALET R T —PFSIEIR, KHEXHENEE, AFPO/RIEBCH
TEEEGEERERAPFS;




o AT ERERZHRPSLIIPFS, FEHRITIXEIMIDIffie-Hellman3Zi, &

LRI ZZBENIPSecERERARNSIEFRE . B, —B3X#5Hk,
XM EREAEFT. —B5%, SREERIIM AFMNEYNEEMEN. N
MRILE T ZHZ [ERYAERE

o FAIRIER RIERE IR — MR RANER /NN, (BERISERRIIBIZALE

Fit, KEETUREFE— “En” IHE, IERRNERS, MESESKRtt
BT CRHIRREERIVES . ATERRRXANER, IMNEFZZEIDERYIEAF,
AR A AR 2E noncelLARERID . XM HEIAENMNGERIGHRAITEM,
RN RRERMIRIGIEINGE, BINEERMIERIER;

o N EBFE—NMEDIEE, NKREEERINATERE—FIHRINES, 2HARW

FERIAERN . XTATBEANERRNAS, BRI EEST, sET8K
BER—FRERLHE . IREEIFHES, MNEENSFEEZSRAISA.
AT EBGRR—F “IRBEIN WE, [Z2ETFLRIEMAYARF, E N
ESREXEER, BINTCENRENRSATIETE. BENelXiE, £
FEREELIRPIBIIE=FEE . EXFHEFR, KeeEFERIIEHEnonce
LR ZASERID, FCEMRFE—ITRIEBGIEMAT . XELEEED
MRZEIESE: BHeRIWARIEENS5E

o HERIMFHET, KEEMIINEEAX T SAHTE, FIERN. FERA—H,

SAETET = ARINEZMMRIPELAT, MNi. NrlAKRIDU 2R “EiFitE"
A9, XabARXbNZFRAERFAIDHEZZSA, RIEPFSAY. XalARXbIGSIKESE
—FERAERLAISKEYID _d. Ni. NrlAKSPIE(EEHEEMREZRETIPSeciNZHI
=36,

- REABESAKE—FHAMEE, BNEREIZESEMIEAEE CSENET

BTKIEE, WATIKEEZMERER.,



IKEV211iE - #IIR3ciHR

o IKEV2EXT=F3ME: #15A3HE (Initial Exchanges ) « BIEFSA3HE ( Create_Child_SA Exchange ) LAK
BAN3ZHE (Informational Exchange ) o

o IEEBERT, IKEvV2BIVIIAIEM AT LA SE—XSIPSec SARIIIESETZ . IKEV2HIIAZTHARS MEIKEV 1 RISE—B
B, MaRIEAmAIRNAHEE, TEMR:

I RES ol olves)
RIXIKE SASH LU B ILEAYIKE SAZEL
EZ2Y L2 RIXICEAIIKE SAZEL
RIEEHER © BRI IZIIE
SRS L4 BESHES
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o REIKEVINEZEELELLIKEVI T REEEHINZE . BT —XFIPSec SA, IKEVT
FEZHWANMER:  “FEL + PERE” E B EEL + RERER T, BiEED
FEXIOKER, BELEVLEEREE . MIKEVIEEBRER2RZmIL4EE
B LA —XT1PSec SABYEIZ, INREBREZEIIAYIPSec SAKTF—XIRT, &—X
IPSec SARFTBEIMENN 1R EIEFSARME, Bt 255EER IS

. WIARRMETEE:

» JHEOMQBTFHE IR (FRAIKE_SA_INITAIE ) , LB ARTTHIKE SA
RSN, SIEDEINEFINIESE. KRIGRFEVIEFIDHAIE
IKE_SA_INITRIREEMR— T HEZZEMR, BEXPNHE=ZAREALMTES
IPSec SARYFTEZSH;

» HEQMAEBFE XA (FRAIKE_AUTHRZHR ) , LUINE A XTREMIALE.
XIRIRSRIEBANAIERIIPSec SARYSEUNTT . IKEV2ZIFRSATZIAIE. FiH=
ZERINELAR Y BIAIETSEEAP ( Extensible Authentication Protocol ) - EAP
INIER/EAMIINAYIKE_AUTHAIIRTEIKERLHIRY, AREBESEEEIFEEIA
U SRR BB E E(FHEAPIAIE

. BlIEEFSAIR:
o YH—PIKE SAEELIEZXTIPSec SART, BEFEACIEFSAIRKINEZT—
STAYIPSec SA. 34, BIFEFSARHMAATLAFTFIKE SARIENFES;
o BIBFSAIRBE— I RHEEZEE, WMIKEVITIEMER2, HmIVARER]
ARV RIAI A S, Bl LARHIR 3R IaN T . B FSARIA




WIEIIR IR e Ak E T, RHRiE RIS MR R TRIP;

o RUFIKEVT, WNRFBAPFS, GIEFSAIRBEINIMAITIRDHATHR, R

RYZ AR . ERERTEE, FSARFTEERENX MEREITEL XK.



IKEV2117S - RN

ETIKEWENRmiREISEE—EEFIER, fIEREEREESER, XEEREKEFRETEN

RIRZEAHAY, WEFIR.
BERZIRGEIKE SARIFT#ET, HRIRBMIRREEREENRIRZE . EHEEWRZIKE SARY,

BPATBHIATIR A NEIZIKE SASRRIFIETT; IEHERUREREFSARY, BAZBRTIRGMAERNIZFSAR

IKE SASRIFIP#HIT.
AR IR

e P RIRESISE

REERES. ——————— wommse

e EIRGIEE

i
MK
w
&

2 HuAWE!
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B

1. NSRRI
2. VPNfEfT

o

o

VPNEfH
GRE VPN
IPSec VPN
L2TP VPN
SSL VPN

3. VPNECE
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L2TP VPN{& 7

+ L2TP ( Layer Two Tunneling Protocol ) ZEBEINMNYE S —E WVPNHMY .
o L 2TPEEIFABIESMVPDN ( Virtual Private Dial-up Network ) BEEMNYEI—FF, BY BT =2=tMYPPPAINIF,
B—METENAGSTAEER TS ZiniEhia il 9 RREHEAIRSSHIVPN
e L2TP VPNEEE=FMFRIFS:
o NAS-Initiated VPN: HIZfEkSHPARR, ITERFEEPSTN/ISDNIZALAC. HLACE S Internet@LNSAFEEIZ[F
EEEER, RSHAPUNHLNSSEL. MNixi2ksSBFNEIESIHEETHIACRRIESEH, tBAITELNSSEAK;
o Call-LNS: L2TPRTHUNHER TIREEEBARS SN, B TEVS T S2EHRMNERE, MO ZHBR
53 EREFPNES;
o Client-Initialized: BIZFHLACER (1E0JEAKSTIFL2TPIMYAIAR ) kie. ERBEFELNSHIIPHELL, LACER
AEEBLNSKEBEEZSR, TEERT—MEHLACGEE .. NSRS EKRITIACEFIERZ G, 1RIEFR
P& BEETIE, HEARACEFRHEFAGIPHELL,

44 Copyright © Huawei Technologies Co,, Ltd. All rights reserved. @@ HUAWEI




Client-Initiatediz=/RYL2TP VPNJRIE (1)

o MBREINE. IRMER. RERBX3NHBENAClent-InitiatediBRPL2TP VPNRITIFEFE

o BHEWNES: B ABEPEREEN SRS ZE, FEREII2TP VPNIESINSEIIL2TP VPNEEE .,
TEFRFREBDABFPSLNSHIEERIZIL2TP VPNIFRE, BEE&EMITHEEHNERITEIIE.

L2TP Client HmIARSSEE

A < &0

L2TP VPNE&

EIIL2TPRRE

EIL2TPRIE

37 PPPIEE

HEHEEE
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Client-Initiatediz="HIL2TP VPNJRIZ (2)
o IRMEE: RIS IR EIFR .

L2TP Client LNS AIMARSSEE

B & i —

| HE R
L2TPsL Lt NEEN  HE
2MIP NI PAKRIL AKX ISk
L2TP HiEsyse L2TP HiEfREts IR LAKfRESEE
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« L2TP Client&Z{EMIRSS 22AVIR AV AT T2 T~ :

o L2TP Client!SRBIRSZAPPPL. L2TP3L. UDPL. SNEAMIPLEETTEE,
BBL2TPIRE ;

o L2TP R ZF T InternetZFALNS;

o LNSWERIRX G, EL2TPIERASER T BDIAEFIIR Y AVfREISE, Fispppk.
L2TPsk. UDPk. SMEAMIPL, IRERIAIRY ;

o [RIGIRX RIEH THREFAMIPL, REFANIPLAAYREMBIFZL2TP ClientdREX
FROFAMIPHELE, BRIMBHEZ MRS ZEAIFAMIPIHELLE . LNSIRIEERIMBIEEE
REE, RAERIERBLESERIERIRY




Client-Initiatediz=AIL2TP VPNJRIE (3)

o ZEHRE: TERALNSIRE LIRMATZISHIREEE, URINSHZEREELER MY

DMZ
g !\ Tunnel$E0
LAl VPNBﬁL ~~172.16.1.1/24
Trust Sso - Trust
l I—I" Local . _______________
GE1/0/1 GE1/0/2
[EZIpaNzETS Ak
ARIP: 1.1.1.1/32 2222/32 NS ’fg,le_168FEE1%/2%4§
FARIIP: 172.16.15.1/24
WS HE RE | RReXE | BZeXiE iRithE Brtitsht Jivi::}
Untrust Local An 2.2.22/32 L2TP
BANABEBID | ||\ e ’; o /
/\J_Ll‘_‘lu ﬂ 42 . L. -~
BBRSS =5 DMZ Trust 172.16.1.100/24 ( ket ) 192.168.1.0/24 /
AV S EBIRSS SIS 172.16.1.2~172.16.1.100/24
R ahams | NS Trust DMZ 192.168.1.0/24 (b ottt ) /
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B 2 RFIBEE I SERIRS2RRIEET, RUELNSHIRES HLAT2E, MR
SNRZERIELIERNINT

o BEIPABARFPSLNSERILTPIRY : L2 TPIRN EEE S ABRS
LNSEEYZBHERTHIL2TPINESIRY, LB EBohD AP IGaIE S ERIRSSIEH
FEERIANSBIRNY,, XEL2TPIRN S I Untrust > LocalX13;

o %ﬂm SEFiEEE S EBRMARSS 2SI SR . LNSER VTS E

2~ERBEE S ERIRS A SRR, XERS IR Z £ E

JADMZ > Truste DMZXIHFILNS_ ETunnellZOFFERIZ 2 X1, TrustILNS
EESERMZEORENZ S X,




B

1. NSRRI
2. VPNfEfT

o

-

VPNETL
GRE VPN
IPSec VPN
L2TP VPN
SSL VPN

3. VPNECE
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SSL VPNi&E

o IPSec. L2TPERHFHINAIVPNIARBATLTIHTZENX N NAmSR, (EXLVPNIZARFELTER:
o BaDRARFPRERRIEENE IR
o PEERERIAPER LR BRI
o FEXB A B FPRIBIEAR BRISS RIS o

+ SSL VPN{ERHEIMBRERITIFEANDE, TUBEMIEER EREM, sSL VPNERIETSSLIMYELITER S
BARIVPNIEAR, REBTIDARAFEBERINIRS . SitiRadl ERRIMERIR .

MRS ER

SSL VPNEFi&E

.com
[0 01
WebfR5588

Internet

B—

NI
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HRIHARS3 S

il
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« SSLVPNEZNAF=R: BIWHERT, F2EIMETIEDR, FHIZERERET
InternetBERIFEHIANTIEIS DRI RERRIR. BEY, EWATHRIERNNIZRNZEME,
BERENRNDARAFETSHERNSDIAE, FRHNDRBFEHERMNER
AR BRIRBALIES]

o W EEFR, BXEEREWEHOMKEEZ Internet, FHEBHDEF (BIEZE
BT ) 12HSSL VPNIEARSS . B NP ERZR (@SN, PADZEEEFA)
S5 XEEIISSL VPNRFELARS, FatEISSL VPNREIZIZEE B AMAIWebAR
Fes. MRS HMEARSHZERIE,




SSL VPN

o SSUEERUTERMRSSMNAENYZE, MEEETIREREE, BUEaSaEmihy (JT1CcP) 2
£, hERURMHEIRREE. E4. IBESEATNEENSE .

1
1
Not Secure ! Secure
|
1
i HTTP
1
|
HTTP i
1 |
1
1
TCP ! TCP
1
| : |
P I [
1
1
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SSL VPNEEHAM K

o BEKEEED RN X BRI A FIRESSL VPNIEARS, BB BRIGa M SRR
F—ANO. TEZRBIDABPESRSSL VPNEMXHiAa M S RIS TRZE. RASERERKX
15 EBUERSSL VPNEEHIRSE, FBID BN EXITE s PR HSSL VPNIZABRSS .

i : role1 b
f:S NS o L Web%iE \
3 o L BRiER ;
@_,3 AHBEHIAE i ,3 BRSSESIAIE i_.: role2 i—»i NHER :_. %
i ! i 0 | PO i | i B
i ! i ! . RBR | ®R ! ! !
BapARE i i TEBHkER 3 3 role3 3 3 TCPEER i Rk
L RP | E
ERESZ IPEIR
R
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. B RABRPEZRSSL VPNEIMFHFiGa el WS RIE RN T

o FAPER: B APENEEEPIEASSL VPNEIAMKAYIPiEi ki,
BREIZSSLIERE . EIANXEIZZERFAXZB CRNED, 2RI ERX
BOEBHITEMDIANIE . INBEEBIZE, iR SEAMKXRINEIISSLER:, #
ASSL VPNEEHARI KA E R M ;

o FAFIANE: EERREBMABRE. B85, EIUMXEHZERHTEmIA
iE. EMKIGERRSHNANERET, SEAMIAE. RSZI|JAILE. IiE
BEZIANIE. IEBHEGAILES;

- ABEN: BRSMALEDRE, EMXESE8ZAFREINARER, &
EERBzZACAENRIRHEHEXERAF . ABRRT —XAPHNEIRALD
PR, FlaniellpREIBX A ENERHAMIRIEER TX N HeNEIR
AR EA—HFRY;

o WiFRE: AR REEIUMNXRIEYIRFRIEHER R LUAEXI N R o




SSL VPNAIS5 - W& (1)

« IZRERPIBEARIPERITERMET RS, WebBIR., XHERURTCPEIREBETIPEIR.
o BEAETXSBFIBRNERERN AN RAFFHEMEYT RS,

Ittt
Attt 192.168.1.1
ZEsRitit | 192.168.1.100

TIZAA Wi (B AIRIARSS 28
2\t 6.6.6.6 w?#ﬁﬂ 13,,*1"?%) 10.1.1.2
O zzEnmx

1 1
! SSL VPNEE !
1 1
! @ TP, B !
1 1

1

© uUsBEREX ' I
1 @ usiEREL |
| I —
i O vEmES
0O wsmrEE | !
: | i
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2 AP IEIIWebil SE 28 E R EIM X o
BINERENXEBINET RINEE . BoIMEYT RBINgE, &L TILANEE:
o IEFEARPSEINXZEISEIT—2ESSL VPNEEE;

o IR AMPCEBEMAER— M EIANR . EIRISM LA REIERE—
IPHBliE, DECLAIRIZRFRIEINN R, izttt E iz S AMServerZ
EEEZ . B7iMMIPHEL, miERPFEnE SN ER—HER LIS E
EIAMIPEIR;

o FEIAMXEEEAR FARIA I RMARSS 2RAIHER . EIMXERIEN
B RASHRIEE, RIZERF TR ERNEHER.

miE AR R AMNAIIRSS SR RIEWSFSTERR, IZIRIGBIISSL VPNRREEAREHL
XK o

I KN ENR Y i TR, HBRHERI S BERIR AIXE N MIRSSEE .
Y B 5% 22 Mo Rz FE PRIV 3K o
M) B3R SRR AR R\ SSL VPNBRIE .




SSL VPNAIS5 - M & (2)

@ ASSERIRIL (SSLETEE)
EIP UDP IP

Request | iEPort: 5800 = jE: 192.168.1.1
DATA | BfjpPort: 5060 HEAY: 10.1.1.2

TCP P
iBPort: 6293 | B! 6.6.6.6
iBPort: 443 | HAY: 1.1.1.1

© WEIRHRL (SSLETEE )
P ubP RIP

B 10.1.1.2 iJEPort: 5060 = Reply
BiY: 192.168.1.1 | ERYPort: 5880 | DATA

TCP P
IRPort: 6293 iR: 6.6.6.6
iBPort: 443 BA9: 1.1.10
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@ ASBERIR (SSLAgEEE)
TEIP uUDP IP

Request | jEPort: 5800  j&: 192.168.1.1
DATA  EfjPort: 5060 HHS: 10.1.1.2

|

O WEIaRHRSL ( SSLAEEEE )
P ubP RIP

JE: 10.1.1.2 JEPort: 5060 = Reply
B#Y: 192.168.1.1 HHRIPort: 5880 | DATA
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B

1. NINEZRONAE
2. VPNEN
3. VPNECE
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IPSec VPNECEZ4 (1)

PRS2 BT IKE 2L RGIPSec VPNISIE ( REFUSEFIAE ) , NSO AR S Es;

W& AT BT B A EEAFNB Z G2 7 HYIPSech B BEA B IE;
MZEARETF10.1.1.0/24F M, @id#EOGigabitEthernet 0/0/3 5B KIEAIESE;

o

o

MLEBET10.1.2.0/24F M, @iTiEOGigabitEthernet 0/0/35h X IEBIER ;

o BEXISAFIRTKISBES AT o

GEO0/0/3
10.1.2.1/24

GE0/0/1
1.1.5.1/24

GE0/0/1
1.1.3.1/24

GE0/0/3
10.1.1.1/24

Internet

Bk 1B

B KIEA IPSec &

2 HuAWE!
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IPSec VPNECEZA (2)

o EERK:
o SERUEOEARE;
o RERLER, RTFHMEEMNRHITIRY
RE;
o FRERIXSIRA AR,

o FREIPSectklg, GIEELEIPSecsRESHIEAR
S8, BREGFMZENHIER. BERSIRN
BE S,
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Fria
l
SR g BRI
TEMARIRIPRISERR (ACL) EEEOMAZSXE
RS 58

BLEIPSecZ 23RN

[ el PSP R Tt
BLEIKER 212N

ECEF N ABIPSec HER
!
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IPSec VPNEZEZI (3)

o EMBIRIFRIBIER
o FEKIBA: ECERIRACL 3000, FtiF10.1.1.0/24MEZIHIE]10.1.2.0/24ME8 .
[FW_A] acl 3000
[FW_A-acl-adv-3000] rule 5 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.255
[FW_A-acl-adv-3000] quit
o BHKIEBR: BCESZRACL 3000, F8iF10.1.2.0/24MERI51110.1.1.0/24MER

[FW_B] acl 3000
[FW_B-acl-adv-3000] rule 5 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.255
[FW_B-acl-adv-3000] quit
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IPSec VPNEZEZI (4)

o BLEIPSecZ 2RI (FHXIBASHXIEBECEER, MESHAIAES )

[FW_A] IPSec proposal tran1

[FW_A-IPSec-proposal-tran1] esp authentication-algorithm sha2-256
[FW_A-IPSec-proposal-tran1] esp encryption-algorithm aes-256
[FW_A-IPSec-proposal-tran1] quit

s BEKERERN. (FXEASHIXIEBEERER )

[FW_A] ike proposal 10

[FW_A-ike-proposal-10] authentication-method pre-share
[FW_A-ike-proposal-10] prf hmac-sha2-256
[FW_A-ike-proposal-10] encryption-algorithm aes-256
[FW_A-ike-proposal-10] dh group14
[FW_A-ike-proposal-10] integrity-algorithm hmac-sha2-256
[FW_A-ike-proposal-10] quit
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IPSec VPNEZEZI (5)

o BECEIKE peero

[FW_A] ike peer b

[FW_A-ike-peer-b] ike-proposal 10
[FW_A-ike-peer-b] remote-address 1.1.5.1
[FW_A-ike-peer-b] pre-shared-key Test!1234
[FW_A-ike-peer-b] quit

[FW_B] ike peer a

[FW_B-ike-peer-a] ike-proposal 10
[FW_B-ike-peer-a] remote-address 1.1.3.1
[FW_B-ike-peer-a] pre-shared-key Test!1234
[FW_B-ike-peer-a] quit
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B EIPSectRg .

[FW_A] IPSec policy map1 10 isakmp
[FW_A-IPSec-policy-isakmp-map1-10] security acl 3000
[FW_A-IPSec-policy-isakmp-map1-10] proposal tran1
[FW_A-IPSec-policy-isakmp-map1-10] ike-peer b
[FW_A-IPSec-policy-isakmp-map1-10] quit

[FW_B] IPSec policy map1 10 isakmp
[FW_B-IPSec-policy-isakmp-map1-10] security acl 3000
[FW_B-IPSec-policy-isakmp-map1-10] proposal tran1
[FW_B-IPSec-policy-isakmp-map1-10] ike-peer a
[FW_B-IPSec-policy-isakmp-map1-10] quit
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IPSec VPNEZEZFI (6)

» S|AIPSecsRRE.

o FhKEEA: TEIEOGigabitEthernet 0/0/1_ERIFIPSecERR&Bmap1 o
[FW_A] interface GigabitEthernet 0/0/1
[FW_A-GigabitEthernet0/0/1] IPSec policy map1
[FW_A-GigabitEthernet0/0/1] quit

o FhkiER: 7E#EOGigabitEthernet 0/0/1 LRI FEIPSecRIEHmap1 -
[FW_B] interface GigabitEthernet 0/0/1

[FW_B-GigabitEthernet0/0/1] IPSec policy map1
[FW_B-GigabitEthernet0/0/1] quit
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SSL VPNECE = (1)

kiR
o ASRINERTR, DAFHEBNIAREFEHSSL VPNiBEEIWeb RS EE;
o AlER KIS ARNES S ERINR THTRFINE, BSIAEREFESS

e

SRIGIEN TR I ERRIEERIIR o

SSL VPNEE
@ @ GEO/0/1 E GE0/0/2
1.1.1.1/24 10.2.0.1/24 S ERW .
= NV 1G] ebﬂE;;, §§
ESpa NI Bk i ”10.2.0.2/24
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SSL VPNECE =1 (2)

. BREEE: Tt
o SEREOEARE; !
5
o EEMFTHAL: REAES, SRR R = T
AR RERFSIME REEONAZ LXK
o EEESSL VPNEEIIMX;
o EERET R BEMET R, & A SSL VPNEZIRIR
BRI RIbHE . ISt Es;
REMET EI8E
o EREMGEN: SEFERNEIELNES,
BlEBE, BRAESEPELE; e
o BERSE, RFEIHNARRERSSL
VPNRI; RFHERTIHEWebEE. Ea%z%l%%mﬁ
g
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SSL VPNEC &z (3)

- BERFSIAE. & ‘UK > BF > AFREE” , RNTSHERE, AREE “BE” .
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« FFuser0001 BRI 24N “/default/groupl” , TAIEZREUAARMIAIE, 5
Password@123. BEEE, EFEMAFuser0001 2/, MNSEFEZEA
“/default/group1” , XA EEEREAFIYS|BECIBIFINRZEAE.,




SSL VPNECE =1 (4)

o BCESSL VPNMIX . %% “M4E > SSL VPN > SSL VPN > $ii2” , RTS8 HESE.,

R SSL VPN

ATRTIRIAR, FPSEEEL, (NRTNE
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SSL VPNECE = (5)

- BEMETRE. ETUSERSFEE “IPibibtt” | “METRER" $24.

FTEE SSL VPN
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SSL VPNECE = (6)

- EEABEN. BSSL VPNBFRSAEENAMEIESE, SHRIZEAFEIREN .

FE A RN

O | msss

BUERIE, SEFETERE,
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BERR

1. (FIBRER ) IPSec VPNRET RAIFXIFRINZE T IZNNE A HIEIS L RFILHE R ERNZ NS
. ()

A. IEHf
T
B. HIR
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AERE

o FAREBENBTARNEZANNBIALR, RENETVPNEARANFESS. NEZENITER
12, URARVPNIRARRIEE TS AFIHEZS,

s BEARERENZES, BERETLMINENES), BSEEMII5SMIPSec VPN, SSL VPNESFE
VPN ARBIECE .
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S

o HEAEHMUL
o BAlIKSS: http://enterprise.huawei.com/cn/
o AT http://support.huawei.com/enterprise/

o fE£53): http://learning.huawei.com/cn/
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FERgIEZR (1)

EHEE TN LR AR
CHAP | Challenge Handshake Authentication Protocol PGB FFIAIENMY
EAP Extensible Authentication Protocol AT RAI SR IGIEMY
EMS Express Mail Service MBS R EIRIRS

Icv Integrity Check Value B RMRIE
IPv4 Internet Protocol Version 4 SEIIRREF MY
IPV6 Internet Protocol Version 6 7 hRERFRIEMY

IPX Internetwork Packet Exchange Protocol BB 4R3I
ISAKMP | Internet Security Association Key Management Protocol | E4EMZ £ EXBBF1Z A ETEHNY
ISDN Integrated Services Digital Network ZRISHFEN

L2F Layer 2 Forwarding “BE RN
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ERRIETR (2)

BRI BN LFR RERE
LAC L2TP Access Concentrator L2TPifiaIEEES
LNS L2TP Network Server L2TPRIEEARSS 25
PAP Password Authentication Protocol ERSINIENY
PFS Perfect Forward Secrecy SSENRImZ S
PPTP Point-to-Point Tunneling Protocol SEISRENMY
PSTN Public Switched Telephone Network NHIIGEBIE ML
SA Security Association RERE
SEND Secure Neighbor Discovery R EHES AN
SPI Security Parameter Index ZESHFRS|
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o EIHRARIRARRIKRYE, LIENEHRREES;
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r SHENXE ]

HRALER - BREEEE (HURXR)

BRANB R AR IR BN . ANERECACIRLIRARREITAR TS
[); MR EEMLIRMER AR

BIHES - BoREeE (REEXR)

SSRGS SRMSIAC . MFMNREE TEMBEENE
BESEINRRG; “SEIBLER WIREARKEEAR

BARESE - BRGERS (SEEXR )

RARKBERBATIRIBERRE . MREEETHERZSRA, FHHEE
RIFFFERFA

BRERE - 1HIHES (RI#XR)
RAKEENEREEERRD)ESNERE, RanE)IERER
BkiERE — 1SS (BEXR)

BHESASTEERER; RFIESERERIRERNERE

2 HUAWEI




BN EEZ O R N fR AT

— iR AL
BOBiR: MRS } { BOBR: RzfTinE

1. AL BARES ., EHELETEARROEN 1. RN RENSARED, FRIEHBEHEZER

2. WSEHE: REELE, FSHCHRE, F2SH 2 GRRFEL: BETUNE, SHPTRILEE, RSETT
o AT B, AT RS AT 5. MR WRFRABOEAITER, 45 AR

4. BRUE: FESRAREA, EEdtarBERmENn 4 RERRSE: WHURE, Ressensee

5 BRI SEAR. MRERURBRRL, FSsEnR 5. SPEIER: HPTEITINERSEE, @HITENR
REGE R R

—ARICIRRN SERECIRRUAINERGTE

6  Copyright © Huawei Technologies Co., Ltd. All rights reserved. && HUAWEI




B

1. ERMlhEE
2. £BE3

3. IFHHES

7 Copyright ® Huawei Technologies Co,, Ltd. All rights reserved. @l@ HUAWEI




HEFAER, WATEAFSHEHMIREESER

®© O C

BRI RTEFRES B RIRA e FIBEFRL
> BRSftTE, IR > AR NRASA > BEESHEARE, & > OSBRSS K
HRIEAEERS > B ATERIE R EESHTMEEE MEFHBRSE
R > BRI RER > BEFIRRTEERY
SRR FS|RTHEHS

> RTIEESIR

HRWERERY, BRAFINMERXE
BUEHR. ERENERIRESREAT

B

N

RIFRFFR

2 HUAWEI

8  Copyright© Huawei Technologies Co,, Ltd. All rights reserved




FERBGAIE: BEFS]

ICTAA REHRERFER

5 g SHEARMF. SR SASEHRH

g’E HCIE ERBHINE =
% SE FIBRLEEAbUFEND % #av3
= Ly
% 8@ SURESTREIEF &
| M3
g . HCIP . SRR ALE bal . ,ﬁitlﬁﬂ'b
1ERRRR TS ZRAE N
I — BAE
& BRI SRR
HCIA AiE
TR EREMIBICHIR
— BARREIUR 1
© ERINE. BRES. RABBRAES, FLEFIAELK
« M “BREEAT B “RRSRET , HIENES, 2EINFRNERREEREEH “IPT7
| S— S
9 Copyright © Huawei Technologies Co., Ltd. All rights reserved. g@ HUAWEI




B

1. BRIMEHRE
2. BHF3
3. KRS

10 Copyright © Huawei Technologies Co, Ltd. Al rights reserved

2 HUAWEI




AEFER: MEAREEFRIEIISID

“BARTERIESEMT, 1ZHSREAHES”
BARRF EIS)b
moRe RRERAIE MRS, BEN3ISE . IEERE
P BEIMABSRS WIS LRSS
e CUBRA, B LTIBIR. SIRETE. SAEER
. 1T 1T 7 = il
{ A% } ‘ T@nE ‘ ’ EES ‘ maveE
m TIF, HRES
o I 3
RIS AR BNE, TED, BREBRAS Lo
=, THSE EIRSL, $XL ErER B UE 215, TRe
ls ) A A
L I I J R, B, B BESK

n

Copyright © Huawei Technologies Co, Ltd. Al rights reserved

2 HUAWEI




BHSES

ADDIE: A, D. D. |\ EANBRESIRER, MEES, RES MM DREHTRITERAIT G
SAMIERY: 12(8 “HUREMR. NERIE” , DASHER: E&. BRI ERFE
6DGEN: LAL G, IEEZINESERRGEME, & ‘)7 #%ih ‘AlER” Nemniz

e
B | Development : FF&
S A L
ADDIE BRORENEEE . REmat. Wit
Analysis: 47
S FRARIN TN, SRS,
E RS T— RIS
. Implement: 3CfE
‘0 OGRS, FA
TS
Desian : it (] ADDIE
T oo Ll
Evaluation: ¥Ffd
(u1] N OEERIHE R R SR TR
=
TEADDIERMM R, SrSRITEEIR, FRSEHEEELD, THMEMMRIE, =BEIER, BATH
2 HUAWEI

12 Copyright © Huawei Technologies Co, Ltd. Al rights reserved




Analysis: DHNER

—_—

DFNMREREZNTNT, EEEIER. RIS RIAENR, ERRAER)IREFRIXERER
EEINS I NREBEESTT, BEEE. 3. BIESSH, THYR. AR, RENSHSERK

ERSH (WHY/WHAT) :
S, HAmR (AFEH) :
/ O\ Rt
;‘ O | EEIEEEEETY R RHA?
\ /” BUER (FREEH ) :
= BRI REREMELURED?
IREEIRAEE (SOP ) SULFR TR HIBRER?

ERHRSHT (WHO) :
S BXREH (ER)
/ \ ERMERHT. $F. D, BRIRTRE.
| (@Gp)) wasewes:
) (eiEEtEEReTREL?
= B HBREFE TR SIEREA?
FIEHSRAE:
AR ENES, TR ATHERM?

13 Copyright © Huawei Technologies Co, Ltd. Al rights reserved

)RS S (Where & How )

TERE: YMESEE PPT. WIFM. $RFM. WXRLELE,
2 FOR/E-learning: SHRTIREALILN WA % “HAK
R, BHEREERE N EHE

BARE (OMO) % bavmic (SR, BEL) , &M
e (BHREG. TEKL) o

BENRESHT (Which )

HEEE: RS, R (BOTH) .

HEE: ssm. o wE (25, 2R, BEE) .
AEHE: HUSHT. B (SBISHENRAIRER) .

15| [#5ESH (With What )

ITRER: BeENEBILEER (SME) (EARBEL?

HHER (REE) 1 285G SoP FH. iSEmLKEE. =
Qs FUIRES.

2 HUAWEI




. L A EJL
Design : 1T ER
RITM EREHIT— (0SB P EANR RN . EARNSEIEVTHIENBR. BRFIHHES
EF15)IRBAEXREFNE L aRAMAR SN, HESTESIRE

[— S—

RERTTEXR
—SAENMTR, S¥RTIENE FOIES
TR ETENRE—MNATRR, XREREFS HR TR
SESETFINBNKRRSAR, WENSEDNIXR, HANEFSFFIXR

85T

REZ/NE  EaERs= - @i
BRI RIS NRRKE, ILZRRBENSEFERRE EEER
MEERIFRNEREN, UEHEFRESH LM, BRERE
MAEINRARRE, FEZRNREERZTIEEXAER,

14 Copyright © Huawei Technologies Co., Ltd. Al rights reserved && HUAWEI




Development : FF&MER

—

—

FRMBNERETAREZFMENSEFIRE . RIBZAISENSTRAER, FRFIENE (BR) , RIHFMERIETEEG
XHE, EX—HMERR, AEIMHAESIRITERNTRIRR.

[E—

1 R

2: ARFERE
RERS
E ]
AewERtT

AR, B, =4

15 Copyright © Huawei Technologies Co, Ltd. Al rights reserved

REHER
- wE
- o
BiiE. M. H=HHl . a7
. =
T N
- EEEEARE

| . weuE

| &ie | B e

. e

BENESHREFIEIF, BRAEREIEFIBIRE

2 HUAWEI




Implement: SEHERTER

—

HEFER: MERRSINENER, HEEEBIRALAFREMBANBAEDER. TR

1
HFHN SWPFMEAOFR. 5%, MOENE, IMEME. VMR R, HEHEN . NMEMERBS
INHZE I — KRS R UEEENTRSIZESERIBICIZ, MWEEHHTIRINGES, NmRIKEECIZ
| S —

FEEQAK#%” WSS, EEICENE, REAREAGE, BRAEREED, Eﬂ&z&;ﬂ

ek S
HIE¥S FHESA i

it b4 BESEIm

1ERISCRE EI RIS

3 TG/ RS E={l
HHFNE e SOV SRS
RS SRR Bl SHEEG
BHE//MAPK G ;
SUEEEER

-SEiJIl

REER—EVERIE—N A2 el BEIEA—SIAFM—53IRH

16 Copyright © Huawei Technologies Co, Ltd. All rights reserved.

2 HUAWEI




Evaluation: iF{f

EFEGER: TR, FRERAR. EXERE. Cpp EEE
frlkitfis: HEfTale, ARNEIRESBINETAIMENEAREnEE

[E— —

e L L LT

BEHEEE: BRER THE
REE | BI3? MSIASKLRES | @5 F5 1773
HABIIB? gr2arE?

e

=
SUSEEINE, B9, | e wom | sz | |
¥IR | 1268, BETASEAE | prticed G |

RlE: B AR =

BEFE. ®

IS, BiE o | DERLE | ea, g

o | TEERR? T | T i | 3 by . ) ) N

I g;%’éfﬁﬁﬁ?ﬁtﬁiill¢ﬁﬁ$ Freiapihg ;E\ E RREIEiFdE ( Reaction ) : it |IZAHDIZE

OEHR? S N N . sy T
m it B EESIEPA ( Learning ) @ MUEMERIEI 2 SR
. 1TREEM ( Behavior ) : EEEHEIZAINRIZRZE
e | SlEgEmEsvg: @ | TOIE L s s pp—— N P
BRR | prmmmmimeE, | Son YR | Are LRV (Result ) 1 HHEIDIIOIHAVE T

Bimx

17 Copyright ® Huawei Technologies Co., Ltd. Al rights reserved. Q& HUAWEI




1. (Bi%R ) MERE/NKRAZINESEH, FESBELTAMINIELE—HTRATZL
A HESXERARSHNSEN 4. BFARRENSNERELITENBEEE THE, 5
TARENRHE, JGRRERR LGSR BT —IT 2R EELET?

A IEEPSX P EXHENEIB S HE Wi-Fi S RHEF RN A GBS EIC AR EE,
B. MEIEXRITZEEM], BB ERFAMERH T REEIRE T,

C.IEEETR, BLRREEEHN. BIIM—II/NERESHISEERITE EAE,

D. WIRGEARMENZENAER, EELXAAREWNIARFE FARIZSRER .

2. (AR JIEEE, #TT7ELER, BHETHARZRATEEE 7RI,

18 Copyright © Huawei Technologies Co., Ltd. Al rights reserved @@ HUAWEI

H
=]




AERE

o REHR T NIERIRISIERE
o IBFRL: FICiTHAL, BIRRARE
o FHEEEY): BTREEY, NNRESE

o FIES: NAHFELE, ERNFREA

19 Copyright © Huawei Technologies Co., Ltd. Al rights reserved @@ HUAWEI




S

(P EHENZsBILCESIT AT )
https://www.ccf.org.cn/About CCF/CCF _Constitution/2023-07-26/794450.shtml

20  Copyright © Huawei Technologies Co, Ltd. All rights reserved @@ HUAWEI




Thank you.

EHFHABASIA SIRE.
BMAR, WEBYEEIEEEHR
Bring digital to every person, home, and
organization for a fully connected,
intelligent world.

IEAATE © EBHAERAR 2026 -

RE—IRR.

RELRHREBEIF, FIATEUREBHTES 2.
A M. BiF, SR AENSEETHSSETAR
HEOITEERIBMH,. HE. k. BIFAEIHmARTER
PR AN R E g .

Copyright © Huawei Technologies Co., Ltd. 2026.

All Rights Reserved.

Without prior written permission of Huawei, no one is
allowed to reproduce, modify, integrate, adapt, translate
this Document, or provide, sell, transfer, sublicense this
Document or any part of this Document or its derivative to
any third party for any other purpose otherwise permitted
by Huawei.

W2 HUAWEI




	HCIA-Security V4.0 培训教材.pdf
	01 网络安全概念及规范
	02 网络基础知识
	03 常见网络安全威胁及防范
	04 防火墙安全策略
	05 防火墙网络地址转换技术
	06 防火墙双机热备技术
	07 防火墙入侵防御
	08 防火墙用户管理技术
	09 加密技术原理
	10 PKI证书体系
	11 加密技术应用

	专业技术人员职业素养与组织赋能 V1.0

