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Console%k 1%
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o S5735XML2 &

e USG6525F ki 2 &

o ZicAHERN4E

o WKL 8 %;

e (Console & 1 %,

im =B XIEECE

SCIGRY, JEERIARECEXISLIAIRNN, BRFEASLNTNE, KNREZAFEFTIRE
FENRERES .. KRR, WARENTERERN, AURTRERT, HERIRE.

ERBXEFTEMANBARENEZR, ALKEENAFRSZA: admin, Zi589 Admin@123,
THIRIER U5 E—2, LABSKIE BRI T

Login authentication

Username:admin

Password:

<FW> reset saved-configuration

This will delete the configuration in the flash memory.
The device configurations will be erased to reconfigure.
Are you sure? (y/n)[n]:y

Clear the configuration in the device successfully.

EEMIKIERGRSRE:

<FW> reboot

Info: The system is comparing the configuration, please wait.

Warning: All the configuration will be saved to the next startup configuration.
Continue ? [y/n]:n

System will reboot! Continue ? [y/n]:y

Info: system is rebooting ,please wait...
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1.1 1@1d Console O&Figs ( PUuTTY)

1.1.1 S48/ 4R

1.1.1.1 XFALIE
ALWBSEE 2B FHIRAKE, (EF PCLIRET Console OBRIRE, THRHRE
RENEIEELE.
1.1.1.2 L3S HAY
o I PC RIFIEITIRE Console B RHSIBBEMNE;
o ZFERE—ENGISTES;
o  FRFEMAGOITESIENTE;
o FRUIKIHHS;
o FRUMIFERAHRSTIRER.

1.1.1.3 SCIGLAM T3

= HpC FW
H Serial I
Dj coms ! ¢ E’T‘i°!ef.'
e »
..... Ik

E1-1 i@ Console AEFHSFIGINE

1.1.1.4 SLPE=

NBAMERR, FWR—AEHAREGXIE, PCEITHOLLEES FW A Console
O, FEXS FW T LR RIE .

1.1.1.5 SCEGHLE
18 PC (FRER OL4ERAR AT Console [0, 18 PCi@id PUTTY BB FRIRE .
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F1-112BIRO N SHGHA

%4~ w0 7| M- Sid) i=1:]
BB A% TEEEPCln
SUSBENm &S
EIEPC COM5 = O, BRLEEERE
IXzh, BEEFEREXT
MNAIROAS .
I AZ vl
PaKIER & Console Consoled W E*&?\COHSO[E&
AR,

1.1.2 SLW{FSEE
1.1.2.1 BeEBEE
1.EFBOLSEREIE PCRISEO (& USB #20 ) FiREHY Console M,
25 PC EFCE PUTTY HHNIEESHE, BFRE
1.1.22 e ES T
TR 1 =ligSEIEERE, BAERELLHE, HERDESETER.
TR 2 BEEHE PCIERIRSMERAY Serial COM BiHAS.

# &R “IEEImER > BENEE > IREBFITEI > ZBE1ER > iwH” , &BE Serial
Port Bk S,

-~
« 5 v ] owf> PHER > BHNES v. | o g
EHERER = IREFNFTED
e W EmgE  WBRTONRE | BF  @REEE®E | SN Windows To Go B
4B Internet & REEEs
o WEHEE XEHF)  BEA)  EE(V)  #BEH(H)
e ¢ m D HEHMBE EXE
RIS v & LAPTOP-ACSLULQ6
SRR M § USBiEitmag
BRI, 0 sta
- - REEIRENES
BHAE Su ThEIRHISE
= FTEDAZY
P ity

v @ 0 (COMLPT)
@ USB Serial Port (COMS)
¥ @4
0 it
O ESines
= g

£ 3 IR PC _HiE(T PUTTY HELESH,
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# 1%#R “Session” , Connection type #MX /9 “Serial” , Serial line &bEe&E RO, iwONE
B —ZiA%IRY Serial COM %[0 COM5, HRSHIRBUNEFFIRECE

&P PuTTY Configuration ? X

Category
Session Basic options for your PuTTY session

Logging Specify the destination you want to connect to

—J- Terminal
Keyboard Serial line Speed

Bel [comg | [9600
Features Connection type
=+ Window OSSH @Seial OOther: |Telnet v
Appearance
Behaviour Load, save or delete a stored session
Translation
+1- Selection
Colours :
- Connection Default Settings Load
Data
Proxy Save
#- SSH
Serial
Telnet
Riogin
SUPDUP Close window on exit:
OAways (ONever (@ Only on clean exit

Mot || b ==

Saved Sessions

Delete

1.1.3 L5R¥UE

# 1F FEIZEHETE PuTTY EHREILATASAT, 7A@ Console ABFig&EI -
&2 COMS - PuTTY

Username:

1.1.4 BEW

5512 PC L E Console &, {BE2EETE PCHY “E4I@EiR > BEMNES > 8SFNITED
Hl > IRRETEEE > " hRk&EEZ) Serial Port IS, TJeSEMILERE? BWPLERT R
RORRRITE?

sELE:

1.&18 PC k%% Console ZLH9IREN . EitiAEIRaIFH LB, FEARE Console AEFEEZR
FERIRENETREARE, BINSEHEIRRIREh &R 2EaRR

2.Console ZFali, =iHEEM Console Ze4i .

3ENEOEMAR . DIXEFREREASES, & BTN,
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1.2 BEAs<1T (PUTTY)
1.2.1 LG/ R
1.2.1.1 %&F A58
ESEHI BT, PCAISET Console BFRSHE, TLINREHTHOTHENERIE.
1.2.1.2 L8 BAY
WIS, BESSITHENRE,
1.2.1.3 SCIRZAMN A

= HpC FW
H Serial I
:E coms ! Consolel'|
e »
..... Ik

E]1-2 i&iZ Console O&FSEIGHNE

1214 LS =

EMEFTR, FW 2—aSHLERERIMAE, NEEEXESINZIRER, FTEIKIE
—EiEil, TREBXIEGSTRFS, MHEZEER PCBIYHBOZMERER FW By Console
O, A PUTTY BERNREE, HXT FW T —EADRHERIE,

1.2.1.5 SCIGFRKI
18 PC {FRE OLMELR AT Console [0, 18 PCi@id PUTTY BB FIRE .
#F1-2 igFmRAN SN

R %0 o W i) 3388
BRO&HMEEEPCR
RUSBE Oz &S
EHEPC COMS PAARO O, B EERE
Xz, BEEFHERRS
MNAJIROS .
o~ -
AP 1542 Console Console[d IR%EW?Console}g
HtRiR,
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1.2.2 SCETS5ECE
1221 EEEIL;\ED
1.38)1F Console OB R8T
2INRBHITEARNGSITEE
1.2.2.2 BEELE
I 1 & Console OBFEHE,

TR 2 HEARFEIE.

# RPERHITEONSIETFIHSUE, RANMEGSHEMERD (HFRL) &<
MET, REEENIIRE TFRERITIZARE RIS '%BBAF@_L ERRREMARFS

MYIREDS, FHHESDIIEL . KD mSERARFNE THITRE, IAREZRIFR

HAFREHFARGE, ss<T:

SEIT

Press ENTER to get started.

Login authentication

Username:admin

Password:

The password needs to be changed. Change now? [Y/N]: Y
Please enter old password:

Please enter new password:

Please confirm new password:

Info: Your password has been changed. Save the change to survive a reboot.

* Copyright (C) 2014-2020 Huawei Technologies Co., Ltd. *
* All rights reserved. *
* Without the owner's prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *

<FW> system
[FW]

L’ 3 EANEONE.

# ERFGUET, aJABARENESESSENENATMNY . EOSFUWE . LUEANZOWE

7B, aFIT:

[FW] interface GigabitEthernet 0/0/1
[FW-GigabitEthernet0/0/1]

LTI 4 fEEREn.
# “?7 79 VRP EEIRERIELTZ— (R BMARYIRERENENE) o

ERGRE

TEERRAOS, RAESKIHERFNE THUEERNGSSH, SEBESHERATE,
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REBRANLS, ErRGZSHEAILERNSHYIR, IREEN—RFHEH, HESE
BAES, WRGSIELNZFFFHEFLRIIEH<S. Wt

[FW] interface ?
Cellular Cellular interface
Dialer Dialer interface
Eth-Trunk Ethernet-Trunk interface
GigabitEthernet GigabitEthernet interface
LoopBack LoopBack interface
NULL NULL interface
Nve Nve interface
Tunnel Tunnel interface
Vbdif Vbdif interface
Virtual-Template Virtual-Template interface

# Tab {2182 VRP ERRHENELSBNZ— . MAGSHENXRFIORINFE, &
<TAB>##, FILIERHEFEIXES, tLalLIERESZFEIRamSZEHTI.

[FW] inter  //AN\ “Tab”
[FW] interface

L] 5 BHEUE,

# HEMEIRGE, FEEIRE E—ER, FJLUMER “quit” <, LURHZONEI9E:

[FW-GigabitEthernet0/0/1] quit
[FW]

IR 6 EZIRFPIME.
# HEENEMMIREEZIFFFWERS, TTLAER “return” &%, 0:

[FW-GigabitEthernet0/0/1] return
<FW>

SR 7 BERIRSRA
# JLEEENE TEERERA, dSA “display version” , #:

<FW> display version

Huawei Versatile Routing Platform Software

VRP (R) Software, Version 5.170 (USG6500 V600R007C20)
Copyright (C) 2014-2020 Huawei Technologies Co., Ltd.

TR 8 (RFRE.
# IRMERBAERSE, FH “save” <, EEEAPNE THITZES:

<FW> save

The current configuration will be written to hda1:/fw2.zip.

Are you sure to continue?[Y/N]Y

Now saving the current configuration to the slot 0..

Jan 19 2022 10:13:19 FW %%01CFM/4/SAVE(s) [0]:The user chose Y when deciding whether to save the
configuration to the device......
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| Save the configuration successfully.

L] O BERE.
# ERARE TRIEE, AIRMET™ERG< “display this” , LUZOREH:

[FW-GigabitEthernet0/0/0] display this
#
interface GigabitEthernet0/0/0
undo shutdown

ip address 192.168.0.1 255.255.255.0
#
Return

# BEESRNEEE, SEIREERFNEE, JUEERNERNTZSS, EFRGSW
T

‘ [FW] display current-configuration

# BEESRCHRFIRE, TJLERESHERTZSS, ERFSIT:

‘ [FW] display saved-configuration

1.23 B
B PUTTY BEFREE, EEEMSEETR, B/RELMES, ROZaafR?
s

& PUTTY IEFRIBES N UTF-8 1830, BHIELERX, BEIMRKE PUTTY FERIFER 4R
*g_to

1.3 @1 Telnet EFi%

1.3.1 LGN 4R
1.3.1.1 ZFARLLE
MRS RIERPNEITIET, SEEEERAESIRS, BT Console ABRESIRSLE

E¥E, AAEFIFSENLE, BITERE LS TEERINEE, FiiEEIRRALEE T
Telnet AR ITIEEFEIRE HHTEIE,

13m2§%5m
BT ASLIE, EIRREIRS Telnet IniEBERINEENE AL,
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1.3.1.3 SCIGAM A
EIEPC

I:E LA GE0/0/1

B1-3 i&d Telnet FXBERIREZIGHINE
1.3.1.4 SCEGHIK
B2 PC (FHEBEMNEERR SR GE0/0/1 O, =12 PCET PUTTY RGIZIZEFIRE -
#*1-3 IgFmROARSEHEAE

1521 im0 7 1 W it ik
EIEPC AR M AR 10.1.2.100/24
B KRR GEO0/0/1 LA 10.1.2.1/24

1.3.2 SLIFSESHECE

1 .3.2.1 EEEIQ\En

1 FEREMBRERENIRE L (%0 Console ER ) .
2.5 & LBCE Telnet IHEE,
3.EEE PC EEFN .

1.3.22 BcEZXE® - CL

£ 1 BTEHMARXBERINZE L (40 Console BER, BAHESMBLE 1.1 i@ Console
OFRRE )

IR 2 HEIRE EFFE Telnet THRE,

<FW> system-view
[FW] telnet server enable

L'’ 3 BREEREO.

# BeEEOR IP EItAFESR,

[FW] interface GigabitEthernet 0/0/1
[FW-GigabitEthernet0/0/1] ip address 10.1.2.1 24

# ECEREOALIEEHIThEE .

‘ [FW-GigabitEthernet0/0/1] service-manage enable
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[FW-GigabitEthernet0/0/1] service-manage telnet permit
[FW-GigabitEthernet0/0/1] quit

# BEEOMAZEXIE,

[FW] firewall zone trust
[FW-zone-trust] add interface GigabitEthernet0/0/1
[FW-zone-trust] quit

# BLERERE, RIFERE PCIAERIKIER GE0/0/1,

[FW] security-policy

[FW-policy-security] rule name trust-local
[FW-policy-security-rule-trust-local] source-zone trust
[FW-policy-security-rule-trust-local] destination-zone local
[FW-policy-security-rule-trust-local] action permit

&iE: WERAXIE MGMT O TIEER, WAFERELER=.
TR 4 BRESERES.

# BB VTY EIERINESTNN AAA,

[FW] user-interface vty 0 4
[FW-ui-vty0-4] authentication-mode aaa
[FW-ui-vty0-4] protocol inbound telnet
[FW-ui-vty0-4] user privilege level 3
[FW-ui-vty0-4] quit

# BCE Telnet BIERA,

[FW] aaa

[FW-aaa] manager-user telnetuser
[FW-aaa-manager-use-telnetuser] password cipher (Enter password)
[FW-aaa-manager-use-telnetuser] service-type telnet
[FW-aaa-manager-use-telnetuser] level 3

[FW-aaa-manager-use-telnetuser] quit

# NEERRPEARE (T, XPKEST) o

‘ [FW-aaa] bind manager-user telnetuser role system-admin

T]5 BFES.

# TEETE PC LECEN/INE 10.1.2.100/24, =17 PUTTY, EBIRE Telnet 2, BFRIRE.
# E#E “Session” , Connection type fMYi%E#E “Telnet” , Host Name (or IP address)iE

5 “101.217 ,\ﬁ"‘éﬁz BANEFrRECE -
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&P PuTTY Configuration

Category

=) Session
Logging

=J- Terminal
Keyboard
Bell
Features

=l Window
Appearance
Behaviour
Translation

+)- Selection

Colours

=J- Connection
Data
Proxy

#- SSH

Serial
Teinet
Riogin
SUPDUP

About

Help

&, HIINTIR,

# =5 “Open”

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
10.1.2.1 23
Connection type

OSSH (OSerial @ Other: | Telnet v

Load, save or delete a stored session
Saved Sessions

Default Settings Load
teinet
Save
Delete

Close window on exit:

DAways (ONever (@ Onlyon clean extt

EREINER Telnet FRXERIRS

Cancel

1323 BEELE - Web ({XB5XIESZIEF)

£

= ) o
IR D FFE Telnet IR
# IER ‘RG> EER
£] 3 BmEEREO.

EERTERIEOHTES, ©&EF
# FeEEON IP bl 2 XK.

-~

> IxB

« Wé%
pEEHITORE .

TEUA Web SHERFNRE E ( BIKGESIRER 1.5 BIEIA Web 5RERIR

, ‘A% Telnet PRBEIHIE.

> 10 > GE0/0/1” , B “Ywig”
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&4 GE %
wO|R GE
b=y
SRR public v *

VPN public v |x
22X trust v
L Q) (® PHB ZriE EREIEN O
1Pv4 IPvb
EER (® BFIP DHCP
IPSEBsE 10.1.2.1/24 -
FARIE
BOWR
ABRFR kbit/s v | <60-1000000> IEEFFHE®D
HEEBE kbit/s v | <60-1000000> TEIFPHER
prall=ltca ] @
HTTP HTTPS Ping SSH
Telnet NETCONF SNMP
~ BR
EnE @
IPvd MTU® 1500 <46-9550>%75
IPv6 MTU® 1500 <1280-9550>F7
ARPFIEEZ)

&iE: WEAXIE MGMT O#RTInEER, UAFERESER=.
TR 4 BRESERER.

# %R ‘R > BER > BIERT , BF g7 .
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¢ yusceszse HE ki AR & RS B & 8 & weouser

@ BEER®
e . -

SNMP.
0O mes ArRSE e BABE =2 3

EalE
Web(HTTR/HTTPS)
e
wRER
itEEOER
5% EEA

<
= »

# FELE Telnet AFZ) telnetuser, Zi3H Admin@123, SERAEN “‘RASHER
FH Ak Telnet JREZSEEY

MEEER

RS telnetuser
=53 csessecss
128 NFEF
. BUEBEL 82U TFEFR4:
-9>, FHETE (B!, S, #, %)
WEEFENEFER.
* BASES

RAFRER @

manage-ug(EREES)

B
(t

=L
A =%

AT Web(HTTP/HTTPS) [ Telnet

(O ssH () Console
[ FrP

T 5 BFRIRE,
ST PC LECEMEIET 10.1.2.100/24, 1217 PUTTY, EEIRE Telnet B8, ERIRE.

# 1E1R “Session” , Connection type #f}}i%$E “Telnet” , Host Name (or IP address)iE
5 “101.217 , HRSEIRBMMERFREIE.
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&P PuTTY Configuration

Category

=) Session
Logging

=J- Terminal
Keyboard
Bell
Features

=l Window
Appearance
Behaviour
Translation

+)- Selection

Colours

=J- Connection
Data
Proxy

#- SSH

Serial
Teinet
Riogin
SUPDUP

About Help

1.3.3 £55RIGE

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
10.1.2.1 23
Connection type

OSSH (OSerial @ Other: | Telnet v

Load, save or delete a stored session
Saved Sessions

Default Settings Load
teinet
Save
Delete

Close window on exit: .
(OAways (ONever (@) Only on clean extt

=

# RS “Open” i&EE, I TEIERE, BIABFPA telnetuser, 83 Admin@123,
X PuTTY RELEHIMAT™EERT, 157EA Telnet EFKEMIN.

1.3.4 =Rt

Telnet ZFEFMFANIKOSR TCP 23, Telnet ZERAHHXERELAESCHEMIKOS? IR
AILUERY, MRS SR A? EXGEmklE, EE SR Telnet &R

Py r——
sEELER:

ASHY

AANEB
AN E

1.8]LAfEM telnet server port port-number i< 1T E Telnet BREZZRAVMIFIHOS .

2.Telnet (MK OSIEX TR ARG, RILAMSER display telnet server status #3178 & Zal

Telnet BRS58EIEAEERRMAITIROS .

A2
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1.4 81T SSH BF85%

1.4.1 SCEGA MR

1.4.1.1 ZFALL

MEBEERELFNEI RS, SEFTEERRBIRE, B Console IBREBHIREBLLE
E¥E, B Telnet mEERIRBIURNENN, NENZE, BIERE LACE SSH IR, &
IR EIERAEIET SSH AN ERENRE LHITEIER,

1.4.1.2 L8 BHEY
BT AT, BERIEIRE SSH TS RINAUIEAT .
1.4.1.3 SCIGZAM 1B

=3l

I:lj LA GE0/0/1

E1-4 j@d SSH AR EFRSFZIAINE
1.4.1.4 SCIGHRK)
&1 PC (FREEEMSIERASSEN GE0/0/1 O, &1 PCIBT PUTTY SR RIBE .

F1-4 1BIR O N SEHA

RE w0 o W i itk
EIEPC =2 | LA 10.1.2.100/24
apae S =) GEO0/0/1 LA 10.1.2.1/24

1.4.2 SLUFSHEE

1.4.2.1 BEERE
1 EREMAREFRENEE L (3 Console BR )
2.fxiw& LECE SSH ThEE.
3AEEIE PC LEFR M.
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1.4.2.2 BeEZLE - CLI

FIR 1 BEIEMARXBERIZE L (40 Console BF, B{f5 A28 1.1 58 Console
O&FLE) -

LR 2 1ER& LTS SSH IhaE,

<FW> system-view

[FW] stelnet server enable

L'’ 3 BREEREO.
# ECEZEOMN IPHIIERTFESR,

[FW] interface GigabitEthernet 0/0/1
[FW-GigabitEthernet0/0/1] ip address 10.1.2.1 24

# BcERROANHIEEHIIEE .

[FW-GigabitEthernet0/0/1] service-manage enable
[FW-GigabitEthernet0/0/1] service-manage ssh permit
[FW-GigabitEthernet0/0/1] quit

# BEEOMAZEXIE,

[FW] firewall zone trust
[FW-zone-trust] add interface GigabitEthernet0/0/1
[FW-zone-trust] quit

# BERERE, AITEE PCIAEBXIERY GE0/0/1,

[FW] security-policy

[FW-policy-security] rule name trust-local
[FW-policy-security-rule-trust-local] source-zone trust
[FW-policy-security-rule-trust-local] destination-zone local
[FW-policy-security-rule-trust-local] action permit
[FW-policy-security-rule-trust-local] quit

%iE: WERENE MGMT ORTIEiEE R, WAEERELE=,
J’gﬂi 4 EEE EEJ\{EILI o
# BB VTY EIERINESTNE AAA,

[FW] user-interface vty 0 4
[FW-ui-vty0-4] authentication-mode aaa
[FW-ui-vty0-4] protocol inbound ssh
[FW-ui-vty0-4] user privilege level 3
[FW-ui-vty0-4] quit

# B3 SSH BB RMS sshuser, IEEINIESTLH password, HECEZRZS Admin@123,
AR55 5079 SSH.

[FW] aaa
[FW-aaa] manager-user sshuser
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[FW-aaa-manager-use-sshuser] password cipher (Enter password)
[FW-aaa-manager-use-sshuser] service-type ssh

[FW-aaa-manager-use-sshuser] level 3
[FW-aaa-manager-use-sshuser] quit

# NEERPEARE (FiE, (NHXERRF) .

‘ [FW-aaa] bind manager-user sshuser role system-admin

# BoE SSH AR

[FW] ssh user sshuser

[FW] ssh user sshuser service-type stelnet

[FW] ssh user sshuser authentication-type password

LB, 5 ERAHERN .

[FW] rsa local-key-pair create
The key name will be: FW_Host

Generating keys...

I

ot

.................................. e
e+

The range of public key size is (512 ~ 2048).

NOTES: A key shorter than 1024 bits may cause security risks.
The generation of a key longer than 512 bits may take several minutes.

Input the bits in the modulus[default = 2048]:

1 N
T 6 BFRE.

512 PC EECENBITDY 10.1.2.100/24, 1517 PUTTY, 1EEIRE SSH 28, ERIRE.

# 1R “Session” , Connection type #MNERE “SSH” , Host Name (or IP address)iES
“101.217 , ERSHIRRNER RS

E® PuTTY Configuration

Category.

Session
Logging

Terminal
Keyboard
Bell
Features

Window
Appearance
Behaviour
Translation

+ Selection

Colours

Connection
Data
Proxy

+ SSH
Serial
Telnet
Riogin
SUPDUP

About Help

Basic options for your PuTTY session
Specify the destination you want to connect to
Host Name (or IP address) Port
10121 22
Connection type
®)SSH

Senial () Other: Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings
telnet

Load
Save

Delete

Close window on exit
DAways () Never

(®) Only on clean exit

Cancel
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1.4.3 Z5R5uE

# ST 6 Y “Open” &R, KW TEIERE, WA sshuser, i3 Admin@123, 2
PUTTY RELHIMUATESERS, i7AH SSH ZEFRIREMIN.

& 10.1.2.1 - PuTTY - O X

1.4.4 B=Z
ALY SSH BERIFBTHMARE? 2EXREGEMAZIIN SSH Z2ERFX? REG, 5%
BIHF L LINTERIXELEER.
SEER:
1.ALI0R SSH EFOSMZ RIS .
2.5SH 225D EFOSHLREIFIE FERNLZEIE.
3.SSH EFOSHNLLWIEERTSE:
a) AP RREEHEK;
b) iIti2 FHIEH S NRIREISIZKEN,;
) IEREVERLBXT AP RMANELHITINE;
d) IBRENENZ S BB RIXEITFZEN;
e) ITFE EAERFARII B THER;
f) &, EEIVFIMBZENEBEESHAFEN—X, NR—HUERKI.
4.SSH EFEANLZ2NIFERER:
a) AP ENAERZARS, FERBENTEEN;
b) AR &EERIEXK;
o) iR ENEAFIRE— M FENLE;
d) FAPFREENERFARXHX NN EHITING, FEINEENENSEREZITiEEN;
e) ifa, IEREENERSNE R NBITINZEIEN EHITHESE . MREZRT, FIERRF
MEHEERIERN, NS,
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1.5 BTN Web FREFIRS

1.5.1 LB 2R

1.5.1.1 X FARLLE

TRENEZE—a2HBIbKIERT, FEREMER Web RERISIURBRIRE . HIREH
BB, PCERImnJLUBIMXIEEEO MGMT BERIgE, IJLIRNRENEENERE.

1.5.1.2 LIS EHAY
I ASIIS, R PC RISBITBIA Web BB RIIKIZATS %,
1.5.1.3 SCIGAM M43

FHIPC FW
‘ MGMT
jj LRI H GE0/0/0

E1-5 @ITERIA Web A ERIGEIAHNE
1.5.1.4 LG
BT PC (FEEEBMAERESERI MGMT MO, S8 PC BT Web RILSSRERISE .

#&1-5 IRBRIR O N SEA

RE w0 7 W E- i IPithik
SIEPC EEApod PAKMO | 192.168.0.2/24

Pk iER g GigabitEthernet0/0/0 | LAKMIOA | 192.168.0.1/24

1.5.2 SLUFSEHEE

1.5.2.1 BCEEIK
1 fEAWNRFEZEIE PC LI OMIRERN MGMT £,
21EEIE PC_HERNS AT
1522 BGEELE
TR BRELEER, BRERELEHE, FERIDISETES. SEER PCMOSEE
HOESIEO (MEth 0/0/0 ) B MLaiE — BARIIEE.

IR 2 EEBIER PCHY IP NS B N SISEEIR0 IP It E—MNER . ISSETROERE P it
2192.168.0.1, i8E& PC 4 192.168.0.2 ~ 192.168.0.254 SEEIRAY IP Hbilt,
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IR 3 eSS SEhig Al : https://ip-address:8443, ip-address JIISFETRO IP it . )
AMHPERE, WSRSBHIEBALZENEEIRR, WAITTLUSRMREERLR

£IR 4 REELEMERSRHUNSNES, AEReE8IRR, BREILUEREE
i, HiREE.

LR’ 5 NMRREREFRE, RESHLUREERKSHE . REBRAFIRRENBFE.
9. WAL, ARSE ‘G127 , BT Web EIERIKSHIEIE.

(GEE: BEBERT, REBEEO Meth0/0/0 A9 IP #B1EZ 192.168.0.1, HFFT HTTPS &
., ¥F USG6510F-D. USG6510F-DK. USG6510F-DL. USG6530F-D. USG6530F-DL {&
FB GE0/0/0 fERETEEO, )

BIEWS

admin

ol g

1.5.3 Z5RIGIF
# MINAPFPE admin, 28 Admin@123, =& “BF" .
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g

admin

nnnnnnnnn

6pb65 m C

FEARES | @ikRY

# ENRSRFRE EEIMLATER, RBERXERT .

qi‘- USGE525F mE L= A We mE RS Bz e
EREE
RERE
BEER @ C License(5) e} STRHER
e ° © IRez®s
—— — 0 0
: o 6 ABBEBEEHR +a0 @ FRsEE @ siER
HQ-FW1 7 e—

1 BEESHEEHER

:01:28: @ urinEsy UDPFEAIERER P
@ o - (O ponzese
Bl ssLvPNERAPE 04100
0
b S B ® 2.,
REEE
TR @ C BT O fE#Rs~ O R RE
WEZLHRTLAS

1.5.4 EEIW
HREBRT, A Web FREFRIEZIIZOZRH—N? 2EEEBIaSITAFIAE
Web fR53?
sEXKE:
BEERT, BFEIEDO Meth0/0/0 B9 IP #ElHE 192.168.0.1, HFET HTTPS &8, WF

USG6510F-D, USG6510F-DK. USG6510F-DL, USG6530F-D. USG6530F-DL {3 F
GE0/0/0 {ENEIREO, THFNFE Web Ik, THREELZERIEHNE.,
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1.6 B1E Web EANERIZH

1.6.1 SCEGA A

1.6.1.1 XFARLLG

foXIBIIARGESS, TiEhFEEdEE PCERMSREERE, HWIHEEO MGMT K
AR, PCZim@EidiaXiEl szl Web AIERIRE, AITIXNRENEENNRE.

1.6.1.2 LIS EHAY
BT ASCIS, iR PC RISEIT Web B RINIEITIE,
1.6.1.3 SCEGLEM T MR

=IEPC

Dj LA MO GE0/0/1

E-6 1B Web SR ERISHIRINE
1.6.1.4 SEIEFK
B PC (FRMZERZIZEN GE0/0/1 O, B2 PCEIT Web BB ERIRE.
x1-6 QIR RS

’E iwC e i) IPithiik AR
EIEPC [ PAKME | 10.1.2.100/24

REWSORARSZIFWeb 5
FE KR & GE0/0/1 | LAKMO 10.1.2.1/24 | BF, FRLAZEHEWebIhgELA
RECEWebERIKSEBE

1.6.2 SLIFSEHECE

1.6.2.1 BCE B
1 fERAWNREERZEIE PC ILIKM OISR SEO
2 FLEIRERI Web ERINEE,
3EETE PC LEHTERIMA
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1.6.2.2 BEcEZLE - CLI

LR 1 REEEEE, BRERE LR, HERIERSETER.

IR 2 BiTHEMBRBERINRE L (40 Console, Telnet, SSH %, {¥I5HESH8LIE 1.1, 1.2
F1.3)

T 3 REESECEZEE Web IRSSEEIN8E . WIKEE, FERNTHISHRE.

‘ [FW] web-manager security enable

#&iE: 47 web-manager security enable 5%, FRHB HTTPS IREBEIR, AlcEmSN
web-manager enable, FRFF HTTPIZREIE, ABIF HTTPS 1 HTTP IRRE1R(FHE
BENwE, SUSSHIROPSR.

$IB 4 BEESEO.
# EREREO 1P il AR ISR BIEREITRE .

[FW] interface GigabitEthernet 0/0/1
[FW-GigabitEthernet0/0/1] ip address 10.1.2.1 24
[FW-GigabitEthernet0/0/1] service-manage enable
[FW-GigabitEthernet0/0/1] service-manage https permit
[FW-GigabitEthernet0/0/1] quit

# BEEOMAZ X,

[FW] firewall zone trust
[FW-zone-trust] add interface GigabitEthernet 0/0/1
[FW-zone-trust] quit

# BCELREREE, RIFESIE PCinalfhXIERT GEO/0/1,

[FW] security-policy

[FW-policy-security] rule name trust-local
[FW-policy-security-rule-trust-local] source-zone trust
[FW-policy-security-rule-trust-local] destination-zone local

[FW-policy-security-rule-trust-local] action permit

-lfg’ﬁ 5 QBE IEJ\'{IZI e

[FW] aaa

[FW-aaa] manager-user webuser

[FW-aaa-manager-use-webuser] password cipher (Enter password)
[FW-aaa-manager-use-webuser] level 3
[FW-aaa-manager-use-webuser] service-type web

[FW-aaa-manager-use-webuser] quit

# NEERPESRE (I, (NHXERRF) .

’ [FW-aaa] bind manager-user webuser role service-admin

IR 6 BLE PCHY IP HhE) 10.1.2.100/24,, PC BURILSS8i/A18]) https://10.1.2.1:8443,
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1.6.2.3 BLEZIE - Web
S REETEEE, BERE LS, HERESSIETES.
IR 2 ETBIA Web HRBERENRE L (FEBIBESIBLR15) .
IR 3 FE HTTPS IRSS.

# 1R ‘R4 > SIER > RE” , KRB HTTPS RBEEERSITH.

%‘3 USG6525F iR i HEE WS e &R
© == EESEES
HHER
HTTPSERS
SNMP
HTTPSERS ] 8443 <1025-50000> 57443
ExER
Erres i iml
BERSE
=l MEth0/0/0 v
SRER
HE IP VPN .
itmBlEs
5 wmA WebZRIATE
== WeblBZ 1284638 @ 1440 <1-1440>5548
- <
emase WebBAZEEERRN 200 <1-200>
1T BRESREREQ o)
eEEAs
Sl LAy
TAIERR - -
SREREEEQ 20EFF EE2E o) Afa=
NESE TERENMNEE 8 <8-128>
BRs= EEEE 0 <0-999>F
L ArETEELErE0 @
B =i =M AP R
B mem S EAr SR (o)
B BzE= SRR e 5 <5-5535> 554

# RRERTERIEOHTEAE. 1B1F “WE > #0O > GE0/0/17
ORY P tEhE . REXig. JHEHEHITEE

, R “fwiE” , BiElE
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&4 GE %
wO|R GE
b=y
SRR public v *

VPN public v |x
22X trust v
L Q) (® PHB ZriE EREIEN O
1Pv4 IPvb
EER (® BFIP DHCP
IPSEBsE 10.1.2.1/24 -
FARIE
BOWR
ABRFR kbit/s v | <60-1000000> IEEFFHE®D
HEEBE kbit/s v | <60-1000000> TEIFPHER
prall=ltca ] @
HTTP HTTPS Ping SSH
Telnet NETCONF SNMP
~ BR
EnE @
IPvd MTU® 1500 <46-9550>%75
IPv6 MTU® 1500 <1280-9550>F7
ARPFIEEZ)

# BEEBERER.

B ‘R > BER > EER” , BE ‘2" , &E Web PR webuser, Zi35
Admin@123, BIERAGN “‘RABER” .
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2 HUAWEI
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1.6.4 BE
BT FEEEOEFZE Web MEBEMILE R E?
SELR .
1EOTEEHE HTTPS iHaiRSS, HIMAZEXI,
2EOMBZEXIEF local KIFHZL 2 EIEBHE
3FBLEB HTTPS BRSS .
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2 B KSR £ SR ERsElS
2.1 SERGAE

2.1.1 KF AR

EHBREIRMEZZIER, BEFERBXIEIMNEHIT—ERGR, AXLRNE TZ2EeXigS
ZERBEBAMS, AL BIER XS LEBL 25K, (RIE trust XIFFVEER NS
ia) untrust I:iJZEI’_'JiffJ'L0

2.1.2 L8 BRY
o IBERRSHNRE;
o BRTRRSREZFNEE;
o EBBIDSITH Web HREEIHNEZ L,

2.1.3 SCIGAMNA

IZI

FW1
G0/0/1 G0/0/2
10.1.0.1/24 10.2.0.1/24

10.1.0.10/24 G0/0/2 10.2.0.10/24

G0/0/1  E0/0/1 _uﬂ

PC1 Swi SW2 PC2

E2-1 RIS 2 EREESEI A MNE]

2.1.4 LT
FW1 EBBAER MRS 2. Hep ETMRSIRsnm, B FW1 EFRUSEOTIHES

E.
#=2-1 iR HERIX L5
b3 #0 IPithk R2XiE
GigabitEthernet0/0/1 10.1.0.1/24 trust
" GigabitEthernet0/0/2 10.2.0.1/24 untrust
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PC1 Eth0/0/1 10.1.0.10/24 trust
PC2 Eth0/0/1 10.2.0.10/24 untrust

2.2 SLMFSEECE

2.2.1 BeE IR

1. REERY IP HUFIFTE L £ X1,

2 EeE a1 £ RS

3.PC1 5 PC2 BIMXFEECE AP ISR N EMERRYE IP itk .

222 BcEz 3R - CLI

LB =R W1 ETFTSEOMNRE . RESED IP BIFINMNENZ 2 X

[FW1] interface G0/0/1

[FW1-zone-trust] quit

[FW1] firewall zone untrust
[FW1-zone-untrust] add interface G0O/0/2
[FW1-zone-untrust] quit

[FW1-GigabitEthernet0/0/1] ip address 10.1.0.1 255.255.255.0
[FW1-GigabitEthernet0/0/1] quit

[FW1] interface G0/0/2

[FW1-GigabitEthernet0/0/2] ip address 10.2.0.1 255.255.255.0
[FW1-GigabitEthernet0/0/2] quit
[FW1] firewall zone trust
[FW1-zone-trust] add interface G0/0/1

£ 2 ERE trust XIFFD untrust XistAOtaE)EE & SE0L .

[FW1] security-policy

[FW1-policy-security] rule name policy_sec
[FW1-policy-security-rule-policy_sec] source-zone trust
[FW1-policy-security-rule-policy_sec] destination-zone untrust
[FW1-policy-security-rule-policy_sec] action permit
[FW1-policy-security-rule-policy_sec] quit

LI 3 ELE Switch,

SRPEFE Switch AIFMEOINIAGB— VLAN, fR2 VLAN BI7], WEEEIESE IR

AYRRSRIIAE .

I 4 FE PC,
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EZE PC1 HY IP fEht)9 10.1.0.10/24, M*k79 10.1.0.1; BZE& PC2 BY IP #bitA 10.2.0.10/24,
M7 10.2.0.1,

223 BcEZE - Web

I 1 =Rk FW BSkESEOELS .,

# %R ML > B0, REEERSEOSENRSIRES . RUESRHRASIRSH,
B ‘Mg’ . SRk GigabitEthernet0/0/1 O E BWNEIFR:

B GE
#OSWR
=)
ERFE&HO public v
VPNZL{5) public v
B ° Bm@ x4 ERRAOM BO3
IPv4 IPv6
EEHR (o #B@HIP DHCP
IPHBiE 10.1.0.1/24
AR

# R NS > B0, PEEEREEOEENRSRES . MOSESimASRESY,
BF “HE” . 5EhX GigabitEthernet0/0/2 R EMNEFR:
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{EGE i
#O\R E0/0/2

‘i
EREREO® public -
VPNzZfFI public v
B2 (OF::i=:| xR SRS =T

IPv4 IPv6
EiEeR OF = DHCP
SOARISE

IR 2 =Rk FW B kS a4 & s Ee S

# trust 5 untrust [BfE & ERE: EKIF “FHR > LEFIR > L2FRT . I “LL2FERY
=, BE FR . RIBARGESTSH. BE HBE’ . 56 trust 5 untrust [
R SRR ANEIFR:
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o=t o policy_sec
(P
e -- NONE --
~ &

®
TEXE @ tust X
IP IBHE 38X @ any
B 1l
=[5 |0 =2E= EFRE
T2XiR @ untrust X
IPIEH /B @ any
s 0
Y | BEERs
B - NE/BAF/RLE/HER/VLAN ID
~ EE

AERSNE - RAES/A\SHSE/VRUY/ASTIE

v R

2.3 ZZRIGUE

# ¥£ PC1 B9 CMD H ping 10.2.0.10 &% PC1 27&AE% ping i@ PC2,
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PC> ping 10.2.0.10
Ping 10.2.0.10: 32 data bytes, Press Ctrl_C to break
From 10.2.0.10: bytes=32 seq=1 ttl=127 time=16 ms
From 10.2.0.10: bytes=32 seq=2 ttl=127 time=16 ms
From 10.2.0.10: bytes=32 seq=3 ttl=127 time=15 ms
From 10.2.0.10: bytes=32 seq=4 ttl=127 time<1 ms
From 10.2.0.10: bytes=32 seq=5 ttl=127 time=16 ms
--- 10.2.0.10 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 0/12/16 ms

# 181 display firewall session table s LABEHXIBISIER .

[FW1] display firewall session table
Current Total Sessions : 1
icmp VPN: public --> public  10.1.0.10:49569 --> 10.2.0.10:2048

2.4 FEERR
EARSCISHOEM E, B=iEA PC2 iAia PC1, FRBATLE ping BRIRRE
SELE:

BT ASLIPRIZ S RRENHUE PC1 Eahifial PC2 BIINPR, FHARMUE PC2 FahifiE PCT AR
PR, FrLA PC2 Ezh@ PC1 A&iSiflE), RNESEPMERINREREBER .


mk:@MSITStore:D:/开发/HUAWEI%20USG6000&USG9500%20V500R001C80%20产品文档.chm::/cli/display_firewall_session_table.html
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3 B k1= NAT Server & B NAT SCI&

3.1 SEIGN4E

3.1.1 XF AR

ERIHOREA—EaXE, BanztWERTHEEEIGXEHOEREMN, FRizik
AEPMLE P E—E RSS2 %S BEA N A PRt ARSS -
BIEER OIS EEE NAT 3K, alLASCE Y FI AN a2/ B R {ER /SR AM it
HtEIASIAIE Internet, BEJLAESMNNFEFEISSRE IP #EAHAID R MRS S

3.1.2 SCEGHAY
o IEFRR NAT NFIF=NIRIE;

o IEfE NAT Server NAIFEREIE;
o  EREIHSITH Web BHER BRI NAT Server & JB NAT 64,

3.1.3 SCIGAMN A

Intranet
10.1.1.100/24

Server 1
E0/0/1

G0/0/3
10.1.1.1/24

G0/0/2
40.1.1.1/24

Intranet Internet

10.1.2.100/24 40.1.1.100/24

E13-1 BAAE NAT Server & B NAT SCIS3EIMNE

3.1.4 SCEEHIK
FW1 SEBEMEZOEO ., Hp L. TMTHREHEEEN .
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31 GO RIS
554 | Pzt ReXiE
GigabitEthernet0/0/1 10.1.2.1/24 trust
FW1 GigabitEthernet0/0/2 40.1.1.1/24 untrust
GigabitEthernet0/0/3 10.1.1.1/24 dmz
PC1 Eth0/0/1 10.1.2.100/24 trust
PC2 Eth0/0/1 40.1.1.100/24 untrust
Server 1 Eth0/0/1 10.1.1.100/24 dmz

SEXGESSECE (R NAT 3546 )

3.1.5 fcERRR

1EEEDSN P iR EXE, HFEEENNZERER.

2.B2E NAT ikt .
3.B2E NAT 5BHE .

3.1.6 ficBZE - CL

TR 1 R FWI1 B, FMIWEEONERS .. BESED P it HIMABNZ X,
# BcE FW1 £, FTWS33E0ORY 1P #Bht,

<FW1> system-view
[FW1] interface G0/0/1
[FW1-GigabitEthernet0/0/1] ip address 10.1.2.1 255.255.255.0
[FW1-GigabitEthernet0/0/1] quit
[FW1] interface G0/0/2
[FW1-GigabitEthernet0/0/2] ip address 40.1.1.1 255.255.255.0
[FW1-GigabitEthernet0/0/2] quit
[FW1] interface GO/0/3
[FW1-GigabitEthernet0/0/3] ip address 10.1.1.1 255.255.255.0
[FW1-GigabitEthernet0/0/3] quit

# & FW1 BEECIIAEIBN 22 X1,

[FW1] firewall zone trust
[FW1-zone-trust] add interface G0/0/1
[FW1-zone-trust] quit

[FW1] firewall zone untrust
[FW1-zone-untrust] add interface G0O/0/2
[FW1-zone-untrust] quit

[FW1] firewall zone dmz
[FW1-zone-dmz] add interface G0/0/3
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| [FW1-zone-dmz] quit

IR 2 FEE trust XIFFD untrust Xiaa0aElE & SRR .

[FW1] security-policy

[FW1-policy-security] rule name policy_sec
[FW1-policy-security-rule-policy_sec] source-zone trust
[FW1-policy-security-rule-policy_sec] destination-zone untrust
[FW1-policy-security-rule-policy_sec] action permit
[FW1-policy-security-rule-policy_sec] quit

IR 3 ELE NAT Hihbth, ARHISEEY 2.2.2.2-2.2.2.5,

[FW1] nat address-group natpool
[FW1-address-group-natpool] section 2.2.2.2 2.2.2.5

IR 4 FRE NAT 5,

[FW1] nat-policy

[FW1-policy-nat] rule name source_nat
[FW1-policy-nat-rule-source_nat] destination-zone untrust
[FW1-policy-nat-rule-source_nat] source-zone trust

[FW1-policy-nat-rule-source_nat] action source-nat address-group natpool

I 5 FE Switch,
SBETS Switch BT MEDMAR— VLAN, 525 VLAN BJT], (EiEiss i)
HOMBESTAY
31.7 BcEZE - Web

IR 1 =R FWT Bk OELS .,

# IR ML > BN, BERERSENEENESRE . MEENRASRSH,
B “IE” . 55AX GigabitEthernet0/0/1 IZMELE, AN FERTR:
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2 GE X
gEOSR
@ik
EHERO public v |*
VPNz&f) public v *
Z2Xi .
5] (o EEHA 3rita R =37
IPv4 IPv6
iEERE (o) BHIP DHCP
Pt
AR

# R RS > B0, PEESREROEANRSRAS . MOEERBASTSH,
B “IE" . 5oAX GigabitEthernet0/0/2 #ZMECE, I FEFR:

BXGE .
#OSR
=)
EHEREO public > |%
VPNZL{F public v |8
51O (O ::1=:] 35 SRR O
IPv4 IPv6
EEHR (® B5Ip DHCP
s
EOARIE

# SR ML > BN, REEERSEOSENRSIEEY . NERREASRSH,
BE “HE” . oM GigabitEthernet0/0/3 IEMEE, M TFEFR:
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{Z2GE =
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EREZE® public v |*
VPN public v |*
==X dmz v
=#=e Of::i::! e EREN O
IPv4 IPv6
iR (o BZIP DHCP
o
L ONTES

IR 2 =Rk FW1 kS aie & s Ee S

#IER R > REKEE > REKIRT , £ ‘REXREIIERT b, BE R, K@
ATEERINSH, B “HBE” . 5Tk trust 5 untrust KIZAVIKEE A SKES, WTEFRT
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MRRLFRR X

policy_sec

M
%

i}
5

-- NONE --

bl
%
[

Ot RRS0E, OuEtX, mISStXREETE

TR € wust X
P iit 1B G any
e R .
=Espad 0 =2EH SR RS
T2 @ umrust X
P IEHE B any
BE o
o
=3\ ’ -t =
MY 53 -

AERLRE - REH/\SHEH/VRUIY/AEILE

. Bs
SR 3 FEE NAT filibts, ARMHESEES 2.2.2.2-2.2.2.5,

# R “IRER > NAT SRER” o iR “IREEIRMtIED " R, £ “REHRtbth” ¢$$g
it ECEsSThERE ‘e’ . BREEIN TERR:
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RIS

oS
PSR © Pv4 IPv6

* IPHEHEER 2.2.2.2-2.2.2.5

BaERERERER @

FevFisCIhEsSR [ @)
v SR

I 4 FLE NAT S5HE,

# IR IRER > NAT SRER” o EIF “NATSRER” W&, £ “NAT RERFIR” EFEE&*:?JTE
NAT 5Rl%, BeESTRERE “HAE” . BAREIN FEMR:
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[(ThEENE
£ source_nat *
iEi
NATSEEY (®) NAT NAT64 NAT66
FRE e =-b) s b v
BdiBlER imEEAEIER -
[REaEEe
FRrsXE trust v [£535]
By (o Br==XE =zl
untrust v [£i%]
EhiE @ SRR L
Badibit®@ ISR A At
g=@ RN BS
HRENIES
PE ikl (o) HBAHBARAIHENE HiEl e
phsgi=aihlwyic) natpool v [BCE)

3.1.8 ZERIGIIE
# M PC1 ping PC2 bl

PC> ping 40.1.1.100

Ping 40.1.1.100: 32 data bytes, Press Ctrl_C to break
From 40.1.1.100: bytes=32 seq=1 ttl=127 time=16 ms
From 40.1.1.100: bytes=32 seq=2 ttl=127 time=16 ms
From 40.1.1.100: bytes=32 seq=3 ttl=127 time<1 ms
From 40.1.1.100: bytes=32 seq=4 ttl=127 time=15 ms
From 40.1.1.100: bytes=32 seq=>5 ttl=127 time=16 ms
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--- 40.1.1.100 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 0/12/16 ms

# 1E FW1 _{EF display firewall session table #3<$EE NAT &5 R, WTFFR:

[FW1] display firewall session table

Current Total Sessions : 5

icmp VPN: public --> public  10.1.2.100:56279[2.2.2.5:2057] -->40.1.1.100:2048
icmp VPN: public --> public  10.1.2.100:55255[2.2.2.5:2053] -->40.1.1.100:2048
icmp VPN: public --> public  10.1.2.100:56023[2.2.2.5:2056] -->40.1.1.100:2048
icmp VPN: public --> public  10.1.2.100:55767[2.2.2.5:2055] -->40.1.1.100:2048
icmp VPN: public --> public  10.1.2.100:55511[2.2.2.5:2054] -->40.1.1.100:2048

BILAEER, PSSR BIE 10.1.2.100 #4ap5 T NAT futibithehaYg 2.2.2.5 5 PC2 #1T1@(E

319 &2
B NAT &2 NAPT 5 NAT No-PAT BIXBITEBE? o rhiERF +Ain=?
SEEE

NAPT 2—FhEHJHEHE IP HEEFNIR CRVEIRICK, BEESCB MFAMMBIT A —PE SR
RIHEHEAIEARRIR . ERTAMIIEE, B ERAFAMBEFHEKXIHS

NAT No-PAT 2—FX4&ia IP Hhlit, FREEHRIRORVEEHRIE AR, B SCIRFARIHBIER /Pl —
JF—RItthtEER,, ERTFT EMBARRL, BRI SE _EMAAREERNGS .

3.2 SCIG(FEECE ( NAT Server & B NAT 5CI8 )

3.2.1 BicERRR

1.EREEARN IP HWFIFrER e X, HEEEWNNINZEHKE.
2.BcE NAT Server,

3.B2E NAT Hutibit .
4.FCE NAT HH,

322 BdEZXR - CL

L1 = FW1 £, FTWSEONERS . BESED P it HMANERNZS X1,
# BE FW1 £, FTWSSEE060 1P

’ <FW1> system-view
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[FW1] interface G0/0/1

[FW1-GigabitEthernet0/0/1] ip address 10.1.2.1 255.255.255.0
[FW1-GigabitEthernet0/0/1] quit

[FW1] interface G0/0/2

[FW1-GigabitEthernet0/0/2] ip address 40.1.1.1 255.255.255.0
[FW1-GigabitEthernet0/0/2] quit

[FW1] interface G0/0/3

[FW1-GigabitEthernet0/0/3] ip address 10.1.1.1 255.255.255.0
[FW1-GigabitEthernet0/0/3] quit

IR 2 EEE untrust X1g#0 dmz XIgHtEEE & SRS

[FW1] security-policy

[FW1-policy-security] rule name bidectinal_nat
[FW1-policy-security-rule-policy_sec] source-zone untrust
[FW1-policy-security-rule-policy_sec] destination-zone dmz
[FW1-policy-security-rule-policy_sec] action permit
[FW1-policy-security-rule-policy_sec] service ftp
[FW1-policy-security-rule-policy_sec] quit

£ 3 EE NAT Server,

‘ [FW1] nat server ftpserver protocol tcp global 40.1.1.2 ftp inside 10.1.1.100 ftp

IR 4 FRE NAT b,

[FW1] nat address-group natpool2
[FW1-address-group-natpool] section 10.1.1.10 10.1.1.20

I 5 £ dmz 5 untrust XIiER A NAT ALG ThRE, {HARSEEFIIAEREITIMER FTP IR
5., REBR TEEREESBEAT NAT ALG Ih8E, 1ZZBa LIS,

[FW1] firewall interzone dmz untrust
[FW1 -interzone-dmz-untrust] detect ftp

[FW1 -interzone-dmz-untrust] quit

12 6 BliE dmz #1 untrust XiZ (80 NAT 58S, FAEHIT NAT $E1R00EHEEE, HE
1BHS natpool2 H1T4IE

[FW1] nat-policy

[FW1-policy-nat] rule name source_nat
[FW1-policy-nat-rule-source_nat] destination-zone dmz
[FW1-policy-nat-rule-source_nat] source-zone untrust
[FW1-policy-nat-rule-source_nat] source-address 40.1.1.0 24
[FW1-policy-nat-rule-source_nat] action nat address-group natpool2

I 7 EE Switch,

DRNEEE Switch BIFMEONIAR— VLAN, £22 VLAN BT, (IEREIBSEEN]
:RLEE =T
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323 LB - Web
IR 1 52Rk FWT IEEIEOES,

# IR ML > B0, BERERSENEENESRES . EENBASTSH,
B “HE” . ek GigabitEthernet0/0/1 EOERE, W TFEFR:

& GE X
s

&k
ERERG public .
VPNSESF] public v
22X v
#He (o EBE el et =3

IPv4 IPv6
EERR o) EEIP DHCP
EaINTES

# IR ML > BN, BERERSENEENESRE . MEENRASRSH,
B “IE” . 5SAX GigabitEthernet0/0/2 #ZMELE, AN FEATR:
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X GE x
sOS\MR
b=
ENEREO public v [*
VPNZL{F public v |8
=2XIE v
#1e (® E:B s} e O
IPv4 IPv6
o= i) ® BEIP DHCP
AR

#ER N > B0, PEEERSEOGENRSIRE . MUESRRBASIRSH,
B “IaE” . oAk GigabitEthernet0/0/3 #ZOEE, WM TFEFfR:

B GE X
O\

bi=)u

ERERE® public v (=
VPN public v |*
=22=XiF dmz v
#=oe (® EBH e 3= ERRIE O

IPv4 IPv6

TR (o #@EIP DHCP

st

FOARISE

IR 2 5epk FW1 Bk EE R RASERE -
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# IER RER > RERE > RERKT , 7 “RERIRIIER" B, BE R . KR
ABIEESMSH . BE “HBE” . 5o untrust 5 dmz [B3ARES, WTEFR:

RR SRR X

~ ok

bidirectal_nat

n&
%

i
Bt

-- NONE --

b
@
fm

~ &5

O =SFoUnsetXRASEE, cmERtX, ®ISSeXRAEEE

b

==E= & untrust X

P it /I X any

Bl 1l
BayxR® B =2&= EFIES
=2XiE & dmz X

P IEHE/IEX any

BEC

BMX fip X

BZ - HRE/BF/RLE/EER/VLAN ID

=

AEZSNE - ROES/A\SHE/VRUL/ASEE

)

I8 3 FEE NAT Server,

# R “IRER > NAT SREX> BRS52RMRGT7 , & “PRSS=RMAGTTIR” ¢$$g¥ﬁ§$ , EcE5e
pifasds “HRE” o BRECEN BRI



N

HUAWEI HCIA-Security 3E3515 SF 55T
RIS 2RRRSY x
(FoaEME)

B ftpserver

=2XE® v

NZE LY IO 40.1.1.2 *

FARIHBAE @ 10.1.1.100 L

2 sEEihiy

WY TCP v |*

A ] 21 . - <1-65535>
ARz 21 - <1-65535>

FFiRSEER LMD ERE

BENEEEsE0

I8 4 FLE NAT bt

HFEIE RS > NAT 5RBS” o IR “IRAGIRMbIEE” T, 78 “RGiRibhtit” FhepskIsn

gitntith, FcBSAERE ‘HE” . BREEN FERMR:
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* HEHBHB SR natpool2
IPitbhF2sEY © IPv4 IPv6
* IPHENEERE 10.1.1.10-10.1.1.20

I 5 FiE NAT 518,

# B “IREE > NAT SRER” o IF “NAT SRER” WE. £ “NAT RERFIER” ¢$ﬂi£|¥55£
NAT 6H%, BcESThERE “HBE” . BAEEI FERR:
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SB57

NATSSEY
sFIEEl

EiElER

Wi @
L5 O]
BS0
RRENEIER
PSS

ettt hal i)

3.2.4 5RIGIE

# ERXE EEERXER, WTFR:

source_nat2

(® NAT
{NEEIRIRHbAE
IEEREATalER
untrust

(o) BEfy==XiE
dmz

40.1.1.0/24 >
iR AMD

ftp >

@® Hbthagibit

natpool2

NAT64 NAT66
. (=i
HiEO
. (=i
gk

[FW1] display nat server
Server in private network information:

Total 1 NAT server(s)
server name : ftpserver
id :0 zone D
global-start-addr :40.1.1.2 global-end-addr :40.1.1.2
inside-start-addr :10.1.1.100 inside-end-addr :10.1.1.100
global-start-port : 21(ftp) global-end-port : 21
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inside-start-port : 21(ftp) inside-end-port : 21
globalvpn : public insidevpn : public
Vsys : public protocol s tep
vrrp D--- no-revers :0
interface  : --- vrrp-bind-interface: ---
unr-route : 1 description D---
nat-disable : 0

3.25 B=ZE&
SHMNNABFBITEFRE P tibhRIN MRS 2T, HRICENAR SRR REOR B IRPLE?
SEEER:
BEERIAMKIE > TAC NAT Server HITHRYMBIIEER: > BHIRMAR > LXK > €l

Egr
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4 B ISR SENR

4.1 SCIGN R

4.1.1 XF AL

HINANV S FIFERMIRSS, FBRMNEZIRFENINMIF I ERZS R PRT, FEAEMSE
& Di%bﬂﬁﬁ%uigbﬂﬂﬁﬁﬂ’ﬂ_fae %

ALIOBISEME L O ESER S KEFAMNXK, FIETERTESIEIER TRENES
HMNERMIEE Z (BRI (S 1E o

4.1.2 LI HAY
o ERRAEOERRE;

o IEfZ VGMP F1 HRP tM¥;
o  ER@EIIHSITH Web H BB MBI ING .

G0/0/1 FW1 G0/0/2
10.3.0.1/24 10.2.0.1/24
f"’ \\ l’ \\‘
\ G0/0/3
103.0.10/24 \ 10.10.0.1/241 1.1.1.10/24
1
1 -
R : | m
i Go/0/3 1
PC1 h 10.10.0.2/24) f
I

10.3.0.2/24 10.2.0.2/24

FW2
El4-1 B A SEanF MNE]

4.1.4 STIEIK)

FW (EAZ EIREWEPEEMBZEONME . HP L. MMTgSHORH, FW1. FW2 LI
BEHHIILE.
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F4-1 GO RIS
53 &M Pzt ReXiE
GigabitEthernet0/0/1 10.3.0.1/24 trust
FW1 GigabitEthernet0/0/2 10.2.0.1/24 untrust
GigabitEthernet0/0/3 10.10.0.1/24 dmz
GigabitEthernet0/0/1 10.3.0.2/24 trust
FW2 GigabitEthernet0/0/2 10.2.0.2/24 untrust
GigabitEthernet0/0/3 10.10.0.2/24 dmz
PC1 Eth0/0/1 10.3.0.10/24 trust
PC2 Eth0/0/1 1.1.1.10/24 untrust
G0/0/1
SWi1 G0/0/2 Access PVID: VLAN 10
G0/0/3
G0/0/1
SW2 G0/0/2 Access PVID: VLAN 10
G0/0/3

4.2 SEIGFSECE

4.2.1 BeEEK

1.7£ FW1, FW2 EEEEARR IP itFIFrEZ 2 Xis, HEMITIIMNALZEREE

2HITINAEEE, SHHRNAEFEM, FW1AE, FW2 A%E,

4.2.2 BEEFE - CLI

L' SR FWTFIFW2 £ T SEONERE .. RESED IP NN ENZ 2 X

# BoE FW1 £ TS5 #EORY IP tolik,

<FW1> system-view

[FW1] interface GigabitEthernet0/0/1
[FW1-GigabitEthernet0/0/1] ip address 10.3.0.1 255.255.255.0
[FW1-GigabitEthernet0/0/1] quit

[FW1] interface GigabitEthernet0/0/2
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[FW1-GigabitEthernet0/0/2] ip address 10.2.0.1 255.255.255.0
[FW1-GigabitEthernet0/0/2] quit

# ECE FW1 30 GigabitEthernet0/0/1 HJ VRRP &194H 1, FINAZPAZES Active B VGMP
EIEE,

[FW1] interface GigabitEthernet0/0/1
[FW1-GigabitEthernet0/0/1] vrrp vrid 1 virtual-ip 10.3.0.3 255.255.255.0 active
[FW1-GigabitEthernet0/0/1] quit

# ECE FW1 $20 GigabitEthernet0/0/2 B9 VRRP &H4H 2, FHANAZPMAZ S Active B9 VGMP
EIBA,

[FW1] interface GigabitEthernet0/0/2
[FW1-GigabitEthernet0/0/2] vrrp vrid 2 virtual-ip 1.1.1.1 255.255.255.0 active
[FW1-GigabitEthernet0/0/2] quit

# 3% FW1 £, MU SEONAZEXE,

[FW1] firewall zone trust

[FW1-zone-trust] add interface GigabitEthernet0/0/1
[FW1-zone-trust] quit

[FW1] firewall zone untrust

[FW1-zone-untrust] add interface GigabitEthernet0/0/2
[FW1-zone-untrust] quit

# BE FW2 £, TS EORERE.

<FW2> system-view

[FW2] interface GigabitEthernet0/0/1
[FW2-GigabitEthernet0/0/1] ip address 10.3.0.2 255.255.255.0
[FW2-GigabitEthernet0/0/1] quit

[FW2] interface GigabitEthernet0/0/2
[FW2-GigabitEthernet0/0/2] ip address 10.2.0.2 255.255.255.0
[FW2-GigabitEthernet0/0/2] quit

# EoE FW2 $2[0 GigabitEthernet0/0/1 B9 VRRP &{54H 1, FHIIAFMAZS S Standby Y
VGMP E1E4H,

[FW2] interface GigabitEthernet0/0/1
[FW2-GigabitEthernet0/0/1] vrrp vrid 1 virtual-ip 10.3.0.3 255.255.255.0 standby
[FW2-GigabitEthernet0/0/1] quit

# ECE FW2 20 GigabitEthernet0/0/2 B9 VRRP &1H4H 2, FHANAZMAZ S Standby Y
VGMP E1E4H,

[FW2] interface GigabitEthernet0/0/2
[FW2-GigabitEthernet0/0/2] vrrp vrid 2 virtual-ip 1.1.1.1 255.255.255.0 standby
[FW2-GigabitEthernet0/0/2] quit

#§ FW2 £ MMTUSEOMAZRERXE.

[FW2] firewall zone trust

[FW2-zone-trust] add interface GigabitEthernet 0/0/1
[FW2-zone-trust] quit

[FW2] firewall zone untrust
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[FW2-zone-untrust] add interface GigabitEthernet 0/0/2
[FW2-zone-untrust] quit

£ D =R FWT. FW2 BOIOBESELS .

# BoE FW1 /0BkEDO GigabitEthernet0/0/3 B9 IP bk,

[FW1] interface GigabitEthernet0/0/3
[FW1-GigabitEthernet0/0/3] ip address 10.10.0.1 255.255.255.0
[FW1-GigabitEthernet0/0/3] quit

# BoE FW2 /OBkEDO GigabitEthernet0/0/3 B9 IP bk,

[FW2] interface GigabitEthernet0/0/3
[FW2-GigabitEthernet0/0/3] ip address 10.10.0.2 255.255.255.0
[FW2-GigabitEthernet0/0/3] quit

# BcE FW1 OBkEO GigabitEthernet0/0/3 I dmz £& X1,

[FW1] firewall zone dmz
[FW1-zone-dmz] add interface GigabitEthernet0/0/3
[FW1-zone-dmz] quit

# BLE FW2 (O\BkZO GigabitEthernet0/0/3 I dmz ££2 X1,

[FW2] firewall zone dmz
[FW2-zone-dmz] add interface GigabitEthernet0/0/3
[FW2-zone-dmz] quit

# BeE FW1T OBHEAIERESBF B BXWIAEINEE

[FW1] hrp interface GigabitEthernet0/0/3 remote 10.10.0.2
[FW1] hrp authentication-key Admin@123
[FW1] hrp enable

# BeE FW2 OBHEMLAIEZSBH B RAXWAEINEE .

[FW2] hrp interface GigabitEthernet0/0/3 remote 10.10.0.1
[FW2] hrp authentication-key Admin@123
[FW2] hrp enable

T3 EFWI LEREREH, RFWSIRNGE T, WNRSIRSHINEIE, FW1 %
R ESBmEMDE) FW2 £,

# BEE FW1 L trust RIS untrust RIGAOEIE LR

HRP_M[FW1] security-policy

HRP_M[FW1-policy-security] rule name trust_to_untrust
HRP_M[FW1-policy-security-rule-trust_to_untrust] source-zone trust
HRP_M[FW1-policy-security-rule-trust_to_untrust] destination-zone untrust
HRP_M[FW1-policy-security-rule-trust_to_untrust] source-address 10.3.0.0 24
HRP_M[FW1-policy-security-rule-trust_to_untrust] action permit
HRP_M[FW1-policy-security-rule-trust_to_untrust] quit
HRP_M[FW1-policy-security] quit
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TR 4 £ FW1 LECE NAT FRE . SWREIRSINEIE, FW1 B9 NAT FRRECE S B
F19Z FW2 L,

# BoE NAT 8, HBHMAFIGIE Internet B, &Rt 10.3.0.0/24 MER SR Attt
At (1.1.1.2-1.1.15) o

HRP_M[FW1] nat address-group group1

HRP_M[FW1-address-group-group1] section 0 1.1.1.2 1.1.1.5
HRP_M[FW1-address-group-group1] quit

HRP_M[FW1] nat-policy

HRP_M[FW1-policy-nat] rule name policy_nat1
HRP_M[FW1-policy-nat-rule-policy_nat1] source-zone trust
HRP_M[FW1-policy-nat-rule-policy_nat1] destination-zone untrust
HRP_M[FW1-policy-nat-rule-policy_nat1] source-address 10.3.0.0 24
HRP_M[FW1-policy-nat-rule-policy_nat1] action source-nat address-group group1

I 5 FEE Switch,

# DBE SW1. SW2 B9= 0O VLAN 10, tEREIESEXENEE Y,
423 BcEZLZE - Web

S =R FWT R FW2 B, FTWSEONES . BERED P I ENEZ X
# SoRk FW1 B kISIEORCE . 1®F “WE > #0007 , BESEREREORBECEIZH
L, ROREIRSNMNS IS, BE “HE” . 5o GigabitEthernet0/0/1 #EOEE, T
EIFf7R:
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{EGE x
BOER GEQ
‘i
EREREO public
VPNzZf public
22X trust
BR@ ®) FEH i ERRIeW =0T
IPv4 IPv6
EEER (@ #]HIP DHCP
IPHBIE 10.3.0.1/24
EVINTES

FW1 B9 GigabitEthernet0/0/2 #0 GigabitEthernet0/0/3, FW2 B9 GigabitEthernet0/0/1.
GigabitEthernet0/0/2 #0 GigabitEthernet0/0/3 FUiEOE &, RBEIA,

IR 2 =R FWT. FW2 B9 BEERE .

{E28GE x
#OS|R GE0/0/3

Eik

EHERD public v

VPNZL{5 public v

==X -- NONE -- v

B#=o (®» EBH g FEERW e

IPv4 |Pv6
iR (® BHIP DHCP
IPHBAE 10.10.0.1/24 e
EUARI
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FW2 #9 GigabitEthernet0/0/3 ¥EZOEEE LML, S,
1E
S 3 & FW1 1 FW2 B XIS AEHEXEE .
# FW1 BCEUT CGAIERE$E: Huawei@123) :
EETWAE x
S [ o) BT RS AE TR TR SRS IE N
NEZHHQ®  eeeeeeeens * <8-16> =/F
ETERO OCE=-1") aEHE
ETREG ® =A S
T firewall packet-filter basic-protocol enable F=<7E%
OREOR GE0/0/3 v |* @@= PiBHE | 10.10.0.1 v [* 3h@OP | 101002 @
EHEEO @
BEESENEHO
FEESSHEHO
HelloiBZ/EEE® 1000 <500-60000>=F>
EELEL0
#gO%E VRRP&R2 SFELTLE BFD&HE
27 BUEE0NTEE-EREEENS, SERBVRRPEHE,
Csz T Bk c
VRID &0 LI /485D ERPHBIL/#EES (BiE) 1) R®E
1 GEO0/0/1 10.3.0.1/24 10.3.0.3/24 ES =
2 GEO0/0/2 10.2.0.1/24 1.1.1.1/24 ES E4
H2&% < 1 > SO&/A & 1 bl

# FW2 BEEaNT (IAEZRSE: Huawei@123) :
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EEWAE x
NEZEH@ | eeeeenes * <8-16> FFF
ETER® ® FEE prit g =]
ETRER =M ® =M
rewall packet-filter basic-protocol enable &%
AFURSDET
OBEO R GE0/0/3 v [* [@EE) Pt 101002 v * FEEOP | 101001 « @
EZi-10)] a
BTEaENEHO
FREEBEHEDH®
HelloiRZ/EEE® 1000 <500-60000>=#>
EESENSO
#OusE VRRPS b3 il BFDSHE
BF: BUEE0TEE- SRS, SERSVARPEHE,
C sz OBk C
VRID =0 LIPS EEHlIPHRIL /42 (Bli%) =1 miE
1 GEO0/0/1 10.3.0.2/24 10.3.0.3/24 &
2 GE0/0/2 10.2.0.2/24 1.1.1.1/24 [E4
H2E | < 1 > S0%/:A mE 1 i

S 4 ENASHNE BRI EESWASIRSER.
# FW1 SHNAEIRST

..\"..:"., USG6525F E < -
© =R TN
SE=
wEE
SNMP
SRR LEpRE
FzER
LEHETES ES 1L
Wittree
HRIETRE = (DREIETERSE: 0 K 083 11 59)
ERER
SEOIEO GE0/0/3
ECoal o
£ 2ER
& =2
EE-—3£0 #I%&1£(0000/00/00 00:00:00)
B suss "
«@OnE (B BOE% | VAN &)
ERES
4VRRPEZ
B2
10.3.0.3(GEO/0/1)
B =ast
1.1.1.1(GE0/0/2)
TR
“EEmIRESS
BFD
4BFDEIS
Link-Group

# FW2 SRAAEIRS T :

R

i

RS

RS
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HUAWEI y
%‘14;' USG6525F EE 4e FE HE RE %
© == A
HHER
HER
SNMP
e RS 2]
e
LA TEEH
Witz
HEETRS A (HBEERTE: 0 K 083 05) B WSS G
RS
PRl GE0/0/3
SteRORSR
eSS 2Em
=25
BE-3£C ##&4£(0000/00/00 00:00:00)
w=A "
«@m0ai (B MO8 | VAN &)
ERARE
4VRRPiSES
N3 1
wHh
sE
( it
A=
REGELSL
e
D
B suss

IR 5 EE FW1 1 FW2 Bt & g .
# 7EFW1 tRERSER, AFLSIEOET. WHRGSRSHIETE, W1 BZ5
BeESBEMEI FW2 L,

# IR “HRER > REREE > REREK . £ “REREIIRT B, BE FHET , KX
MATIEFEEMSE, BE “BE” . 5Tl trust 5 untrust [EERRER, WITFERR:
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~ R
* 2 trust_to_untrust
R
S|EEE -- NONE --
~ &
OEE=NstIREE0s, LREREE, ®IESelRiSTE
]
REXR € wust X
P iEHt B G 10300/24 X
B8 1l
Bryx® 0 ==X& ERIES
2K & untrust X

B
{i
=1

#
b

B - HE/BF/ZLE/8ER/VLAN ID

~ T

ABRLRE - RS/ A\SHE/VRUIE/ARSIEE

TR 6 7 FW1 LACE NAT 58, SWUIEIRSEINESIE, FW1 B NAT FIREESEE
FHE FW2 L,

#IEIR:  “TRAE > NAT S5REE > NAT 5REE > JREEHaBlEE > 27 BB NAT Hetibts,

y
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AR e Rt

* BB EFR group1
IPHEN 3SR QO IPv4 IPv6
* IPHEIEEE 1.1.1.2-1.1.1.5

N

SIAEREEES O
S st 5iR . @

v BE

# B “IRER > NAT REE > NAT REE > #r52” BCE NAT K&, HRMARFiAE
Internet B, $&iEHEIEA 10.3.0.0/24 MEREER Al ARATBIE (1.1.1.2-11.15)



N

ity SLIATS
HUAWE HCIA-Security SEISTE S F A 2703

FTEENATERES )

[ThRENE3)

£R policy_nat1 *
=)0
NATSSEY (®) NAT NAT64 NAT66
sEiREl (REEIRIFHEIE v
EfIEER TR RlER -
[RaEIEE
BREXE trust v [BiE]
Bao%E (» Bfi=sXizg HizO
untrust v [ZBiF]
JEHbIE @ 10.0.3.0/24 >
BaIbIE® iSEFaE AL
BE@ iEEEas N\ BSS
HIRENEIES
prdainesgi=bol (O lwjicle2l: 5)1:5: Otk
PRt lwic) groupT v |x  [EE]

TR 7 BLE Switch,

# 58 SW1. SW2 B9=MZOM0N VLAN 10, tNEREIESEIIIEE Y.

4.3 L5RYGIE

# £ FW1 L3047 display vrrp 75<, 15 VRRP HAZORPIREHER

HRP_M<FW1> display vrrp
GigabitEthernet0/0/1 | Virtual Router 1
State : Master
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Virtual IP : 10.3.0.3

Master IP : 10.3.0.1
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120

Preempt: YES Delay Time:0s
TimerRun : 60 s

TimerConfig : 60 s

Auth type : NONE

Virtual MAC : 0000-5e00-0101
Check TTL : YES

Config type : vgmp-vrrp
Backup-forward : disabled

GigabitEthernet0/0/2 | Virtual Router 2
State : Master
Virtual IP : 1.1.1.1
Master IP : 10.2.0.1
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time:0s
TimerRun : 60 s
TimerConfig : 60 s
Auth type : NONE
Virtual MAC : 0000-5e00-0102
Check TTL : YES
Config type : vgmp-vrrp
Backup-forward : disabled

# 7£ FW2 347 display vrrp 5<%, #&& VRRP AREONKEER.

HRP_S<FW2>display vrrp
GigabitEthernet0/0/1 | Virtual Router 1

State : Backup
Virtual IP : 10.3.0.3
Master IP : 10.3.0.1
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time:0s
TimerRun : 60 s
TimerConfig : 60 s
Auth type : NONE
Virtual MAC : 0000-5e00-0101
Check TTL : YES
Config type : vgmp-vrrp
Backup-forward : disabled
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GigabitEthernet0/0/2 | Virtual Router 2
State : Backup
Virtual IP : 1.1.1.1
Master IP : 0.0.0.0
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 0
Preempt: YES Delay Time:0s
TimerRun : 60 s
TimerConfig : 60 s
Auth type : NONE
Virtual MAC : 0000-5e00-0102
Check TTL : YES
Config type : vgmp-vrrp
Backup-forward : disabled

# 1E FW1 147 display hrp state verbose #5%, & ZH] VGMP HAGIRZS .

HRP_M< FW1>display hrp state verbose
Role: active, peer: standby
Running priority: 45000, peer: 45000
Backup channel usage: 0.00%
Stable time: 0 days, 0 hours, 46 minutes

Last state change information: 17:18:08 HRP core state changed, old_state = abnormal(active),
new_state = normal, local_priority = 45000, peer_priority = 45000.

Configuration:

hello interval: 1000ms
preempt: 60s
mirror configuration: off
mirror session: off
track trunk member: on
auto-sync configuration: on
auto-sync connection-status: on
adjust ospf-cost: on
adjust ospfv3-cost: on
adjust bgp-cost: on
nat resource: off

Detail information:
GigabitEthernet0/0/1 vrrp vrid 1: active
GigabitEthernet0/0/2 vrrp vrid 2: active
ospf-cost: +0
ospfv3-cost: +0
bgp-cost: +0

# £ FW2 3147 display hrp state verbose #7<, #E 2F] VGMP HAYIRZ .

‘ HRP_S<FW2>display hrp state verbose
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Role: standby, peer: active

Running priority: 45000, peer: 45000
Backup channel usage: 0.00%

Stable time: 0 days, 0 hours, 41 minutes

Last state change information: 17:18:08 HRP core state changed, old_state = abnormal(standby),
new_state = normal, local_priority = 45000, peer_priority = 45000.

Configuration:

hello interval: 1000ms
preempt: 60s
mirror configuration: off
mirror session: off
track trunk member: on
auto-sync configuration: on
auto-sync connection-status: on
adjust ospf-cost: on
adjust ospfv3-cost: on
adjust bgp-cost: on
nat resource: off

Detail information:
GigabitEthernet0/0/1 vrrp vrid 1: standby
GigabitEthernet0/0/2 vrrp vrid 2: standby
ospf-cost: +65500
ospfv3-cost: +65500
bgp-cost: +100

# 1E trust XA PC1 8Ef% ping i@ untrust XIA9 PC2, FoBIE FW1 1 FW2 EHiTa4
display firewall session table {&¢&=&1E, WTRFAR:

HRP_M<FW1> display firewall session table
Current Total Sessions : 1
icmp VPN: public --> public 10.3.0.10:53419[1.1.1.4:2049] --> 1.1.1.10:2048

HRP_S<FW2> display firewall session table
Current Total Sessions : 1
icmp VPN: public --> public 10.3.0.10:53419[1.1.1.4:2049] --> 1.1.1.10:2048

4.4 BcESE
441 FW1 NBEcE

#
sysname FW1
#

hrp enable
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hrp interface GigabitEthernet0/0/3 remote 10.10.0.2
hrp authentication-key Admin@123
#
interface GigabitEthernet0/0/1
ip address 10.3.0.1 255.255.255.0
vrrp vrid 1 virtual-ip 10.3.0.3 255.255.255.0 active
#
interface GigabitEthernet0/0/2
ip address 10.2.0.1 255.255.255.0
vrrp vrid 2 virtual-ip 1.1.1.1 255.255.255.0 active
#
interface GigabitEthernet0/0/3
ip address 10.10.0.1 255.255.255.0
#
firewall zone trust
set priority 85
add interface GigabitEthernet0/0/1
#
firewall zone untrust
set priority 5
add interface GigabitEthernet0/0/2
#
firewall zone dmz
set priority 50
add interface GigabitEthernet0/0/3
#
ip route-static 0.0.0.0 0.0.0.0 1.1.1.10
#
nat address-group group1
section 0 1.1.1.2 1.1.1.5
#
security-policy
rule name trust_to_untrust
source-zone trust
destination-zone untrust
source-address 10.3.0.0 24
action permit
#
nat-policy
rule name policy_nat1
source-zone trust
destination-zone untrust
source-address 10.3.0.0 24
action source-nat address-group group1
#
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442 FW2 B9fic &

#
sysname FW2
#
hrp enable
hrp interface GigabitEthernet0/0/3 remote 10.10.0.1
hrp authentication-key Admin@123
#
interface GigabitEthernet0/0/1
ip address 10.3.0.2 255.255.255.0
vrrp vrid 1 virtual-ip 10.3.0.3 255.255.255.0 standby
#
interface GigabitEthernet0/0/2
ip address 10.2.0.2 255.255.255.0
vrrp vrid 2 virtual-ip 1.1.1.1 255.255.255.0 standby
#
interface GigabitEthernet0/0/3
ip address 10.10.0.2 255.255.255.0
#
firewall zone trust
set priority 85
add interface GigabitEthernet0/0/1
#
firewall zone untrust
set priority 5
add interface GigabitEthernet0/0/2
#
firewall zone dmz
set priority 50
add interface GigabitEthernet0/0/3
#
ip route-static 0.0.0.0 0.0.0.0 1.1.1.10
#
nat address-group group1
section 0 1.1.1.2 1.1.1.5
#
security-policy
rule name trust_to_untrust
source-zone trust
destination-zone untrust
source-address 10.3.0.0 24
action permit
#
nat-policy
rule name policy_nat1
source-zone trust

destination-zone untrust
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source-address 10.3.0.0 24
action source-nat address-group group1
#

4.5 BEI
OBHEO 2B R HRP IR 2 a8 S L2 R I&isHl?
SEZE
DFHEOZERRE HRP IR ZESLZERIERFI SIRENSEMAEXRER, NLRFMIAE
dr, OBkEO 2838 HRP IR AS L ERIEIRS

FEHIRAS, HRPIRNEBZLEFEMITHIRET firewall packet-filter basic-protocol
enable SFSHIBLE . TRETBRT, firewall packet-filter basic-protocol enable &bFFEIX
&, BDHRP ?ESZx;z@%mﬁi Hl, REAOBHEOFRTELZE XIS local RigZBEELRSE
SREE, FoUF HRP IRIEB
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=Zl s IPSec VPN SCIg

5.1 SCIG /M43

511 XTFALE
Ik A 51tk B Z 8B EEHEMBEE RN, AT WS SRATNE, FEBTRERN
BF#HTWEHIR,
ARSCICLAMEE A 548 B & A S5l B, %5 A FOMZE B 1@iT FW1 F1 FW2 iEEE
Internet, E@iTZEMSCIN FW1 0 FW2 Z (83237 IKE 5 TR IPSec fFiE, M4E A FIM%E B BIFAE
FrIiEE IPSec BFEEHEIAE, ihadREPERIEMAIRSCH IPSec VPN BINNEE, 1IAZURZETE
Ko

5.1.2 LG HAY
e TEfZ IPSec VPN BIEREIE;
o FRAFS IPSec VPN MG ESMFECE .

5.1.3 SCAGHM 145

10.1.1.1/24 40.1.1.1/24 40.1.1.2/24 10.1.2.1/24
GE0/0/1 GEO0/0/3 GEO0/0/3 GE0/0/2
. . Internet

PC1 IPSec fiEiE W2 PC2
10.1.1.10/24 10.1.2.10/24

E]5-1 53 IPSec VPN SCE84EHMNE]

5.1.4 SCEGHIL!
L& A BT 10.1.1.0/24 F, PC1 AMLE A ha9—EENL, FW1 AN A BIRSE;
ML B JEF 10.1.2.0/24 FM, PC2 AMLE B hpg—&EHN, FW2 JIMEE B RIRK;
FW1 5 Fw2 HIEZERER, FW1 5 Fw2 BOHENA, FW1 5 FW2 Z[8#37 IPSec f%
B,
25-1 iR NX RS
R& =0 IPitbhiE ZeXig
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GigabitEthernet0/0/3 40.1.1.1/24 untrust

FW1
GigabitEthernet0/0/1 10.1.1.1/24 trust
GigabitEthernet0/0/3 40.1.1.2/24 untrust

FW2
GigabitEthernet0/0/2 10.1.2.1/24 trust

PC1 Eth0/0/1 10.1.1.10/24 trust

PC2 Eth0/0/1 10.1.2.10/24 trust

5.2 SLIMFSERHECE

5.2.1 B BRI

1ECERIZEOIAY IP ik,

2 Fe Bl R £ R

3.BLE IPSec/IKE Z&I8iN .
4 BCEF N IPSec ZREE .

522 BeEz IR - Web

IR 1 EREREOR P it

# FEBFXB EECEREZEOM IP il FRSZEOMANNZ X, LA FW1 B9EE 6,
FW2 BIECESHR FW1,
#7E FW1 iR “M4R > #2007 B GigabitEthernet 0/0/1 # GigabitEthernet 0/0/3 X35

e e TeETRE:
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EBXGE %
BOER GEO/0/1
b= u:

ERELO public v |
VPN public v |%
=22=XiE trust v
5240 (® B&H i FERE O
1Pv4 1Pv6
iR ® =:IP DHCP
IP3BIIE 10.1.1.1/255.255.255.0 5552
SOARIE
X GE *
#OSW GE0/0/3
mik
EREEG public v *
VPN=ZAF public i |
22X untrust v
=510 (Of::1::] A5 EFRREM =%
1Pv4 IPv6
iR ® B:IP DHCP
IPHBIE 40.1.1.1/24
SOARIE

# FW2 ig&EOEELERE L, LQFREER,

IR D BB FW1 5 FW2 225K,
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# XIS LECE R 2RI ipsec SRITFMIEE A FOMZE B MRS, EIRTAIT IPSec tHYINE
i, LAFWT RIECEABIHITIRAE, FW2 RIECESER FW1, RBER,

# TEFW1 BB “RER > R2REE > REREE™ , BF ‘TR 22K, RN
10.1.1.0/24 #1 10.1.2.0/24 [BIRYREEIS -

MRTSRE X

~ BR

(-3

&ErEE -- NONE --
~ &F

Q=R XRAISER, TREREX, B ISStXRSEE

=

w2XE Q@ trust X & untrust
IP B4R G 10.1.1.0/24 X 10.1.20/24 X
En 11
Hae2elR P ==2E= EREE
TE2XE & trust X & untrust
IP BB G 10.1.1.0/24 X 10.1.20/24 X
Bs 0

B2 - NE/BF/R2E/MEEY/VLAN ID

~ BE

o m

AEZLNE - RES/ )\SHE/VRUIE/ATELE

# EFWT L “RIg > REREK > RERE” , B "7 R2RK, RS
local X155 untrust XigiZ[EfHEILE, J98237 IPSec VPN fRHBIHRSM

o)
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~ R
* 28R untrust_loca

FEeeE -- NONE --

~ &
OEEFnseIRRlE0E, oEEREE, ®IEieXRisrE
i
ZoXid € untust X & local X
PIEHt/IBX @ any
B: 1l
Skprcid) 0 ==X SRS
TARKE € local X € unerust X
PiEit/IBX @ any
BS 0
Y e e

BZ - HRE/BF/RLSE/EEE/VLAN ID

~

=+
-l

Tt

AERSNE - REH/A\SHE/VRLUIE/ASIEE

IR 3 FLE IPSec SRS,

# £ FW1 LikiE “M%% > IPSec > IPSec” , By “¥i2” , &F “7R" M “REIR .
£ “EfticE” iRE IPSec tHXSH, BUEMHEZER “Test!123” | KNimMiimithitE
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& usces2sF HR HE EE UR R
& =0 FREIPSeciED
&% IHRIE
@ weRm
B ons
® oxcomsE * & & &
@ Bz — o - e e
[@ 1Psec

o ERTHRARCRNAEE.

. TERMEISRES AT, RETENGNERE,
e * WERX—AEEELIPEIEE,
© o ‘ BR SEES
@ SSLVPN
o
8 yseesasr @R omE mE IR L
B =0 BRRIPSectREs
weEm
e EREE public -
DNS
8 FIREW 1
@ DHCPERSEER
FEelo GEO/0/3 - R
@ BE
@ TRt ® 40.1.1.1 -
[@ 1psec
it 40112 WEETIRCHERE,  [FniEE)
pREELEE)
=) INEAE
@ ore . FEEE 00 | e
@ SSLVPN v FHDD 1Bt -
IEID AR -
IEREERIEA®
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“ USG6525F
wuawe!

ﬁ USG6525F

& =0

@ =Ox

@ =2Rm

B ONs

@4 OHCPRRERE

@ B=

B 1psec
IPSec
s

@ GRe

@ SSLVPN

FEREEREIPSec MBI, (RF=6]
b1

Segitsat
W@

o] ® 1Pva

Cug OB = @A

mR HiE EE UR Rix

10.1.1.0/24

10.1.2.0/24

| Byt

miR =i ®E W& RE XK

|thix M0 | Beus. | EE | S |

| 10.1.1.0/255.255.255.0

10.1.2.0/255.255.255.0

any any any bty ez

EEEEIA® b

1%
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%?‘ USGE525F mRE SR RE U 55

FTRIPSecHRES

B—NR (IKE)
& Dns
=g AES-GCM-256
B DHePEEEE AES-GCM-128
@ Bm AES-CBC-192 AES-CBC-128
8 e 3DES DES
- S=EEES SHA2-512 SHA2-384 [ SHA2-256 SHA1
m MDS ASS
ey
== PRFEGE SHA2-512 SHA2-384 [ SHA2-256 SHA1
© GR MDS AES-128
<
@ SSLVPN - B
BTHER (IPSec)
SEER ON=F] =t REEET
REWY ® ESP AH AH-ESP
ESPHIEREE GCM256 GCM192 GCM128 GMAC256
GMAC192 GMAC128 AES-256 AES-192
AES-128 3DES DES
ESPIAEEE: SHA2-512 SHA2-384 ¥ SHA2-256 SHA1
MDS
- R

=
# 1E PW2 EIVFERIRE, BEEENE, BUERIREEES FW1 RENENEG.

5.3 Z5520GIF

# PC1 F ping ap$lid PC2 HOIEEIE .

C:\Users\admin>ping 10.1.2.10
Pinging 10.1.2.10 with 32 bytes of data:
Reply from 10.1.2.10: bytes=32 time=2ms TTL=126
Reply from 10.1.2.10: bytes=32 time<1ms TTL=126
Reply from 10.1.2.10: bytes=32 time<1ms TTL=126
Reply from 10.1.2.10: bytes=32 time<1ms TTL=126
Ping statistics for 10.1.2.10:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 2ms, Average = O0ms

54 fcES®
5.4.1 FW1 f9feE

#
acl number 3000

rule 5 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.255
#

ipsec proposal prop16217151963
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encapsulation-mode auto
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256
#
ike proposal 1
encryption-algorithm aes-256
dh group14
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ike peer ike162171519631
exchange-mode auto
pre-shared-key %/%#TwA) \TJzZTtF8tRRU6K#DD"zU-1"OI*(Em%ILTb['%A%#
ike-proposal 1
remote-id-type none
dpd type periodic
remote-address 40.1.1.2
rsa encryption-padding oaep
rsa signature-padding pss
local-id-preference certificate enable
ikev2 authentication sign-hash sha2-256
#
ipsec policy ipsec1621715194 1 isakmp
security acl 3000
ike-peer ike162171519631
proposal prop16217151963
tunnel local applied-interface
alias 1
sa trigger-mode auto
sa duration traffic-based 5242880
sa duration time-based 3600
#
interface GigabitEthernet0/0/3
undo shutdown
ip address 40.1.1.1 255.255.255.0
ipsec policy ipsec1621715194
#
interface GigabitEthernet0/0/1
undo shutdown
ip address 10.1.1.1 255.255.255.0
#
firewall zone trust
set priority 85
add interface GigabitEthernet0/0/2
#
firewall zone untrust
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set priority 5
add interface GigabitEthernet0/0/3
#
ip address-set 10.1.1.0/24 type object
description 4% A HtitiEES
address 0 10.1.1.0 mask 24
#
ip address-set 10.1.2.0/24 type object
description %% B HEHEES
address 0 10.1.2.0 mask 24
#
security-policy
rule name ipsec1
description F4& A-%E B
source-zone trust
destination-zone untrust
source-address address-set 10.1.1.0/24
destination-address address-set 10.1.2.0/24
action permit
rule name ipsec2
description R4% B-R4E A
source-zone untrust
destination-zone trust
source-address address-set 10.1.2.0/24
destination-address address-set 10.1.1.0/24
action permit

rule name untrust-local
source-zone local
source-zone untrust
destination-zone local
destination-zone untrust
action permit

#

5.4.2 FW2 i9fic &

#
acl number 3000
rule 5 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.255
#
ipsec proposal prop16217202185
encapsulation-mode auto
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256
#
ike proposal 1
encryption-algorithm aes-256

dh group14
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authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ike peer ike162172021857
exchange-mode auto
pre-shared-key %/%#-"i1,QFGVWsErbOB@ph98G-PW*QI_1W-{Z~58>0.%"%#
ike-proposal 1
remote-id-type none
dpd type periodic
remote-address 40.1.1.1
rsa encryption-padding oaep
rsa signature-padding pss
local-id-preference certificate enable
ikev2 authentication sign-hash sha2-256
#
ipsec policy ipsec1621720216 1 isakmp
security acl 3000
ike-peer ike162172021857
proposal prop16217202185
tunnel local applied-interface
alias 1
sa trigger-mode auto
sa duration traffic-based 5242880
sa duration time-based 3600
#
interface GigabitEthernet0/0/3
undo shutdown
ip address 40.1.1.2 255.255.255.0
ipsec policy ipsec1621720216
#
interface GigabitEthernet0/0/2
undo shutdown
ip address 10.1.2.1 255.255.255.0
#
firewall zone trust
set priority 85
add interface GigabitEthernet0/0/2
#
firewall zone untrust
set priority 5
add interface GigabitEthernet0/0/1
#
ip route-static 0.0.0.0 0.0.0.0 40.1.1.1
#
ip address-set 10.1.1.0/24 type object
description 4§ A HBlIEES




A

} ity SIS teE
HUAWEI HCIA-Security 3E3515 SF 288

address 0 10.1.1.0 mask 24
#
ip address-set 10.1.2.0/24 type object
description %% B HEiEES
address 0 10.1.2.0 mask 24
#
security-policy
rule name ipsec1
description 4% A-%E B
source-zone trust
destination-zone untrust
source-address address-set 10.1.1.0/24
destination-address address-set 10.1.2.0/24
action permit
rule name ipsec2
description R4% B-R4E A
source-zone untrust
destination-zone trust
source-address address-set 10.1.2.0/24
destination-address address-set 10.1.1.0/24
action permit

rule name untrust-local
source-zone local
source-zone untrust
destination-zone local
destination-zone untrust
action permit

#

5.5 BE@

R A 5l B ZENITEEHDEENIER, FEFXEEHOESE NAT IEETFE
HA?

sEELER:

I A 5l B Z[BHREE A IE FSAERIRHEEIHEO, iEREOAR ITE
25 NAT. 5 IPSec, SNIRHOBE NAT, —EZEHEI A S5\ B ZaRREHT
brihilgzo
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SSL VPN SCig

6.1 SEIG 48

6.1.1 KXF AL

NTFERRAYEW RS, RIS AMIAIEXS &R IR THEHTHEFIALE, BSAIENA
FRETESRISIEN T RERRIZSAINER, RIEISIAERIRR T RN IR .

MEEEANARA (groupl ) BRI REFHEHEEEIRE— AR IP ik, RESE
M—HERREIAERSEMER. BIMATIEREEZEN, RABRAMIERESRIAIAIES
IR TN RFAFPRISHHITINLE,

6.1.2 L3 HAY
e ZE4E SSL VPN EHIMXHIECE /5% ;
e THE SSL VPN {ERIHSFNHEMAL

6.1.3 SCIGZAMN A

SSL VPN Tunnel

Internet GE0/0/2
10.1.2.1/24

o 1.1.1.1/24
Mobile office user

Server

10.1.2.10/24
E16-1 SSL VPN SC3SHR$MNE]
6.1.4 SCIGHLE)
x6-1 ig MBI ek
& | Pzt L2 X
GigabitEthernet0/0/1 1.1.1.1/24 untrust
"W GigabitEthernet0/0/2 10.1.2.1/24 trust
Server Eth0/0/1 10.1.2.10/24 trust




A

HUAWEI

HCIA-Security SLISIESF iR

590

EZNDAYNG

Eth0/0/1

EFE M BIR]

untrust

6.2 SLI{FERHECE

6.2.1 o ERIR

1ECESZEON 1P i, BSEOMANNNLZEXIE
2. EeEFAPFIAIE,
3.2 SSL VPN [,
4.FoE SSL IMNESHL.

5 ERERE

6.2.2 BcEZE - Web

L' EBEEO.

1TECE:

# 76 FW E¥EIR “FI48 > 32007 893 GigabitEthernet 0/0/2 3SRz [ | 488

1TECE:

public

public

untrust

IPv6

°) EEIP

1.1.1.1/24

o= b=l O3

DHCP

]

# 1 FW Bk “M%% > #2007 & GigabitEthernet 0/0/1 XFRZAY 4 , 1708

s

i

77
(=]

=

nrs

LN

5

=
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M GE X
#EOER GE0/0/2
bi=)uss
ERERO® public v |*
VPNZZf public v |*
22X trust v
#0 (® BBmH o= R #Ox
IPv4 IPv6
EEsE ® #wSIP ) DHCP
P 10.1.2.1/255.255.255.0

SOARIE

ST 2 BRERFFHALE.

# 1EF "R > AR > default” , IRUITSHEE,

FAF user0001 FRBRIFF4EA “/default/groupl” , “IAIEZEEY” RAMIAIE, “ZR” K
Password@123 ( FEFR, 7EHrEAF user0001 Za, RcHiELSA
“/default/group1” , XHEABEFEFERAFIIS|AECIRIFIIRREZEA )

8¢ uscesase mE e M At ER Bre s
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e usceszse mE R WE R

EEns- s, BER
2. mRES (Faa o) SNE0L
Boesowordts®.

I 3 #ZE SSL VPN W%,

# G ‘M4 > SSLVPN > SSLVPN” , BB “¥r2” , IREBINTSHEE, RERMES
E “-F_i” o

& SSL VPN X
Qrxen
* PSSR gaateway
GE0/0/1 0Ir) w0 | 443 <1024-50000> EU& 443
(3
BT ATRIFFEERE, EETEESEE. FRSSEN)
BEQ®
(FREBSREED
RISSIES 0 AEEZENEAMIELSIEERAEZNVINEFETZER,
PEEE © RSA SM2
* FHBIES default (EBAIES)
BRAE
NESR @ AFR+ZB
IAIESE AL
€]
DNSEHEEE
BEEREE
SiERaIaE S <1-1440>53%8
SEREEBTRS
EREE 1440 <60-2880>5%k
BAHEAPY I 10| <1-100>

o | e
# £ “MET R SRR AT AT AR S B RMtit . SEkfERE T —

i
v o
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HUAWEI

‘“ USGE525F
skt

mE e MR WS [WE] A%

FRRERE
WIZONSESE
WEDNSESE
WENENSES R

WIENENSIEE

# 4REEGIEE SSL VPN i N R A LB AY A RETR

RS REIR

* ERE

* IPRIER

* FRED

R

test

10.1.20

255.255.255.0

# BCE SSL VPN ABEI/AR. £ “AeEMIR” f, BF ‘" , KTERERE

RINSH, R&EkERE “HBE” .
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RGN

RE

XEAF

XER2E

BRSO

# IR0 ‘AeENV/BAR” BERE, BE “HE” .

$7E SSL VPN .
QrxEs BEEFE
o o mermesn - o
0O =& =R AEmeq
eﬁﬁﬂﬂ O role A user0001 A groupt

TR 4 BERLHE.

# BCEM Internet Bl FW f9Z2REE, AIFHERTES SSL VPN X, &% “5KIg > %
2K > Z2HRE” . B “FE , KBTS HEEZT 2K policy01,
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~ R
* SZER policy01
EeEE -- NONE --
~ it
O SEFnsaRRleiE, OEEREE, ®ISSeRISTE
bl
HL2XE € untrust X
Pt/ IEX @ any
L 1
—— o =2xx EXEBE
HL2XE & local X
P iEht X j 1.1.1.1 X
BE O
I P ]

B - NA/BF/RLE/HEE/VLAN ID

RERLNE - RHS/\SH8E/VRUY/ASIE

# BCE FW ZINMAZ 2R, RITHERTIHODERRR, &R ‘R > 225K > £
£HREE” . BE “FE7 , BRUTSHEEZ SR policy02,



A

o SPIAE
HUAWE HCIA-Security SEISTE S F A 5859611

~ R
Seem -- NONE --
~ &

bl

=== & untrust X

P IEHE/IB G 172.16.1.0/24 %

B [
SR P =2k= EHIBE
2K € trust X

P iBHt B G 10.120/24 X

B’E 0

1773\ any

BZ - NA/BF/ZR2E/8EE/VLAN ID

¥ "I
it
I
o

AEZLNE - RAES/A\SHSE/VRUY/ASEE

# BE Server B IP HBHHEEE 9 10.1.2.10/24, WX 10.1.2.1, LEAbERE,

6.3 ERIGUE
# EBIIDAANRBRZIHRITFF “UniVPN” ZRin, SZTEHIT SSL VPN BENRE,
# $132 SSL VPN i&EE:
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VPNConnect 8 - X

| Select Connection: {» Proxy Settings [+ New Connectionl
0 @ -

VPN Name:

Bytes Sent:
Bytes Received:

Duration:

User Name:
Virtual Ip Address:

Status:  -----

l Connect ]

# %48 SSL VPN &EEZSH:
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© New Connection X
& SSLVPN
Connection Name:
L2TP/IPSec
test *
Import
Description:
Gateway Address:

# |35 SSL VPN iER:

lu.u * port: [443 I* ©)

Tunnel Mode:

|Auto-sensing
[v Route Overwrite @
[~ GmSSL algorithm @

OK

B0,
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VPNConnect g - X

' Select Connection: & Proxy Settings + New Connection

0 — @
o test w0

VPN Name: tect

Bytes Sent:
Bytes Received:

Duration:

User Name:
Virtual Ip Address:

Status:  -----

# 4T SSL VPN BFIAILE:

v | [~ Automatic

Server Address: ‘ 1.1.1.1:443

User Name: |user0001

Password: ..........l.l

[v Save password [ Automatic login

Login

# BEIEREE:
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© Warning X
Safety warning: untrusted VPN server certificate!

Issued by the server certificate is not credible, you can

choose "Change Setting” , in the subsequent login to
ettt ignore this warning. Or reference "“Help Document” by

importing the certificate method to eliminate the alarm.

Change Setting Help Document
Continue [ Cancel ]
# SSL VPN &R I0:
VPNConnect 8 - X
o | select Connection: @ Proxy Settings -+ New Connection
D=
o Vv test w0
VPN Name: test

Bytes Sent: 0.00 KB
Bytes Received: 0.00 KB

Duration: 00:00:23

User Name: |user0001 Switch Account

Virtual Ip Address:

Status: |5ucr.essfully cnnnect!l

Disconnect ]

6.4 BEESE
6.4.1 FW BY9ECE

#
aaa
authentication-scheme default
authorization-scheme default
accounting-scheme default
domain default
service-type ssl-vpn
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internet-access mode password
reference user current-domain
#
interface GigabitEthernet0/0/1
undo shutdown
ip address 1.1.1.1 255.255.255.0
#
interface GigabitEthernet0/0/2
undo shutdown
ip address 10.1.2.1 255.255.255.0
#
firewall zone trust
set priority 85
add interface GigabitEthernet0/0/2
#
firewall zone untrust
set priority 5
add interface GigabitEthernet0/0/1
#
v-gateway gateway interface GigabitEthernet0/0/1 private
v-gateway gateway alias gateway
#
#***BEGIN***gateway**1*+**#
v-gateway gateway
basic
ssl version tlsv12
ssl timeout 5
ssl lifecycle 1440
ssl public-key algorithm rsa

ssl ciphersuit custom aes256-sha non-des-cbc3-sha aes128-sha

service
network-extension enable
network-extension keep-alive enable
network-extension keep-alive interval 120

network-extension netpool 172.16.1.1 172.16.1.10 255.255.255.0

netpool 172.16.1.1 default

network-extension mode manual

network-extension manual-route 10.1.2.0 255.255.255.0
security

policy-default-action permit vt-src-ip

certification cert-anonymous cert-field user-filter subject cn group-filter subject cn

certification cert-anonymous filter-policy permit-all
certification cert-challenge cert-field user-filter subject cn
certification user-cert-filter key-usage any
undo public-user enable

hostchecker

cachecleaner

vpndb
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group /default
group /default/group1
role
role default
role default condition all
role role
role role condition all
role role network-extension enable
N
#
ip address-set 10.1.1.0/24 type object
address 0 10.1.1.0 mask 24
#
ip address-set 10.1.2.0/24 type object
address 0 10.1.1.0 mask 24
#
ip address-set 1.1.1.1/24 type object
address 0 1.1.1.0 mask 24
#
ip address-set 172.16.1.0/24 type object
address 0 172.16.1.0 mask 24
#
security-policy
default action permit
rule name policy01
source-zone untrust
destination-zone local
destination-address address-set 1.1.1.1/24
service https
action permit
rule name policy02
source-zone untrust
destination-zone trust
source-address address-set 172.16.1.0/24
destination-address address-set 10.1.2.0/24
action permit
rule name pass
action permit

#

6.5 BEW

fE5SRK SSL VPN #ENfT, ImFEENEBANAY CMD FREREZRFN IP IS BHATW?
SELER:

CMD =g route print S S EE IPv4 B8R, AILABEITAR 10.1.2.0/24 A9EEH;
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CMD A% ipconfig srLBEFAMNRES, ALIERIM-REDE Y 172.16.1.1/24-
172.16.1.10/24 hp9E—™ IP thiit,



