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1 B IBER S SENE

1.1 SEIEN A

1.1.1 XFARELIE

B KR S E N = EMEEPEER X AMF Internet 28, RIMSEIS THEANRIIAIX: 7
AXIFIRS R XE . BPKigBEIRENEILXERE, —EEIhEEEEEUNIK

EHITREES .

IRS5=22 X1 AT Branch Server X39MEMAIRSS, FRIRSSESILETHIARIS Server BIFAR] IP BRET
EIAM, Internet FBF{ERAMIAE Branch Server LFEYRIE, DAXEIRARPNEIFAR IP
i5ia Branch Server FASEE,

1.1.2 SCIGZAR 4R

192.168.13.0/24
{GE0/0/1

Internet sranch-Fw  VFW1 Branch Server
I:_]Ti moo.ws,om
PC5(Internet User) WAN-Sw1 WAN-Sw2 VvFW2 PC4(Branch User)
(ACC-SW1E8) £0/0/2 T

=

192.168.14.0/24

-1 SCIaFaFME]

1.1.3 sCIERK!

IRIEEX ML, Branch-FW {fEADZEXMERIHIREE, £ Branch-FW _EFBEIUR
FINEE, BREEIIBA XS vFW 1, BF=Hi5iE Branch Server BUiRE . BRE EHABA XIS vFW2,
F3F#=#l PC4 ( Branch User ) BORE . IBIZEPEIRSS22IEIHRIANE Branch Server BYFAR P B
AR 1P,

BeE ek LA/S , SEB PC5( Internet User ) 8B5S 22118 Branch Server, [@ft PC4( Branch
User ) BEfBI@IIFAMIIASIE) Branch Server,
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x1-1 iwOXERSHIt
RE w0 (REXIE/FRIBERS) IP
GEO0/0/0(untrust/public) 100.1.33.1/30
virtual-ifO(trust/public) /
GE0/0/1(dmz/vFW1) 192.168.13.254/24
Branch-FW virtual-if1 (untrust/vFW1) /
GEO0/0/2(trust/vFW?2) 192.168.14.254/24
virtual-if2 (untrust/vFW2) /
PC4(Branch User) / 192.168.14.104
5 hs FARJIP: 192.168.13.106
ranch Server / ZARIP: 100.1.335
PC5(Internet User) / 100.1.15.105

1.2 SCIGRCEESS

1.2.1 BcERBEE

1. FrEIRE LAY IP U EEZINES, FiakcERIBEHITIREMN .

2. £ Branch-FW E8J# vFW1 0 vFW2, FSHBERZOMARIEIRS S, BEiEE%SIEm
L%, LI PC4 ( Branch User ) BEfi%iE@idFAMIA(E) Branch Server,

3. 7£ Branch-FW EEFBIRSZ=METIAR, & Branch Server B9FANY IP BREST AW IP, ECER:

SERBNLLEE, (£ PC5 (Internet User ) BE

1.2.2 BcEFE - CLI
T 1 ENRRES

B2 MifGia Branch Server,

# 1 Branch-FW EFEEMESINEE, €I vFW1T 1 vFW2 BN EIMER S, HAESECRIR

I/J“}Jn;RD o

[Branch-FW] vsys enable

< Branch-FW> system-view

[Branch-FW] vsys name vFW1
[Branch-FW-vsys-vFW1] assign resource-class r0
[Branch-FW-vsys-vFW1] assign interface GE0/0/1

Enter system view, return user view with Ctrl+Z.

Info: All related configurations on this interface are removed.

[Branch-FW-vsys-vFW1] quit

[Branch-FW] vsys name vFW?2

[Branch-FW-vsys-vFW2] assign resource-class r0
[Branch-FW-vsys-vFW2] assign interface GE0/0/2

Info: All related configurations on this interface are removed.
[Branch-FW-vsys-vFW2] quit
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# WRIEFLNE Branch-FW iR RS ERIEOMNEN 22 XI5 .

[Branch-FW] firewall zone untrust
[Branch-FW-zone-untrust] add interface GE 0/0/0
[Branch-FW-zone-untrust] quit

[Branch-FW] firewall zone trust
[Branch-FW-zone-trust] add interface Virtual-if 0
[Branch-FW-zone-trust] quit

# RIEAKIE Branch-FW EIURF LAYEZOMA BN 22 KIGHEHECE IP bl

[Branch-FW] switch vsys vVFW1

<Branch-FW-vFW1> system-view

Enter system view, return user view with Ctrl+Z.
[Branch-FW-vFW1] firewall zone untrust
[Branch-FW-vFW1-zone-untrust] add interface Virtual-if 1
[Branch-FW-vFW1-zone-untrust] quit

[Branch-FW-vFW1] firewall zone dmz
[Branch-FW-vFW1-zone-dmz] add interface GE 0/0/1
[Branch-FW-vFW1-zone-dmz] quit

[Branch-FW-vFW1] interface GE 0/0/1
[Branch-FW-vFW1-GEO/0/1] ip address 192.168.13.254 24
[Branch-FW-vFW1-GEO/0/1] service-manage ping permit
[Branch-FW-vFW1-GEQ/0/1] quit

[Branch-FW-vFW1] quit

<Branch-FW-vFW1> quit

[Branch-FW] switch vsys vFW2

<Branch-FW-vFW2> system-view

Enter system view, return user view with Ctrl+Z.
[Branch-FW-vFW?2] firewall zone untrust
[Branch-FW-vFW2-zone-untrust] add interface Virtual-if 2
[Branch-FW-vFW2-zone-untrust] quit

[Branch-FW-vFW?2] firewall zone trust
[Branch-FW-vFW2-zone-trust] add interface g0/0/2
[Branch-FW-vFW2-zone-trust] quit

[Branch-FW-vFW?2] interface GE 0/0/2
[Branch-FW-vFW2-GEO0/0/2] ip address 192.168.14.254 24
[Branch-FW-vFW2-GEOQ/0/2] service-manage ping permit
[Branch-FW-vFW2-GEO0/0/2] quit

[Branch-FW-vFW2] quit

<Branch-FW-vFW2> quit

LR’ 2 BSEHiRE

# 7£ Branch-FW BUR RS HECEEHSIEH, A1a) PC4 ( Branch User ) #1 Branch Server AYi&
A BEmEINERS vPEW2 1 vEW1, ERSE EfRREIEERERD T E X alihase o

[Branch-FW]ip route-static 192.168.13.0 24 vpn-instance VFW1
[Branch-FW]ip route-static 192.168.14.0 24 vpn-instance vVFW2
[Branch-FW]ip route-static 0.0.0.0 0 100.1.33.2
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# 1E Branch-FW B9 viW1 EIIRFZHECEEVAIRE, BRIEIIIEHSSEQRES public, F
FeBELEEMEHT PC4 ( Branch User ) i5ia Branch Server BSiRE

[Branch-FW]switch vsys vFW1

<Branch-FW-vFW1> system-view

Enter system view, return user view with Ctrl+Z.

[Branch-FW-vFW1] ip route-static 0.0.0.0 0 public

[Branch-FW-vFW1] security-policy

[Branch-FW-vFW1-policy-security] rule name From_Office_to_Server
[Branch-FW-vFW1-policy-security-rule-From_Office_to_Server] source-zone untrust
[Branch-FW-vFW1-policy-security-rule-From_Office_to_Server] destination-zone dmz
[Branch-FW-vFW1-policy-security-rule-From_Office_to_Server] source-address 192.168.14.0 24
[Branch-FW-vFW1-policy-security-rule-From_Office_to_Server] destination-address 192.168.13.0 24
[Branch-FW-vFW1-policy-security-rule-From_Office_to_Server] action permit
[Branch-FW-vFW1-policy-security-rule-From_Office_to_Server] quit
[Branch-FW-vFW1-policy-security] quit

[Branch-FW-vFW1]

# 7 Branch-FW g9 vFW2 B RS HECEOARE, BRIEMEBESEIEQRES public, F
ELBEZ LM HYT PC4 ( Branch User ) i5]8] Branch Server BSRE .

[Branch-FW] switch vsys vVFW2

<Branch-FW-vFW2> system-view

Enter system view, return user view with Ctrl+Z.

[Branch-FW-vFW?2] ip route-static 0.0.0.0 0 public

[Branch-FW-vFW?2] security-policy

[Branch-FW-vFW2-policy-security] rule name From_Office_to_Server
[Branch-FW-vFW2-policy-security-rule-From_Office_to_Server] source-zone trust
[Branch-FW-vFW2-policy-security-rule-From_Office_to_Server] destination-zone untrust
[Branch-FW-vFW2-policy-security-rule-From_Office_to_Server] source-address 192.168.14.0 24
[Branch-FW-vFW2-policy-security-rule-From_Office_to_Server] destination-address 192.168.13.0 24
[Branch-FW-vFW2-policy-security-rule-From_Office_to_Server] action permit
[Branch-FW-vFW2-policy-security-rule-From_Office_to_Server] quit
[Branch-FW-vFW2-policy-security] quit

[Branch-FW-vFW2]

I8 3 NAT Server B2 &

# 1E Branch-FW BUR RS ECEIRSS 220 ET NAT Server, 3§ Branch Server BYFAR] IP ithilk
192.168.13.106 AREF 923K IP bk 100.1.33.5,

| [Branch-FW] nat server 1 global 100.1.33.5 inside 192.168.13.106 no-reverse

# BeELEHRIEMIT Internet BB Server AUiRE .

[Branch-FW] security-policy

[Branch-FW-policy-security] rule name From_Internet_to_Server
[Branch-FW-policy-security-rule-From_Internet_to_Server] source-zone untrust
[Branch-FW-policy-security-rule-From_Internet_to_Server] destination-zone trust

[Branch-FW- policy-security-rule-From_Internet_to_server] source-address 100.1.15.105 32
[Branch-FW-policy-security-rule-From_Internet_to_Server] destination-address 192.168.13.0 24
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[Branch-FW-policy-security-rule-From_Internet_to_Server] action permit
[Branch-FW-policy-security-rule-From_Internet_to_Server] quit
[Branch-FW-policy-security] quit

# 1E Branch-FW B9 vFW1 ERFFEEZEFRIERIT Internet FIFI5IT) Server BYRE o

[Branch-FW]switch vsys vFW1
<Branch-FW-vFW1> system-view

Enter system view, return user view with Ctrl+Z.

[Branch-FW-vFW1] security-policy

[Branch-FW-vFW1-policy-security] rule name From_Internet_to_server
[Branch-FW-vFW1-policy-security-rule-From_Internet_to_server] source-zone untrust
[Branch-FW-vFW1-policy-security-rule-From_Internet_to_server] destination-zone dmz
[Branch-FW-vFW1-policy-security-rule-From_Internet_to_server] source-address 100.1.15.105 32
[Branch-FW-vFW1-policy-security-rule-From_Internet_to_server] destination-address 192.168.13.0 24
[Branch-FW-vFW1-policy-security-rule-From_Internet_to_server] action permit
[Branch-FW-vFW1-policy-security-rule-From_Internet_to_server] quit
[Branch-FW-vFW1-policy-security] quit

1.23 BcEZ IR - Web

TR ENRSRS

# B F Branch-FW 8% Web SIERME (#ik: https://172.21.10.24:8443/, KS:
Webuser/Admin@123) , FFEEIARZINGE, GIZ vFW1 #1 vFW2, HiRIEMIXISERIEO
IIAEIRENEIMRRITIZ S X,

5B IR EEIRER Web BIETNERMN , RAESIANTE, Al LASEERREA FAE“English”
THES A “fEiEs” .

# 1T ‘RG> BIERSR > BNRR , FTHENRRINRE, ITE.

&2 ysces2se R % FRE 398
n

i

S EBE EESNES

BIEE @
SHES

E1-2 BREMERSI8E
# B IR, SIVFWI, FAESERIE 0, WTE.
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BE1-3 §iE viW1 EERSE

# IR “EOSE” RI5E, 18 GE0/0/1 FOFMNEI vFW1, Fmd “E” , WF
El.

smx Q@ we o me

#OHE
5 BOSE *
N LT

ES =] egEgn

Ll w0 _ ‘ _ I
GEO/0/0
B
GEO0/0/2

<

GEO/0/3

GEO/0/4

Ho&

= I -
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E1-4 £5 vVFW1 REHEllkssiEn

ARG 8

ERES VLAN AFIP b 0]
BOSE
@Fm T BB

&0

GE0/0/1

E1-5 fA vFW1 ES5rs3iEO9He
# vFW1 RIS RE, S0TE.

ERERFIR
Caz T8 C  EEHEs v k Q=R ©
BR b o #®0 HMEREHER i

EELEELEE]
- 225ZZ

a
a

B 1-6 vFW1 IR ZCIETTRk

# LIABRIRIEZREIE vFW2, HIEDECEIR r0, FHF#EO GE0/0/2 iRINEI vFW2 /1, BIEESERk
&, WTE.

Cwviz Ok c| memma || mersw Q= ®

£ Al LmERERER iz

HIik S0%%/H miE 1 )
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BE1-7 BIRAEE
# Branch-FW BN OAY IP Bt EETRES, #RIEMLI, 4§ Branch-FW ERRZavzON0
NENZ 2 X1,
# 1EF ML > #BO7 , =i GE0/0/0 FHOKBNMNMZE X, EZOMA untrust Xig,
yu-F o

“ USG6525F
Huawe!

GEO0/0/0

public

E1-8 WHEEOZeXigiE
# BLESRE, 1§ Virutal-ifo ZFZOMAZR trust Xi%, WTE,

“ USG6525F
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RS
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(I an an © T
255, 55.255.255
O ® nir
100.1.15.105, 1

@ any @ any any any e =1

B1-35 vVFW1 R e RIREE

1.3 ZRIGUE

1.3.1 PC4 1519) Branch Server
# BT iEfEEmEREI PC4, {FH ping @< MELXS Branch Server B9i51a), d1TE:

+H ol 172.21.10204 -8 x

B C:\Windows\system32\cmd.exe

# MBtZRAA PC4 BefZimIa) Branch Server, BE&EIFfTIR.

1.3.2 PC5 ifia] Branch Server

# BItini2RmEFRE PC5, {FH ping @ MIidXS Branch Server BYiAia, dNT~E:
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172.21.10.205

C:\Windows\system32\cmd.exe

C:\Users\admin>e

# MBXZEAA PC5 BEfZiAIE) Branch Server, Bi&EIFfATIR.

14 BeE2%E ((NEBRASLIGHEXEE )
1.4.1 Branch-FW BYECE

#
vsys enable
#
vsys name VFW1 1
assign interface GE0/0/1
assign resource-class r0
#
vsys hame VFW2 2
assign interface GE0/0/2
assign resource-class r0
#
ip vpn-instance vVFW1
ipv4-family
ipv6-family
#
ip vpn-instance vFW2
ipv4-family
ipv6-family
#
interface MEth0/0/0
ip binding vpn-instance _management_vpn_
ip address 172.21.10.24 255.255.128.0
#
interface GE0/0/0
ip address 100.1.33.1 255.255.255.252
service-manage ping permit




Ve

HUAWEI

HCIE-Security V3.0 SLI818SF M

#
interface GE0/0/1
ip binding vpn-instance vVFW1
ip address 192.168.13.254 255.255.255.0
service-manage ping permit
#
interface GE0O/0/2
ip binding vpn-instance vFW2
ip address 192.168.14.254 255.255.255.0
service-manage ping permit
#
interface Virtual-ifO
#
interface Virtual-if1
#
interface Virtual-if2
#
ip route-static 0.0.0.0 0.0.0.0 100.1.33.2
ip route-static 192.168.13.0 255.255.255.0 vpn-instance vVFW1
ip route-static 192.168.14.0 255.255.255.0 vpn-instance VFW2
#
firewall zone trust
set priority 85
add interface Virtual-ifO
#
firewall zone untrust
set priority 5
add interface GE0/0/0
#
firewall zone dmz
set priority 50
#
nat server 1 global 100.1.33.5 inside 192.168.13.106 no-reverse
#
security-policy
rule name From_Internet_to_Server
source-zone untrust
destination-zone trust
source-address 100.1.15.105 mask 255.255.255.255
destination-address 192.168.13.0 mask 255.255.255.0
action permit
#
switch vsys vVFW1
#
interface GE0/0/1
ip binding vpn-instance VFW1
ip address 192.168.13.254 255.255.255.0
service-manage ping permit
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#
interface Virtual-if1
#
ip route-static 0.0.0.0 0.0.0.0 public
#
firewall zone local
set priority 100
#
firewall zone trust
set priority 85
#
firewall zone untrust
set priority 5
add interface Virtual-if1
#
firewall zone dmz
set priority 50
add interface GE0/0/1
#
security-policy
rule name From_Office_to_Server
source-zone untrust
destination-zone dmz
source-address 192.168.14.0 mask 255.255.255.0
destination-address 192.168.13.0 mask 255.255.255.0
action permit
rule name From_Internet_to_server
source-zone untrust
destination-zone dmz
source-address 100.1.15.105 mask 255.255.255.255
destination-address 192.168.13.0 mask 255.255.255.0
action permit
#
switch vsys vFW2
#
interface GE0/0/2
ip binding vpn-instance vVFW2
ip address 192.168.14.254 255.255.255.0
service-manage ping permit
#
interface Virtual-if2
#
ip route-static 0.0.0.0 0.0.0.0 public
#
firewall zone local
set priority 100
#
firewall zone trust
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set priority 85
add interface GE0/0/2
#
firewall zone untrust
set priority 5
add interface Virtual-if2
#
firewall zone dmz
set priority 50
#
security-policy
rule name From_Office_to_Server
source-zone trust
destination-zone untrust
source-address 192.168.14.0 mask 255.255.255.0
destination-address 192.168.13.0 mask 255.255.255.0
action permit

1.5 BEIM

Virtual-if #OSEMPXEZ BB AXE?

BE: Virtual-if EORAECIZEIXIENINE, SEMIKIE—REFER, FFEF)
BlE, ATEMPIXIEZEIREE,
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2. JHE—ZERENSE It ERENNERENRBSZEFTR, BB DX IE T i
E7 IPS g%, RNATHRERISEMEIGET IS, FEE IPST 1 1PS2 18
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8. EEBENR.

IPS IRE WA EERE IR

222 BcE
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3. EERERE.

i

S pkEEOEMNES
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2.4.1 HQ-FW1 ffie s

healthcheck enable
#
hrp enable
hrp auto-sync config static-route
hrp interface Eth-Trunk1 remote 192.168.10.18
hrp track healthcheck FW2Edge
hrp track interface GEO/0/4
hrp authentication-key Huawei@123
#
undo firewall packet-filter basic-protocol enable
#
interface MEth0/0/0
ip binding vpn-instance _management_vpn_
ip address 172.21.10.21 255.255.128.0
#
interface Eth-Trunk1
ip address 192.168.10.17 255.255.255.252
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#
interface GE0/0/0
ip address 100.1.34.1 255.255.255.248
vrrp vrid 1 virtual-ip 100.1.34.3 active
service-manage ping permit
#
interface GE0/0/1
ip address 100.1.35.1 255.255.255.248
vrrp vrid 2 virtual-ip 100.1.35.3 active
service-manage ping permit
#
interface GE0/0/2
eth-trunk 1
#
interface GE0/0/3
eth-trunk 1
#
interface GE0O/0/4
ip address 192.168.10.49 255.255.255.252
service-manage ping permit
#
ospf 1 router-id 21.21.21.21
default-route-advertise
opaque-capability enable
area 0.0.0.0
network 192.168.10.48 0.0.0.3
#
ip route-static 0.0.0.0 0.0.0.0 100.1.34.6
ip route-static 0.0.0.0 0.0.0.0 100.1.35.6 preference 100
#
healthcheck name FW2Edge
destination 100.1.31.1 interface GEO/0/0 next-hop 100.1.34.6 protocol icmp
destination 100.1.32.1 interface GEO/0/1 next-hop 100.1.35.6 protocol icmp
#
firewall zone trust
set priority 85
add interface GE0O/0/4
#
firewall zone untrust
set priority 5
add interface GE0/0/0
add interface GE0/0/1
#
firewall zone dmz
set priority 50
add interface Eth-Trunk1
#
return
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2.4.2 HQ-FW2 g9tie &

hrp enable
hrp device standby
hrp auto-sync config static-route
hrp interface Eth-Trunk1 remote 192.168.10.17
hrp authentication-key Huawei@123
#
undo firewall packet-filter basic-protocol enable
#
interface MEth0/0/0
ip binding vpn-instance _management_vpn_
ip address 172.21.10.22 255.255.128.0
#
interface Eth-Trunk1
ip address 192.168.10.18 255.255.255.252
#
interface GE0/0/0
ip address 100.1.34.2 255.255.255.252
#
interface GE0O/0/1
ip address 100.1.35.2 255.255.255.252
#
interface GE0/0/2
eth-trunk 1
#
interface GE0O/0/3
eth-trunk 1
#
interface GE0/0/4
ip address 192.168.10.65 255.255.255.252
#
interface GE0O/0/5
ip address 172.21.10.52 255.255.128.0
#
ospf 1 router-id 22.22.22.22
default-route-advertise
opaque-capability enable
area 0.0.0.0
network 192.168.10.64 0.0.0.3
#
ip route-static 0.0.0.0 0.0.0.0 100.1.34.6
ip route-static 0.0.0.0 0.0.0.0 100.1.35.6 preference 100
#
lldp enable
#
firewall zone local
set priority 100
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#
firewall zone trust
set priority 85
add interface GE0/0/4
#
firewall zone untrust
set priority 5
add interface GE0/0/0
add interface GE0/0/1
#
firewall zone dmz
set priority 50
add interface Eth-Trunk1
#
return

2.4.3 IPS1 BIECE

#
hrp enable
hrp mirror session enable
hrp interface GE0O/0/6 remote 192.168.10.254
hrp track interface GEO/0/0
hrp track interface GE0/0/1
hrp authentication-key Huawei@123
#
interface MEth0/0/0
ip binding vpn-instance _management_vpn_
ip address 172.21.10.41 255.255.128.0
#
interface GE0/0/0
portswitch
port default vlan 1
#
interface GE0/0/1
portswitch
port default vlan 1
#
interface GE0/0/6
ip address 192.168.10.253 255.255.255.252
#
firewall zone trust
set priority 85
add interface 10GE0/0/0
add interface 10GE0/0/2
add interface 10GE0/0/4
add interface GE0/0/1
add interface GE0/0/10
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add interface GE0/0/12
add interface GE0/0/14
add interface GE0/0/2
add interface GE0/0/4
add interface GE0O/0/8
#
firewall zone untrust
set priority 5
add interface 10GE0/0/1
add interface 10GE0/0/3
add interface 10GE0/0/5
add interface GE0/0/0
add interface GE0/0/11
add interface GE0/0/13
add interface GE0/0/15
add interface GE0/0/3
add interface GE0O/0/5
add interface GE0O/0/7
add interface GE0O/0/9
#
firewall zone dmz
set priority 50
add interface GE0/0/6
#
pair-interface name g0/0/10_to_g0/0/11
pair GEO/0/10 GE0/0/11
pair-interface name g0/0/2_to_g0/0/3
pair GEO/0/2 GEO/0/3
pair-interface name g0/0/12_to_g0/0/13
pair GEO/0/12 GE0/0/13
pair-interface name g0/0/4_to_g0/0/5
pair GE0/0/4 GEO/0/5
pair-interface name g0/0/14_to_g0/0/15
pair GEO/0/14 GE0/0/15
pair-interface name g0/0/8_to_g0/0/9
pair GE0/0/8 GEO/0/9
pair-interface name 10ge0/0/0_to_10ge0/0/1
pair T0GEO/0/0 10GEO/0/1
pair-interface name 10ge0/0/2_to_10ge0/0/3
pair T0GE0O/0/2 10GE0/0/3
pair-interface name 10ge0/0/4_to_10ge0/0/5
pair T0GE0/0/4 10GE0/0/5
#
return

2.4.4 IPS2 B9ECE

| #
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hrp enable
hrp mirror session enable
hrp interface GEO/0/6 remote 192.168.10.253
hrp track interface GE0/0/0
hrp track interface GE0/0/1
hrp authentication-key Huawei@123
#
interface MEth0/0/0
ip binding vpn-instance _management_vpn_
ip address 172.21.10.42 255.255.128.0
#
interface GE0/0/0
portswitch
port default vlan 1
#
interface GE0/0/1
portswitch
port default vlan 1
#
interface GE0/0/6
ip address 192.168.10.254 255.255.255.252

#

firewall zone trust
set priority 85
add interface T0GE0/0/0
add interface 10GE0/0/2
add interface 10GE0/0/4
add interface GE0/0/1
add interface GE0/0/10
add interface GE0/0/12
add interface GE0/0/14
add interface GE0/0/2
add interface GE0/0/4
add interface GE0O/0/8

#

firewall zone untrust
set priority 5
add interface 10GE0/0/1
add interface 10GE0/0/3
add interface 10GE0/0/5
add interface GE0/0/0
add interface GE0/0/11
add interface GE0/0/13
add interface GE0/0/15
add interface GE0/0/3
add interface GE0O/0/5
add interface GEO/0/7
add interface GE0/0/9
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#

firewall zone dmz
set priority 50
add interface GE0O/0/6

#

pair-interface name g0/0/10_to_g0/0/11
pair GEO/0/10 GE0/0/11

pair-interface name g0/0/2_to_g0/0/3
pair GEO/0/2 GE0/0/3

pair-interface name g0/0/12_to_g0/0/13
pair GE0/0/12 GE0/0/13

pair-interface name g0/0/4_to_g0/0/5
pair GEO/0/4 GEO/0/5

pair-interface name g0/0/14_to_g0/0/15
pair GE0/0/14 GEO/0/15

pair-interface name g0/0/8_to_g0/0/9
pair GE0/0/8 GEO/0/9

pair-interface name 10ge0/0/0_to_10ge0/0/1
pair T0GE0O/0/0 10GEO/0/1

pair-interface name 10ge0/0/2_to_10ge0/0/3
pair T0GE0O/0/2 10GE0/0/3

pair-interface name 10ge0/0/4_to_10ge0/0/5
pair T0GE0/0/4 10GE0/0/5

#

return

2.4.5 DC-FW fVECE

#
slb
security-policy enable
group 0 Web_Server_Group
health-check type icmp
rserver O rip 192.168.16.107 status health-check
rserver 1 rip 192.168.16.108 status health-check
vserver 0 HQ_Web_Server
vip 0 192.168.16.109
group Web_Server_Group
protocol any
source-nat interface-address
#
security-policy
rule name slb
source-zone untrust
vserver HQ _Web_Server
action permit
#
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2.5 BEW

AR, EBERKE TR IPS IRENTHEBRHIERANTAS RS, MAZEM
Lime&FRE—H, BBEFSORIANTAERE?

TR ABER IPS ®REFLFA=ZRRE, BTRAFTERZERHSE, WSERREAHE
H ORISR E SRS R B SIEEMITHERITX D . BEiTEEREES
&1, FHAY VLAN 1525, RIS, IPS E MTIREEE—EHEEMEEZIKE,
KBS,
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3.1 LIS/ 48

3.1.1 XF AR

NEIMEB XD AXIZRIZE ACCIENERM, HTEELCRE AGG HEll, 789 PCIE
HNEIENRS . HIRIEEDARXRKFE PC ERMIZESM, TR REiSmaIR gy
TEHEWLS, EXMIMERE MAC BIEERREN . ixOZ%£LAK DHCP-Snooping AR

3.1.2 SCIGZEM MR

2 X
Core-R1 Core-R2
AGG-5w1

(DHCP Server) AGG-Sw2

MAX G0/0/3 coo/3  BakR
G0/0/1 G0/0/2

ACC-Sw1 ACC-Sw2

(ACC-SWw1E )
PC1Dj Dj PC2

E3-1 SLI8HRINE

3.1.3 SCEOFLK
1. BEPEEDAXIGEIEGIENTICER B ACC-SW LIK AGG-SW AR TR BRI
AR5 . PIFRERAXIGHEIHN_EBRANBELZE, BTEAE AGG-SW1 5 ACC-SW1 SpEKIE
RZEFAR,
2. ABBLE " ERETEAEREFEH MAC iZ58, FH1E AGG-SW1 EE ACC-SW1 B9EO Lk
ERBIARENINGE, JENEIIREALER, EOBXA.
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3. HEXDAANREIEE, ABLETFEIRAZBRIBANEEZR, EREELZERE, &
£ ACC-SW1 B EirAEZE/A, BEONBFES 51 MACEN,

4. EXZRIRE AGG-SW1 F—oHEeshZs IP ik, AL DHCP KRGS, EEE ACC-SW1
&2 DHCP-snoopping A, (MEZkE AGG-SW1 IEAAY DHCP ACK. DHCP NAK #0
DHCP Offer iR .

3.2 SLISECE (1TSS

3.2.1 BLEREIR
1. BERIHAX ML CERIARIENERE, AGG-SW1\ACC-SW1 Bl BB AL B CFfC, SEIRRT
BNE, EahcERR, BMIBRRE)HIT, TEBTEE.
2. NEIHBANIMER CREE MEETEAERR, SNBSS FEIREE,
NBEZE LRV EMRFIBPEA MAC ERIISR, IKEFERSE CPU RR, EEAJRESE
HIERIMIEANEW S SR, MEEECER AGG-SW1 TEX ACC-SW1 AYZOTES
B MAC b ERAENITHEE
3. NEED D AKIFAZRANERETES:, THEEEANOEKEEFNAARHERTE,
NERRERDHERFHIZINBEANERZ S, SEBAZBIL ACC-SW1 BiE PC IMNOT
EeEimOLZ2INEE
4. NEAEXRin(FERARICERERIIZEMAY DHCP IRSBIAEENES N FM, JoiiEE DHCP
BB, FEE ACC-SW1 HEZE DHCP-Snooping IHAE

3.2.2 Bc B

T 1 AGG-SW1 BLE MAC HiEZFEHE

# BF AGG-SW1 FHHARZUE

| <AGG-SW1>system-view

# {F8E MAC ZRAGNINRE .

| [AGG-SW1] mac-address flapping detection

# HAN G0/0/3 #ZFOME (IEOESTT ACC THHNEE ) -

| [AGG-SW1] interface g0/0/3

# BCETE GO/0/3 #OHENEI MAC EREXMIZED .

[AGG-SW1-GE0/0/3] mac-address flapping action error-down
[AGG-SW1-GEO0/0/3] quit

1% D ACC-SW1 FEBisO%s

# BF ACC-SW1 FHHARSZUE,

| <ACC-SW1>system-view
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# B GE0/0/22 #2[ (IO MTEESLIRIMEEMN ) -

| [ACC-sW1] interface g0/0/22

# {ﬁﬁblﬁ'ﬁ /E\Iﬂﬁbo

| [ACC-SW1-GE0/0/22] port-security enable

# REZEOT MAC it KFEIHEN 5.

| [ACC-SW1-GE0/0/22] port-security max-mac-num 5

# REBEOZIZIR MAC HBHEEEL A sticky 28 MAC,

[ACC-SW1-GE0/0/22] port-security mac-address sticky
[ACC-SW1-GE0/0/22] quit

I8 3 ACC-SW1 EZE DHCP snooping
# BH ACC-SW1 HHANRZGIE.

| <ACC-SW1> system-view

# {585 DHCP LAKz DHCP snooping Ih&E,

[ACC-SW1] DHCP enable
[ACC-SW1] DHCP snooping enable

# A vlan11 BECBME ( PC1. ACC-SW1. AGG-SW1 A vlan11 BE%) .

| [ACC-sW1] vian 11

# 1£ vlan11 T{#8E DHCP snooping, H8ES AGG-SW1 BEXHY g0/0/1 $#8 DHCP IR

EEED.

[ACC-SW1-vlan11] DHCP snooping enable
[ACC-SW1-vlan11] DHCP snooping trusted interface g0/0/1

3.3 ERIGIE
3.3.1 &F MAC il EBt S =R

# £ AGG-SW1 t{EMAds< display mac-address flapping EEHEELER

[AGG-SW1]display mac-address flapping
MAC address Flapping Configurations :

Flapping detection : Enable
Aging time(sec) : 300
Quit VLAN Recover time(min) : 10
Exclude VLAN list |-

Low level VLAN list D -

Middle level VLAN list : 1 to 4094
High level VLAN list D -
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332 BRiROZENEESE

# 7£ ACC-SW1 Lf$EMHm< display mac-address sticky EEEEER, AJLAERHEE 3 £
sticky MAC 28,

[ACC-Sw1]dis mac-address sticky

MAC Address VLAN/VSI/BD Learned-From Type
286e-d489-e012 1/-/- GE0/0/22 sticky
e8bd-d103-cac0 1/-/- GE0/0/22 sticky
286e-d489-95ee 11/-/- GE0/0/22 sticky

Total items displayed = 3

3.3.3 && DHCP-Snoopping BIECE LS
# 1£ ACC-SW1 L{EMA#< display dhcp snooping statistics global &% DHCP R HI&FIHE

N0

[ACC-Sw1]dis dhcp snooping statistics global
DHCP Snooping Statistics:

Client Request:

Dhcp Discover: 182325
Dhcp Request: 74
Dhcp Decline: 0
Dhcp Release:
Dhcp Inform:

Server Reply:
Dhcp Offer: 0
Dhcp Ack: 2
Dhcp Nak:

Drop Packet:
Dropped by mac-address check: 0
Dropped by untrust reply: 0
Dropped by request conflict: 0
Dropped by no trust port: 0
Delete DHCP snooping table:
Receive release packet: 0
Receive decline packet: 0
Lease expired: 1
User command: 0
Client transfers: 0

Interface down: 0
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Arp detect: 0
Ucm notify: 0
Terminal Identity:
Single upload count: 0
Batch get count: 0
Batch upload count: 0

34 BeEZSE ((NRRASLRBEXAE )
3.4.1 AGG-SW1 HIECE

#

sysname AGG-SW1

#

mac-address flapping detection

#

interface GE0O/0/3

mac-address flapping action error-down
#

Return

3.4.2 ACC-SW1 HVECE

#
sysname ACC-SW1
#
DHCP enable
#
DHCP snooping enable
#
vlan 11
DHCP snooping enable
DHCP snooping trusted interface GE0/0/1
#
interface GE0/0/22
port-security enable
port-security max-mac-num 5
port-security mac-address sticky
#
Return

3.5 BEGn
EATRERZNEBLLRBRELWNELZSE, MILEBEINREZIRETEIEAR?
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& HHEMRSRERHNZ 2N TERNEHRANEER —_ER_EU LERRE
GRS, MRRLZEFATEHN RS, BXAFMEIMEZEFER, Bk, IR
MBEARUT BRANZEEERIFEEER, [REERAREE—TEREE LRERANER
T2
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izl S S

4.1 SCIGN R

4.1.1 XF AL

RNTIREDZRMEFRWSIERET, FE2CES AR KIFZEMX vFIW2 B RAEIER,
HITX G2 eSEIREE, AR A T LEE TR IP it ERIRAIME IR T1T)9 , XIEF vFW2
AUmEH1T URPF 15,

EZeMEREESINEF, afLUES7EIRREE FALE OSPF IRMIGIUFRIZES OSPF MM4ZRY
Zeth, RELIBEXIE 0 FFE OSPF IRSIGIIE .
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4.1.2 SCEGLAMI 7B
ﬁiffﬂ, 192.168.13.0/24

Internet Branch-pw. VFW1 Branch Server
vFW2 PC4(Branch User)
s I PN
Edge-Swil Edge-Sw2 192.168.14.0/24

HQ-FW1 [pe---------==-=-=- HQ-FW2

OSPF Area 0

Core-R1

DC-FW Agg-Swl Agg-Sw2

E4-1 SLI8IRINE

4.1.3 SEIGRRK
BBV, £E Branch-FW £ vFW2 SIRREIBRIKS . BRTATHALLIE IP At RIRH0R
(TR, IR VW2 MIRERHT URPF 08, IEERBBRER.
BESREREIE T OSPF #HTIMSS, HIREREIREES, 7 OSPF BRI 0 chFFRIA
iE, INBEEHRET 8 I,

F4-1 g SR

RE mO(ZeXIig/FERS) IP
HQ-FW1 GEOQ/0/4(Trust/public) 192.168.10.49/30
HQ-FW2 GEOQ/0/4(Trust/public) 192.168.10.65/30

GEOQ/0/0(Trust/public) 192.168.16.254/24
DC-FW GEO0/0/1 (Untrust/public) 192.168.10.41/30
GEO0/0/2(Untrust/public) 192.168.10.45/30

Branch-FW GEO0/0/0(Untrust/public) 100.1.33.1/30




Az

HUAWEI HCIE-Security V3.0 SC38IES T 75
Virtual-ifO(Trust/public) /
GEO0/0/2(Trust/vFW2) 192.168.14.254/24
Virtual-if2(Untrust/public) /
GEO0/0/1 192.168.10.50/30
Core-R1 GEO0/0/2 192.168.10.53/30
GEO0/0/5 192.168.10.42/30
GEO/0/1 192.168.10.66/30
Core-R2 GE0/0/2 192.168.10.54/30
GEO0/0/5 192.168.10.46/30
PC4 / 192.168.14.104

4.2 SEIRCE{ESS

4.2.1 ELE RS
1. £ Branch-FW £J9 vFW2 SIEREIFG K IBIIEER .
2. 7 Branch-FW tECE URPF 19E, [FEREEHEEEEEARBZANLE,
3. TERERMILZAY OSPF X1 0 FhFFEHMSGAILE.

4.2.2 BEELTIE

FIE 1 gliE viwW2 BERIKS

# &3 Branch-FW ( i#biik: https://172.21.10.24:8443/, TKS: Webuser/Admin@123) , &
HaLA “EBIRS” BITHSER, EIF “vFW27 , IIREEIG XIS vFW2, ITE:

wES | | & 2 B & webuser

M

i

E4-2 1] vFW2 RHURSE

# £ VFW2 [EHIRS Web EBREERE ‘% > EBR > EEBR” , £ “FiE” , ¢
BRP&3 admin@@vFW2, Zi58 “Huawei@123” ISIERKS, AN “‘RAEER” ,
DIFESERET Web AREFR VFW2, WIITE:
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ﬁuseeszs; miE  Em FE We RS RS W2 L B & webuser

admin@@vFW2

ERn 818 4%
P TR, BUEE;

manage-ugRITEIRR)

o~ R

AT (8 Web(HTTP/HTTPS)[] Teinet
O ssh 0 console
(mlad

-3 Bl VFW2 RETETER
# EERKSEIETME, JRIMTE:

_‘m! USG6525F R e R HR OE EURE | W2
© Em . EERAE
SRR
Q WNAPE
& =ER .
O | mFs PSR - WA == g
O |sdmin@@vrwz manage-ug(RETER) Web(HTTP/HTTPS) 0
TERAS
WiEm

El4-4 vFIW2 SIER(ER

# R W% > 07, £ GE0/0/2 O THEHINEIEINRE, /S HTTPS EIEINgE, BiK
BFATE:

ﬁ USG6525F mE e AR o (W@l &%

{EXGE %
L =40 OF -3 = SN
1Pv4 1Pvé
1Bt 192.168.14.254/255.255.255.0 Y 1.1.1/255.255.255.0
BOWE
ABEFER kbit/s v | <60-1000000> IREFHED
HSEEE Kbit/s v | <60-1000000> IEEPHED
WiEEHIEE @
HTTP Ping SSH
Telnet NETCONF SNMP

ol - |

El4-5 o GO/0/2 #EETEYRE

LI 2 FELE URPF
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# AT Z AR KISR0 ME 192.168.14.0/24 JT URPF 1485, B4EBEE ACL
TR EFFMER, ZJS1E Branch-FW 8810 GE0/0/2 TFHS URPF A8, (HE#MENHE
WIS, BEGSWT:

[Branch-FW] acl 2000

[Branch-FW-acl4-basic-2000] rule permit source 192.168.14.0 0.0.0.255
[Branch-FW-acl4-basic-2000] quit

[Branch-FW] interface g0/0/2

[Branch-FW-GEO0/0/2] ip urpf strict acl 2000

[Branch-FW-GE0/0/2] quit

LI 3 BEHGAL

# HQ-FW1 tHMGAIEACE |

HRP_M[HQ-FW1] ospf 1

HRP_M[HQ-FW1-ospf-1] area O

HRP_M[HQ-FW1-ospf-1-area-0.0.0.0] authentication-mode md5 10 cipher Huawei@123
Warning: The algorithm is not safe, and hmac-sha256 is recommended.
HRP_M[HQ-FW1-ospf-1-area-0.0.0.0] quit

HRP_M[HQ-FW1-ospf-1] quit

# HQ-FW2. DC-FW. AGG-SW1 #1 AGG-SW2 B &Z G AIEE B R L o

4.3 Z5RIIE
4.3.1 PC4 ZF vFW2

# 3 Branch-FW ( itbiit: https://172.21.10.24:8443/, K= Webuser/Admin@123) , 7£
“Public” RZ T, &R “EE > BER > 8B , HAEERIRERE, (#68E HTTPS RS
T “4PEEREO” #aE ‘N7, BRI XHAFRXENEZEEEROIET G0/0/2 EOE
= vFW2,
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'??;' USG6525F iR & FE OWE  RE 1
© == REASES

HHES
HTTPSEES
SNMP
HTTPSERSA0] 8443 <1025-50000> 52443
FEER
geEeEn ®© e, mAS é
Bitse
WebBERIGIFES
BRES
WebfB5Z 1883648 @ 1440 <1-1440> 554
GtaROEE
WebBAELEERL 200 <1-200>
5 ®ER )
BRESSRAEREQ @
s
< B k=t
EERRs TEEHEREQ TR WEF @ ST
AEE EERNEE 8 <8-128>
WIEAE ZiSEE 0 <0-999>F
e oar BRETEELEEED @D
2
TnmenEE

[El4-6 & Branch-FW &8 HTTPS IRBHIGBERZEO

# {$£F3 RDP &3 PC4 (Hbtit: 172.21.10.204, MS: admin/Huawei123!) , &l HSE A
FPRiGMNEZLERR, BZ vPW2 BHEHIZZHENSERER vFW2 2% (ibit:
https://192.168.14.254:8443, IKS: admin@@vFW2/Huawei@123) , RWT:

RraRER x4+ m

¢« C A 7=z [hups//192.168.14.254:8443

BENERATRFARIERE



https://192.168.14.254:8443/
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+ 172.21.10.204 -8 X

admin@@vFW2

.......... o125
P
o ==
TEHRER | BiFpZ
Bl4-7 PC4 BR vVFW2 i85

# BREREEEBXRER, RBSBRTIHKSERENE, BXESR, BRNMINEE
BBy > EBR > EER #AANEERIERRE, JLIERIZEIEIEN vFW2 IRAEE
RKSHE 1 MEZL, MEHREEES VFW2 E8NEER,

W Huowei Branch-F w2 x| 4

< C A F2® | hips/192.168.14.254:844 3/default himi# /systemy/administrator tree id/administrator-cfg

1
@:g USGE525F i M MRS M& RS
@ Ex ERANE —

WRER = .

&b EBR

0 | mes AFsE mE BAAT =

2
[ mansge-ugEREER) Web(HTTR/HTTPS)

TEARR
WiE

WEsE

E4-8 vVFW2 IR EBREEEE
432 OSPF i EXEEE

# HQ-FW1:

HRP_M[HQ-FW1]display ospf peer brief
OSPF Process 1 with Router ID 21.21.21.21
Peer Statistic Information
Total number of peer(s): 1
Peer(s) in full state: 1
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Area Id Interface Neighbor id State
0.0.0.0 GEO/0/4 11.11.11.11 Full

# HQ-FW2:
HRP_S[HQ-FW2]display ospf peer brief
2024-12-17 17:08:12.647
OSPF Process 1 with Router ID 22.22.22.22
Peer Statistic Information
Total number of peer(s): 1
Peer(s) in full state: 1
Area Id Interface Neighbor id State
0.0.0.0 GEO/0/4 12.12.12.12 Full
# Core-R1:
[Core-R1-ospf-1]display ospf peer brief
OSPF Process 1 with Router ID 11.11.11.11
Peer Statistic Information
Area Id Interface Neighbor id State
0.0.0.0 GEO0/0/1 21.21.21.21 Full
0.0.0.0 GEO0/0/2 12.12.12.12 Full
0.0.0.0 GEO0/0/3 3333 Full
0.0.0.0 GEO/0/4 4444 Full
0.0.0.0 GEO0/0/5 23.23.23.23 Full
Total Peer(s): 5
# Core-R2:
[Core-R2]display ospf peer brief
OSPF Process 1 with Router ID 12.12.12.12
Peer Statistic Information
Area Id Interface Neighbor id State
0.0.0.0 GEO0/0/1 22.22.22.22 Full
0.0.0.0 GEO0/0/2 11.11.11.11 Full
0.0.0.0 GEO0/0/3 3333 Full
0.0.0.0 GE0/0/4 4444 Full
0.0.0.0 GEO/0/5 23.23.23.23 Full
Total Peer(s): 5

# DC-FW:

| [DC-FW]display ospf peer brief




Az

HUAWEI

OSPF Process 1 with Router ID 23.23.23.23

Peer Statistic Information
Total number of peer(s): 2

Peer(s) in full state: 2

HCIE-Security V3.0 SLI818SF M

Area Id Interface Neighbor id State
0.0.0.0 GEO0/0/1 11.11.11.11 Full
0.0.0.0 GEO0/0/2 12.12.12.12 Full
# AGG-SW1:
[AGG-SW1]display ospf peer brief
OSPF Process 1 with Router ID 3.3.3.3
Peer Statistic Information
Area Id Interface Neighbor id State
0.0.0.0 Vl0anif58 11.11.11.11 Full
0.0.0.0 Vl0anif70 12.12.12.12 Full
Total Peer(s): 2
# AGG-SW2:
[AGG-SW2]display ospf peer brief
OSPF Process 1 with Router ID 4.4.4.4
Peer Statistic Information
Area Id Interface Neighbor id State
0.0.0.0 Vlanif62 11.11.11.11 Full
0.0.0.0 Vlanif74 12.12.12.12 Full
Total Peer(s): 2

4.4 BeESE ((NERASLRBEXES )

4.4.1 HQ-FW1 fIEC &

#
ospf 1 router-id 21.21.21.21
default-route-advertise
opaque-capability enable
area 0.0.0.0
authentication-mode md5 10 cipher Huawei@123

network 192.168.10.48 0.0.0.3
#
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4.4.2 HQ-FW2 Bt &

#
ospf 1 router-id 22.22.22.22
default-route-advertise
opaque-capability enable
area 0.0.0.0
authentication-mode md>5 10 cipher Huawei@123
network 192.168.10.64 0.0.0.3
#

4.4.3 DC-FW e &

ospf 1 router-id 23.23.23.23

opaque-capability enable

area 0.0.0.0
authentication-mode md>5 10 cipher Huawei@123
network 192.168.10.40 0.0.0.3
network 192.168.10.44 0.0.0.3

area 0.0.0.3
network 192.168.16.0 0.0.0.255

4.4.4 Branch-FW fYEC &

acl number 2000
rule 5 permit source 192.168.14.0 0.0.0.255
#
interface GE0/0/2
ip binding vpn-instance vFW2
ip address 192.168.14.254 255.255.255.0
service-manage http permit
service-manage https permit
service-manage ping permit
ip urpf strict acl 2000
#
Web-manager server-source all-interface
#
return
#
switch vsys vFW2
#
aaa
local-user admin@@vFW?2 password irreversible-cipher Huawei@123
local-user admin@@vFW?2 service-type http
local-user admin@@vFW2 user-group manage-ug
#
interface GE0/0/2
ip binding vpn-instance vFW2
ip address 192.168.14.254 255.255.255.0
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service-manage http permit
service-manage https permit

4.4.5 Core-R1 HEeE

ospf 1 router-id 11.11.11.11
area 0.0.0.0
authentication-mode md>5 10 cipher Huawei@123
network 192.168.10.40 0.0.0.3
network 192.168.10.48 0.0.0.3
network 192.168.10.52 0.0.0.3
network 192.168.10.56 0.0.0.3
network 192.168.10.60 0.0.0.3

4.4.6 Core-R2 pEie &

ospf 1 router-id 12.12.12.12
area 0.0.0.0
authentication-mode md>5 10 cipher Huawei@123
network 192.168.10.44 0.0.0.3
network 192.168.10.52 0.0.0.3
network 192.168.10.64 0.0.0.3
network 192.168.10.68 0.0.0.3
network 192.168.10.72 0.0.0.3

4.4.7 AGG-SW1 B &

ospf 1 router-id 3.3.3.3
area 0.0.0.0
authentication-mode md>5 10 cipher Huawei@123
network 192.168.10.56 0.0.0.3
network 192.168.10.68 0.0.0.3
area 0.0.0.1
network 192.168.11.0 0.0.0.255

4.4.8 AGG-SW2 BItc &

ospf 1 router-id 4.4.4.4

area 0.0.0.0
authentication-mode md>5 10 cipher Huawei@123
network 192.168.10.60 0.0.0.3
network 192.168.10.72 0.0.0.3

area 0.0.0.2
network 192.168.12.0 0.0.0.255
network 192.168.51.0 0.0.0.255
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4.5 BE

SLISPECERY URPF IR EIRTN, AEMFRER FHEERARIE?
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ZIENREZELN

5.1 SCIG /M43

5.1.1 XFASLLEG

NEREDAXARDABEELENBFRIITEENBR, AEEEAZESHIPEE, TS
HHAXRBELZLAF (PC2 &) ) EAMBATERT 802.1X AIE, TLAF ( PC3 &1L ) A
MILERTEEH(T Portal IAIE . ERBFEIZ4EH/0EY iMaster NCE-Campus {ESIENIAIEIRSSZE -

5.1.2 SCIGZEM MR

Core-R1 Core-R2 iMaster NCE
—
—
=
MGMT-SW _
=y
E1E: VLAN 50 U1 YNES

52 : VLAN 51 EEAC
2) [

= @ BAEHE/mX
BE5-1 SCIaIRFMNE

5.1.3 SCIGHIXI

1. BENEHBIEXEPE NCE-Campus {EJIINERSSSE, BLD XA PC2 ui}g)\ A
ACC-SW2 5Bzt AGG-SW2 BEX; %f%j}/\lim AP 5REIXIFA AC i=HIE51EE AGG-
SW2 BEX AR EEPARIBEMNERRITAZE, FEDRINELE/TE DA XERE 802.1X
LAK Portal AIE, SEMMRIRIEANZ S,
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2. BEIENEP PC2 ipaMBZEERALA 802.1X NIE, EEERERANBNBFZIZB L
%ZF] AGG-SW2 ARz NCE-Campus SeRIAIE

3. TN PC3 iEiTiERE AP BIAY SSID, 15ia{EEE URL fit%k Portal IAME, 7€ Web =
EMREPZAIAUEEBRIAE Internet,

5.2 SR E(ES

5.2.1 BcE B
802.1X INIFFR & B R :
. TENERENIRE LECE RADIUS 181K
FENEEN RS FEEINMERITTZEH X,
EINEENIRS O 802.1X NERFDAIEER .
EINEENRE WSO TER 802.1X TAILE,
. BNEEANESE TR _BREANRSE EFE 802 1X IAIHREE
£ NCE-Campu LRI SSihR ENRE . ENAF . IAERUIFDZAEIN
Portal IATEED & B
1. FEIMIEEENISE LECE RADIUS 1R
FENEEN RS FEEIMERIT2EH .
FENEENIRE LEE URLIANESE
FEINEE IR EEI32 Portal fRS5E51EIR .
ENEENIESE EEERIAERNEEE
FEIANEENIRE L8 Portal INIEEIR
EINEEANIRS Lol Sttt HEcExX&k WSS
£ NCE-Campu EEIZENIZS . EANAF IAERN . S5GRNFD Portal TREHEEIIN

5.2.2 BB (802.1X IAIE )

I 1 EE RADIUS &ty

# £ AGG-SW2 i&% FBLE RADIUS Bt SHRIAERR

—_

o v oA W N

© N o U~ W N

[AGG-SW2]radius-server template Campus
[AGG-SW2-radius-Campus] radius-server shared-key cipher Huawei@123

[AGG-SW2-radius-Campus] radius-server authentication 172.21.10.78 1812 source ip-address
172.21.10.4 weight 80

Info: This operation may take a few minutes, please wait...

[AGG-SW2-radius-Campus] radius-server accounting 172.21.10.78 1813 source ip-address 172.21.10.4
weight 80

Info: This operation may take a few minutes, please wait...
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[AGG-SW2-radius-Campus] radius-attribute nas-ip 172.21.10.4
[AGG-SW2-radius-Campus]radius-server authorization 172.21.10.78 shared-key cipher Huawei@123

Warning: The service listening command is not configured. Configure the radius-server authorization
server-source ip-address or radius-server authorization server-source all-interface command first.

[AGG-SW2]radius-server authorization server-source all-interface

Warning: All interface listening has security risks.

If configured, the configuration of the specified listening IP address will be removed. Continue?[Y/N]y
Info: This operation may take some time, please wait for a moment ............
[AGG-SW2]free-rule-template name default_free_rule

[AGG-SW2-free-rule-default_free_rule] free-rule 1 destination ip 172.21.10.78 mask 255.255.255.255
[AGG-SW2-free-rule-default_free_rule]quit

TR 2 BEINFITESZR

# £ AGG-SW2 &% FEEINEAEMNITEHE, £ default 55| HRIXECERI RADIUS
IRSZEEBIRFDAEITER R, FHEEEBEIME A default,

[AGG-SW2]aaa

[AGG-SW2-aaa] authentication-scheme radius
[AGG-SW2-aaa-authen-radius] authentication-mode radius
[AGG-SW2-aaa-authen-radius] accounting-scheme radius
[AGG-SW2-aaa-accounting-radius] accounting-mode radius
[AGG-SW2-aaa-accounting-radius] accounting realtime 15
[AGG-SW2-aaa-accounting-radius] domain default

Info: The domain default is for common users. To modify the parameters of common users domain,
perform operations in the domain default.

[AGG-SW2-aaa-domain-default] authentication-scheme radius
[AGG-SW2-aaa-domain-default] accounting-scheme radius
[AGG-SW2-aaa-domain-default] radius-server Campus
[AGG-SW2-aaa-domain-default]quit

[AGG-SW2-aaa]quit

[AGG-SW2]domain default

Info: Set the default domain success.

LEIER 3 4178 802 1X ENAESHRALAEESR

# £ AGG-SW2 15 L83 802 1 X M NEIRFDAIEENR, FRiSaE RRERES,

[AGG-SW2]dot1x-access-profile name dot1x
[AGG-SW2-dot1x-access-profile-dot1x]quit
[AGG-SW2]authentication-profile name dot1x
[AGG-SW2-authen-profile-dot1x]dot1x-access-profile dot1x
[AGG-SW2-authen-profile-dot1x]quit

IR 4 F5A 802.1X IANIE

# £ AGG-SW2i&E il sSEO T B 802.1X TAME.

[AGG-SW2]interface GE0/0/3
[AGG-SW2-GE0/0/3]authentication-profile dot1x

Warning: NAC authentication cannot be enabled both on a Layer 2 Ethernet interface and the VLANIF
interface mapping the VLAN of the Ethernet interface. Otherwise, service may be interrupted.
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Info: To authorize VLANSs for users, ensure that the interface type is hybrid.
[AGG-SW2-GE0/0/3]quit

B 5 BEANEHRY

# & 802.1X INHRNEBLIT FHHEAZ, AMERENERXKRINZZE, BTEE NifE
AN3THN, ACC-SW1 _EHITINNECE , 1B1E 802.1X TAIERY -

[ACC-Sw1] [2protocol-tunnel user-defined-protocol dot1x protocol-mac 0180-c200-0003 group-mac
0100-0000-0002

[ACC-Sw1-GE0/0/23] interface GE0/0/2

[ACC-Sw1-GE0/0/2] [2protocol-tunnel user-defined-protocol dot1x enable

[ACC-Sw1-GE0/0/2] interface GEO/0/23

[ACC-Sw1-GE0/0/23] 2protocol-tunnel user-defined-protocol dot1x enable

[ACC-Sw1-GEO0/0/23] quit

[ACC-Sw1]undo dhcp snooping enable //JI{RIE 802.1X 3R EKINAZE , B <HARINELERI DHCP Snooping
Warning: DHCP snooping will be disabled on the device. Continue? [Y/N]y

Info: The operation may take a few seconds. Please wait for a moment. .done.
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[E5-18 & 802.1X ZHGHN
5.2.3 BEcBLE ( Portal TALE )

I 1 gz RADIUS &1k

# £ ACIRE _EFECE RADIUS 181, EF _EXIMIEIRYZE NCE-Campus TAIEARSSER -

[AC6508]radius-server template radius
[AC6508-radius-radius] radius-server shared-key cipher Huawei@123

[AC6508-radius-radius] radius-server authentication 172.21.10.78 1812 source ip-address 172.21.10.61
weight 80

[AC6508-radius-radius] radius-server accounting 172.21.10.78 1813 source ip-address 172.21.10.61
weight 80

[AC6508-radius-radius]quit
[AC6508]radius-server authorization 172.21.10.78 shared-key cipher Huawei@123

Warning: The service listening command is not configured. Configure the radius-server authorization
server-source ip-address or radius-server authorization server-source all-interface command first.

[AC6508]radius-server source ip-address 172.21.10.61

[AC6508]radius-server authorization server-source all-interface

Warning: All interface listening has security risks.

If configured, the configuration of the specified listening IP address will be removed. Continue?[Y/N]y

Info: This operation may take some time, please wait for a moment .....

L8] 2 BEEINEAEIRER

# & ACIKRBFLERBNESETTELRE, £/ default ER5|ARIXECERY RADIUS IRS5:%
&k, FIEEEFBOAES default.

[AC6508]aaa

[AC6508-aaa]authentication-scheme radius
[AC6508-aaa-authen-radius]authentication-mode radius
[AC6508-aaa-authen-radius]quit
[AC6508-aaa]accounting-scheme radius
[AC6508-aaa-accounting-radius]accounting-mode radius
[AC6508-aaa-accounting-radius]accounting realtime 15
[AC6508-aaa-accounting-radius]quit
[AC6508-aaa]ldomain default

Info: The domain default is for common users. To modify the parameters of common users domain,
perform operations in the domain default.

[AC6508-aaa-domain-default] authentication-scheme radius
[AC6508-aaa-domain-default] accounting-scheme radius
[AC6508-aaa-domain-default] radius-server radius
[AC6508-aaa-domain-default]quit

[AC6508-aaa]quit

[AC6508]domain default

Info: Set the default domain success.

IR 3 ELE URLIAIESH
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# 7£ ACI8%5 EALE Portal TAIE URL HhtFN HIRAGAIESEL:

[AC6508] url-template name nce
[AC6508-url-template-nce] url https://172.21.10.78:19008/portal
Info: Ensure that the DNS and Portal server addresses are reachable.

[AC6508-url-template-nce] url-parameter device-ip ac-ip redirect-url redirect-url ssid ssid user-ipaddress
uaddress user-mac umac

[AC6508-url-template-nce] url-parameter set device-ip 172.21.10.61
[AC6508-url-template-nce] quit

[AC6508] web-auth-server server-source all-interface

[AC6508]

SR 4 fE Portal IRSSEIER

# 1£ AC %% LB E Portal BRSZEE1ER o

[AC6508] web-auth-server portal
[AC6508-web-auth-server-portal] server-ip 172.21.10.78
[AC6508-web-auth-server-portal] port 50100
[AC6508-web-auth-server-portal] shared-key cipher Huawei@123

Info: The shared-key configured on the device must be the same as the one configured on the portal
server. And it is strongly recommended that the shared-key be at least 16 octets to ensure a sufficiently
large range for the secret to provide protection against exhaustive search attacks.

[AC6508-web-auth-server-portal]url-template nce
[AC6508-web-auth-server-portal] source-ip 172.21.10.61
[AC6508-web-auth-server-portal] portal-access-profile name portal
[AC6508-portal-access-profile-portal] web-auth-server portal direct
Authentication profile auth_portal : done.
[AC6508-portal-access-profile-portal] quit

[AC6508]

£ 5 EEINEEHREE

# £ ACIRE FEERPINERITLOAIERRIER, A mmMeT NCE-Campus M$Sbtit, &N
FPRZiXiAia Portal TRE .

[AC6508] free-rule-template name free_rule

[AC6508-free-rule-free_rule] free-rule 1 destination ip 172.21.10.78 mask 255.255.255.255
[AC6508-free-rule-free_rule] quit

[AC6508]

$£I12 6 ELE Portal IAIEEHR

# £ ACIRE LFCE portal BFIANIEEMR, AN FEENSMERSH.

[AC6508] authentication-profile name auth_portal
[AC6508-authentication-profile-auth_portal] portal-access-profile portal
[AC6508-authentication-profile-auth_portal] free-rule-template free_rule
[AC-authentication-profile-auth_portal] access-domain default
[AC6508-authentication-profile-auth_portal]quit

LR T st
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# £ ACIRF L83 WLAN W SSihbth AR, &N\ ZigoHEclss 1P,

[AC6508]ip pool wlan

Info: The parameter is case insensitive. All uppercase letters in the string will be converted to lowercase
letters.

[AC6508-ip-pool-wlan] gateway-list 192.168.51.254
[AC6508-ip-pool-wlan] network 192.168.51.0 mask 255.255.255.0
[AC6508-ip-pool-wlan] excluded-ip-address 192.168.51.252
[AC6508-ip-pool-wlan]interface Vlanif51

[AC6508-Vlanif51] ip address 192.168.51.254 255.255.255.0
[AC6508-Vlanif51] dhcp select global

[AC6508-Vlanif51]quit

[AC6508]

LI 8 BELLILS

# T ACIRE LIRFERELEISS, AERETLWSRIFRWHER AP EIERE L (EfE) -

[AC6508]wlan

[AC6508-wlan-view]security-profile name security_portal
[AC-wlan-sec-prof-security_portal]security open

Warning: This action may cause service interruption. Continue?[Y/N]:y
Info: This operation may take a few seconds, please wait.

Warning: The Open encryption algorithm is insecure. For security-sensitive scenarios, WPA2 or WPA3 is
recommended.done.

[AC6508-wlan-sec-prof-security_portal]quit
[AC6508-wlan-view]ssid-profile name hq_user
[AC6508-wlan-ssid-prof-hqg_user]ssid hg_user
[AC6508-wlan-ssid-prof-hqg_user]quit

[AC6508-wlan-view]

[AC6508-wlan-view]vap-profile name hqg_user
[AC6508-wlan-vap-prof-hq_user]forward-mode tunnel
[AC6508-wlan-vap-prof-hq_user]service-vlan vlan-id 51
[AC6508-wlan-vap-prof-hq_user]ssid-profile hg_user
[AC6508-wlan-vap-prof-hq_user]security-profile security_portal
[AC6508-wlan-vap-prof-hq_user]authentication-profile auth_portal
[AC6508-wlan-vap-prof-hq_user]quit
[AC6508-wlan-view]regulatory-domain-profile name domain1
[AC6508-wlan-regulate-domain-domain1] dca-channel 5g bandwidth 20mhz

Info: Manually trigger radio calibration, or wait for the scheduled or automatic radio calibration, to
make the bandwidth configuration take effect.

Info: In 20MHz bandwidth mode, available calibration channels include channels
36,40,44,48,52,56,60,64,149,153,157,161 and 165.

[AC6508-wlan-regulate-domain-domain1] dca-channel 6g bandwidth 20mhz

Info: Manually trigger radio calibration, or wait for the scheduled or automatic radio calibration, to
make the bandwidth configuration take effect.

Warning: In 20MHz bandwidth mode, no channel group is available for use. However, at least three
channel groups are required. For better channel assignment, reduce the calibration bandwidth or
increase the number of calibration channels.

[AC6508-wlan-regulate-domain-domain1]quit
[AC6508-wlan-view]ap-group name group1
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[AC6508-wlan-ap-group-group1]radio 0
[AC6508-wlan-group-radio-group1/0] vap-profile hq_user wlan 1
[AC6508-wlan-group-radio-group1/0]radio 1
[AC6508-wlan-group-radio-group1/1]vap-profile hg_user wlan 1
[AC6508-wlan-group-radio-group1/1]quit
[AC6508-wlan-ap-group-groupl1]qu
[AC6508-wlan-ap-group-group1]quit

[AC6508-wlan-view]

IR 9 RN Portal MEENIR S
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54 BcE2%E ((NERALEAXES )
5.4.1 ACC-SW1 &

#

[2protocol-tunnel user-defined-protocol dot1x protocol-mac 0180-c200-0003 group-mac 0100-0000-
0002

#
interface GE0/0/2
port link-type access
port default vlan 12
[2protocol-tunnel user-defined-protocol dot1x enable
#
interface GE0/0/23
port link-type trunk
port trunk allow-pass vlan 11 to 33
[2protocol-tunnel user-defined-protocol dot1x enable
#
return

5.4.2 AGG-SW2 FUECE

#
radius-server template Campus
radius-server shared-key cipher Huawei@123
radius-server authentication 172.21.10.78 1812 source ip-address 172.21.10.4 weight 80
radius-server accounting 172.21.10.78 1813 source ip-address 172.21.10.4 weight 80
radius-attribute nas-ip 172.21.10.4
radius-server template default
radius-server template rd1
radius-server shared-key cipher Huawei@123
radius-server authentication 172.21.10.78 1812 source ip-address 172.21.10.4 weight 80
radius-server accounting 172.21.10.78 1813 source ip-address 172.21.10.4 weight 80
radius-attribute nas-ip 172.21.10.4
radius-server authorization 172.21.10.78 shared-key cipher Huawei@123
radius-server authorization server-source all-interface
#
free-rule-template name default_free_rule
free-rule 1 destination ip 172.21.10.78 mask 255.255.255.255
#
portal-access-profile name portal_access_profile
#
aaa
authentication-scheme radius
authentication-mode radius
accounting-scheme radius
accounting-mode radius

accounting realtime 15
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domain default
authentication-scheme radius
accounting-scheme radius
radius-server Campus
#
interface GE0O/0/3
port link-type access
port default vlan 12
authentication-profile dot1x
#
dot1x-access-profile name dot1x
dot1x-access-profile name dot1x_access_profile
#
return

5.4.3 ACHIECE

#

radius-server source ip-address 172.21.10.61

#

authentication-profile name auth_portal
portal-access-profile portal
free-rule-template free_rule
authentication-scheme radius
accounting-scheme radius
radius-server radius

authentication-profile name default_authen_profile
undo authentication ip-address in-accounting-start

authentication-profile name dot1x_authen_profile
undo authentication ip-address in-accounting-start

authentication-profile name mac_authen_profile
undo authentication ip-address in-accounting-start

authentication-profile name macportal_authen_profile
undo authentication ip-address in-accounting-start

authentication-profile name portal_authen_profile
undo authentication ip-address in-accounting-start

#

web-auth-server server-source all-interface

#

dhcp enable

#

#

radius-server template radius
radius-server shared-key cipher %A%#U"+ATtfZoLvC]MUN8SVXTGwWH*>5>WZ8EdYLL*E(D$%"\%#
radius-server authentication 172.168.10.78 1812 source ip-address 172.168.10.61 weight 80
radius-server authentication 172.21.10.78 1812 source ip-address 172.21.10.61 weight 80
radius-server accounting 172.168.10.78 1813 source ip-address 172.168.10.61 weight 80
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radius-server accounting 172.21.10.78 1813 source ip-address 172.21.10.61 weight 80
radius-server authorization 172.21.10.78 shared-key
cipher %/A%#Bd4'7nAMu;sE/tVI3X@BagM [NC@j/F{WXLHk,v8.%"%#
radius-server authorization 172.168.10.78 shared-key cipher %A%#)C=/4+\0)WZE8ZH=)e (.qNA8~VvV[%-
Yj<hVTmU/A%A%#
radius-server authorization server-source all-interface
#
free-rule-template name free_rule
free-rule 1 destination ip 172.21.10.78 mask 255.255.255.255
free-rule 2 destination ip 172.21.10.61 mask 255.255.255.255
#
url-template name nce
url https://172.21.10.78:19008/portal
url-parameter device-ip ac-ip redirect-url redirect-url ssid ssid user-ipaddress uaddress user-mac umac
url-parameter set device-ip 172.21.10.61
#
web-auth-server portal
server-ip 172.21.10.78
port 50100
shared-key cipher %/A\%#7gv(5;G n4"xAWXd!-ABI3C6Fz2p~;kn'W-5UbA>%A%#
url-template nce
source-ip 172.21.10.61
#
portal-access-profile name portal
web-auth-server portal direct
#
portal-access-profile name portal_access_profile
#
ip pool wlan
gateway-list 192.168.51.254
network 192.168.51.0 mask 255.255.255.0
excluded-ip-address 192.168.51.252
#
aaa
authentication-scheme radius
authentication-mode radius
authorization-scheme default
authorization-mode local
accounting-scheme default
accounting-mode none
accounting-scheme radius
accounting-mode radius
accounting realtime 15
domain default
authentication-scheme radius
accounting-scheme radius
radius-server radius
#
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interface Vlanif51
ip address 192.168.51.254 255.255.255.0
dhcp select global
#
interface GE0/0/1
port link-type trunk
port trunk allow-pass vlan 50 to 51
#
wlan

temporary-management psk %/\%#%0WR@55R%0,N1s&sLotX-rTBPMR4|E7tmITA{k;4%"%#

ap username admin password cipher %A%#HDZ)=0~)A<-,|&]s/R~A_e:CtO5')6$B75%)\/k4%"%#

traffic-profile name default
security-profile name dot1x

security open
security-profile name default
security-profile name default-wds
security-profile name default-mesh
security-profile name security_portal

security open
ssid-profile name default
ssid-profile name hqg_user

ssid hg_user
vap-profile name default
vap-profile name hq_user

forward-mode tunnel

service-vlan vlan-id 51

ssid-profile hg_user

security-profile security_portal

authentication-profile auth_portal
wds-profile name default
mesh-handover-profile name default
mesh-profile name default
regulatory-domain-profile name default
regulatory-domain-profile name domain1

dca-channel 5g bandwidth 20mhz

dca-channel 6g bandwidth 20mhz
air-scan-profile name default
rrm-profile name default
radio-2g-profile name default
radio-5g-profile name default
wids-spoof-profile name default
wids-whitelist-profile name default
wids-profile name default
wireless-access-specification
tunnel-ap-group name default
ap-system-profile name default
port-link-profile name default
wired-port-profile name default
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ap auth-mode no-auth
ap-group name gruof
ap-group name group1
regulatory-domain-profile domain1
radio 0
vap-profile hg_user wlan 1
radio 1
vap-profile hg_user wlan 1
ap-group name gruop
ap-group name default
ap-id 0 type-id 187 ap-mac 28fb-aeb7-cd00 ap-sn 2102354MXJ10Q3100219
ap-name office_ap
ap-group group
provision-ap
#
return
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%, LASEI SSL VPN BIRIETTS . EIRTFFS SSL VPN BRI RINAE, FHER S Fgs
SIENRZERETNENTFIRIRERNMZ S, SSL VPN {BXEESHMLNT:

2£6-1 SSL VPN MIXSH0%)

PR EEEIN 8%
HO-FW MK ZFR SSL_Gateway_1
HQ-FW2 W?&iﬂznt 100.1.34.3
iwA 443
7=6-2 M FEIhsESHex
EcEIN 2%
(RiGHEATATE) 120
ILEY Bt ip_pool
s hil R EREE) 192.168.11.220-192.168.11.250
REER BI&R
ANAEAI A ERZFR test
AlAERE 192.168.16.0/24
76-3 SSL VPN faaS¥50%|
EcEIR 8%
BER Role1
T2 group]
BRP& User001
TRE Huawei@123
AlBEER test

6.2 SLIGFECE(ESS

6.2.1 BeE I
1. IPSec VPN Be& B
(1) ECELLEERIT IPSec BENES RS TR;




Az

HUAWEI HCIE-Security V3.0 SEI&1ESF 51261

(2) BUEESR ACL FHkS R ;

(3) EEE& IPSec sz@k%i)‘&;

(4) FRE IKE Z2I21;

(5) ECE IKE XIZ5:45F;

(6) ECE IPSec SREE (18R ) ;

(7) dbs330O0 LA 1PSec 5KE%;

(8) BeEFF S, BEFRWHTRAFIRESZES|E Edge-SW2 I88HA

2. SSL VPN Fe & B

(1) EROBXIE LR B R SRR THOE R R SSTR;

(2) £ DC-FW B L5, Eﬂzﬁ%%ﬁﬁliﬁrﬂ%zﬁchIL\HEQ“E’\M ERE;
(3) £ HQ-FW1 L8l ucl LHFNFF SSL VPN iIZfEE NHARIKS;

(4) FEROFSXIE S A R HE FmfE P\ )R AT EREX P Rttt ;
(5) FERORSXIE E AU SSL VPN EHIM%, FHgBEMXZRIMKIHROSSE;
(6) FEHEORBXIE EFFE SSL VPN MR EINAE, HiREMXSE;

(7) EEORXIE EACE SSL VPN RISE, FRABXEXE ucl AANHHENANEIR, #
TR -

6.2.2 BeE S 1E-1PSec VPN ( CLI)

T 1 RBELREER (IPSec)
# £ HQ-FW1 185 LECE L EHAE, YT IPSec VPN BFEMHER -

HRP_M[HQ-FW1] security-policy

HRP_M[HQ-FW1-policy-security] rule name ipsec_ike
HRP_M[HQ-FW1-policy-security-rule-ipsec_ike] source-zone local untrust
HRP_M[HQ-FW1-policy-security-rule-ipsec_ike] destination-zone local untrust
HRP_M[HQ-FW1-policy-security-rule-ipsec_ike] source-address 100.1.35.3 32
HRP_M[HQ-FW1-policy-security-rule-ipsec_ike] source-address 100.1.33.1 32
HRP_M[HQ-FW1-policy-security-rule-ipsec_ike] destination-address 100.1.35.3 32
HRP_M[HQ-FW!1-policy-security-rule-ipsec_ike] destination-address 100.1.33.1 32
HRP_M[HQ-FW1-policy-security-rule-ipsec_ike] action permit
HRP_M[HQ-FW1-policy-security-rule-ipsec_ike] quit
HRP_M[HQ-FW1-policy-security]

# £ HQ-FW1 1B LEL BT EXRIE, MITE2EFf N2 BEEZET IPSec VPN BFERZ BRI
Sing (AP ERZER PC1 F1HZ PC4 Z2[GHIRELZH IPSec VPN #5% ) &

HRP_M[HQ-FW1-policy-security] rule name ipsec_oa
HRP_M[HQ-FW1-policy-security-rule-ipsec_oa] source-zone trust untrust
HRP_M[HQ-FW1-policy-security-rule-ipsec_oa] destination-zone trust untrust
HRP_M[HQ-FW1-policy-security-rule-ipsec_oa] source-address 192.168.11.0 24
HRP_M[HQ-FW1-policy-security-rule-ipsec_oa] source-address 192.168.14.0 24
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HRP_M[HQ-FW1-policy-security-rule-ipsec_oa] destination-address 192.168.11.0 24
HRP_M[HQ-FW1-policy-security-rule-ipsec_oa] destination-address 192.168.14.0 24
HRP_M[HQ-FW1-policy-security-rule-ipsec_oa] action permit
HRP_M[HQ-FW1-policy-security-rule-ipsec_oa] quit
HRP_M[HQ-FW1-policy-security] quit

# L L eHERAET HRP BIEEE HQ-FW2 188, £EHE HQ-FW2 18R FEERE.
# 7 Branch-FW iIRF LR BELREHRAE, YT IPSec fFEhmEin& WSt

[Branch-FW] security-policy

[Branch-FW-policy-security] rule name ipsec_ike
[Branch-FW-policy-security-rule-ipsec_ike] source-zone untrust local
[Branch-FW-policy-security-rule-ipsec_ike] destination-zone untrust local
[Branch-FW-policy-security-rule-ipsec_ike] source-address 100.1.35.3 32
[Branch-FW-policy-security-rule-ipsec_ike] source-address 100.1.33.1 32
[Branch-FW-policy-security-rule-ipsec_ike] destination-address 100.1.35.3 32
[Branch-FW-policy-security-rule-ipsec_ike] destination-address 100.1.33.1 32
[Branch-FW-policy-security-rule-ipsec_ike] action permit
[Branch-FW-policy-security-rule-ipsec_ike] quit

[Branch-FW-policy-security] rule name ipsec_oa
[Branch-FW-policy-security-rule-ipsec_oa] source-zone trust untrust
[Branch-FW-policy-security-rule-ipsec_oa] destination-zone untrust trust
[Branch-FW-policy-security-rule-ipsec_oa] source-address 192.168.14.0 24
[Branch-FW-policy-security-rule-ipsec_oa] source-address 192.168.11.0 24
[Branch-FW-policy-security-rule-ipsec_oa] destination-address 192.168.14.0 24
[Branch-FW-policy-security-rule-ipsec_oa] destination-address 192.168.11.0 24
[Branch-FW-policy-security-rule-ipsec_oa] action permit
[Branch-FW-policy-security-rule-ipsec_oa] quit

[Branch-FW-policy-security] quit

[Branch-FW]

# & PC4 BUREZIET vVFW2 EBHIARS, FILAEEER vIW2 EIIRARNEELEREE, B
IPSec 'S5 o

i

[Branch-FW] switch vsys vFW2

<Branch-FW-vFW2> sy

[Branch-FW-vFW?2] security-policy

[Branch-FW-vFW2-policy-security] rule name ipsec_oa
[Branch-FW-vFW2-policy-security-rule-ipsec_oa] source-zone trust untrust
[Branch-FW-vFW2-policy-security-rule-ipsec_oa] destination-zone trust untrust
[Branch-FW-vFW2-policy-security-rule-ipsec_oa] source-address 192.168.14.0 24
[Branch-FW-vFW2-policy-security-rule-ipsec_oa] source-address 192.168.11.0 24
[Branch-FW-vFW2-policy-security-rule-ipsec_oa] destination-address 192.168.14.0 24
[Branch-FW-vFW2-policy-security-rule-ipsec_oa] destination-address 192.168.11.0 24
[Branch-FW-vFW2-policy-security-rule-ipsec_oa] action permit
[Branch-FW-vFW2-policy-security-rule-ipsec_oa] quit
[Branch-FW-vFW2-policy-security] quit

[Branch-FW-vFW2] quit

<Branch-FW-vFW2> quit

[Branch-FW]




Az

HUAWEI HCIE-Security V3.0 SLI818SF M %128}

R 2 THEGER

# £ HQ-FW1 8% LEIZ=4 ACL 7% IPSec VPN BEiEl$E7 .

HRP_M[HQ-FW1] acl 3000

HRP_M[HQ-FW1-acl4-advance-3000] rule permit ip source 192.168.11.0 0.0.0.255 destination
192.168.14.0 0.0.0.255

HRP_M[HQ-FW1-acl4-advance-3000] quit
HRP_M[HQ-FW1]

# HQ-FW2 i8&<imid HRP BahE:E, %EEEEEEQ
# 7 Branch-FW i8 % LRSS ACL 7% IPSec VPN BRiE WSS .

[Branch-FW] acl 3000

[Branch-FW-acl4-advance-3000] rule permit ip source 192.168.14.0 0.0.0.255 destination 192.168.11.0
0.0.0.255

[Branch-FW-acl4-advance-3000] quit
[Branch-FW]

IR 3 FeE IPSec. IKE Z2IRiIN
# HQ-FW1 EZE IPSec ZEIRINS IKE 22121,

HRP_M[HQ-FW1] ipsec proposal HQ

Warning: GCM/GMAC are authenticated encryption algorithms, esp authentication config is ignored.
HRP_M[HQ-FW1-ipsec-proposal-HQ] encapsulation-mode tunnel
HRP_M[HQ-FW1-ipsec-proposal-HQ] transform esp
HRP_M[HQ-FW1-ipsec-proposal-HQ] esp authentication-algorithm sha2-256
HRP_M[HQ-FW1-ipsec-proposal-HQ] esp encryption-algorithm aes-256-gcm-128
HRP_M[HQ-FW1-ipsec-proposal-HQ] quit

HRP_M[HQ-FW1] ike proposal 10

HRP_M[HQ-FW1-ike-proposal-10] authentication-method pre-share
HRP_M[HQ-FW1-ike-proposal-10] prf hmac-sha2-256
HRP_M[HQ-FW1-ike-proposal-10] encryption-algorithm aes-gcm-256
HRP_M[HQ-FW1-ike-proposal-10] dh group14
HRP_M[HQ-FW1-ike-proposal-10] integrity-algorithm hmac-sha2-256
HRP_M[HQ-FW1-ike-proposal—10] quit

# HQ-FW2 2 Ei@id HRP BaiEX LAkl E, THEREMEE.
# £ Branch-FW i85 _LECE IPSec LIRS IKE L2181,

[Branch-FW] ipsec proposal Branch

Warning: GCM/GMAC are authenticated encryption algorithms, esp authentication config is ignored.
[Branch-FW-ipsec-proposal-Branch] encapsulation-mode tunnel
[Branch-FW-ipsec-proposal-Branch] transform esp

[Branch-FW-ipsec-proposal-Branch] esp authentication-algorithm sha2-256
[Branch-FW-ipsec-proposal-Branch] esp encryption-algorithm aes-256-gcm-128
[Branch-FW-ipsec-proposal-Branch] quit

[Branch-FW] ike proposal 10

[Branch-FW-ike-proposal-10] authentication-method pre-share

[Branch-FW-ike-proposal-10] prf hmac-sha2-256
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[Branch-FW-ike-proposal-10] encryption-algorithm aes-gcm-256
[Branch-FW-ike-proposal-10] dh group14
[Branch-FW-ike-proposal-10] integrity-algorithm hmac-sha2-256
[Branch-FW-ike-proposal-10] quit

[Branch-FW]

LB 4 FE IKE JFHE

# £ HQ-FW1 iR 6IEE IKE JIEK,

HRP_M[HQ-FW1] ike peer Branch
HRP_M[HQ-FW1-ike-peer-Branch] ike-proposal 10
HRP_M[HQ-FW1-ike-peer-Branch] pre-shared-key Huawei@123
HRP_M[HQ-FW1-ike-peer-Branch] quit

HRP_M[HQ-FW1]

# HQ-FW2 12&<iBid HRP BaiEE LA E, TERMACE.
# 1E Branch-FW g5 8132 IKE XFEE(K,

[Branch-FW] ike peer HQ

[Branch-FW-ike-peer-HQ] ike-proposal 10
[Branch-FW-ike-peer-HQ] remote-address 100.1.35.3
[Branch-FW-ike-peer-HQ] pre-shared-key Huawei@123
[Branch-FW-ike-peer-HQ] quit

[Branch-FW]

I 5 FE IPSec 5L

# FE HQ-FW1 28 IR IPSec SESIRIR, FHETRIRAIR IPSec 5B,

HRP_M[HQ-FW1] ipsec policy-template policy1 1
HRP_M[HQ-FW1-ipsec-policy-templet-policy1-1] security acl 3000
HRP_M[HQ-FW1-ipsec-policy-templet-policy1-1] proposal HQ
HRP_M[HQ-FW1-ipsec-policy-templet-policy1-1] ike-peer Branch
HRP_M[HQ-FW1-ipsec-policy-templet-policy1-1] tunnel local 100.1.35.3
HRP_M[HQ-FW1-ipsec-policy-templet-policy1-1] quit

HRP_M[HQ-FW1] ipsec policy map1 10 isakmp template policy1
HRP_M[HQ-FW1]

# HQ-FW2 2 ESi@id HRP BaiEX LAkl E, TERMEE.,
# 7E Branch-FW &% _E 8132 IPSec 5515 .

[Branch-FW] ipsec policy map1 10 isakmp

Info: The ISAKMP policy sequence number should be smaller than the template policy sequence number
in the policy group.Otherwise, the ISAKMP policy does not take effect.
[Branch-FW-ipsec-policy-isakmp-map1-10] security acl 3000

[Branch-FW-ipsec-policy-isakmp-map1-10] proposal Branch

[Branch-FW-ipsec-policy-isakmp-map1-10] ike-peer HQ

[Branch-FW-ipsec-policy-isakmp-map1-10] quit

[Branch-FW]

IR 6 JEF IPSec EHE
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# 7 HQ-FW1 18819 G0/0/1 1= A IPSec 518,

HRP_M[HQ-FW1] interface g0/0/1
HRP_M[HQ-FW1-GEO0/0/1] ipsec policy map1
HRP_M[HQ-FW1-GEO0/0/1] quit

# HQ-FW2 i F=i@id HRP BalEX LAk E, THERMAE.,
# 7 Branch-FW i #&#AY9 G0/0/0 Z O TAHA IPSec 5RHE&

[Branch-FW] interface g0/0/0
[Branch-FW-GEO0/0/0] ipsec policy map1
[Branch-FW-GEOQ/0/0] quit

IR 7 ESEHEIR

# £ HQ-FW1 1% LECEEFESIRA , BEEHZ Branch-FW 180 PC4 BYREZS|E Edge-
SW2 i188%tER .

HRP_M[HQ-FW1] ip route-static 192.168.14.0 24 100.1.35.6
HRP_M[HQ-FW1] ip route-static 100.1.33.1 32 100.1.35.6

# HQ-FW2 1% <iEd HRP BoiE® AR E, TERMAESE.
6.2.3 BeEE-1PSec VPN ( Web )

T RBLRLER (1PSec)

# BFR HQFW1 8% Web BIERME (it : https://172.21.10.21:8443/, K S :
Webuser/Admin@123 ) , i#EF “5REE > REKEE > FHELEKME” , 1288 IPsec VPN IS5
MYQELLHE, (EERATRETSE 1 HIEEESTR” BHXRRELE, 2%
B SER AR T :

§"ﬂé USGE525F * i R RE KR

=S &R ¥ % B&y ¥ Bss ¥ BA Y BHAJER Y

(]

El6-2 HQ-FW1 ZeFRIRECESE

# ZEF Branch-FW g% Web EERME ( #Edl: https://172.21.10.24:8443/, K= :
Webuser/Admin@123 ) , iER “HREE > REHKHE > HiELSKRIE” , 1288 IPsec VPN W55
My e L, IEEIRADIRETSE “1 HMEEESIR” BXIRELE, L2HR
BB SRR T:
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I D FELE IPSec 5L

BEE

REWE
B
S
0o 1
o 2
0 s
4
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ot A e RE R R
1
0 R
&R Y B v By v B =R v HER v ;E ¥V
@ untrust @ trust any any © #nir
® 100.1.15.105/255.255.255.25' ® 192.168.13.0/255.255.255.0
pse: @ local € local any any © #iF
untrust untrust
® 100.1.33.1/255.255.255.255 ® 100.1.33.1/255.255.255.255
100.1.35.3/255.255.255.255 100.1.35.3/255.255.255.255
pse @ trust @ trust any any © niF
untrust untrust
® 192.168.11.0/255.255.255.0 ® any
192.168.14.0/255.255.255.0
fau @ any @ any any any e =i

E6-3 Branch-FW Z2KISEEER

# BHE HQFW1 i8% Web ZIBRME (Hik: https://172.21.10.21:8443/ , WS :

Webuser/Admin@123 ) , i%

27, WITLAT#ERME:

2 useesase =
e

[6)

20

=

SSLVPN

ERPSecHES

. B
o ERT

wes —
s AP
ot frmnend
e

REFRESENTER

iR

e
[

AT A%, FMATORATER.

o FNEEILIZSZMR, PC, iPhone/iPad, REREITLNEMS,

3R

IKEVERFiS @

12 “MLE > IPSec > IPSec” , #A IPSec REEECERME, =k “#hr

s mE UR =5
1
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2 yseesase =
4

a
e

@

% yseeszse =
a4

@

&
®

@

=)

@0
#|0Or
=eXm
DNS

DHCPERESS

D #E

1PSec
[psec
-
GRE

SSLVPN

#0
#®Ox
weXm

DNS

DHCPERSSEE

#EE

IPSec

GRE

%) SSLVPN
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El6-4 %EHE IPSec N FEIFE

mE 52 FE 68

FRABEEA

1EBUPSecHRE
C
ERER
FERETR policy1-1
FEelo GEO/O/1 - E=
TRtk ® 100.1.353
puiaend
SAEST o EREE RSAZE
EEET » mEH =8
FEEEE | e Huawei@123
FTWOC o3 = || 1001353
FTWID 1pigght - 100.1.33.1
IhEEEEEA®
EA
El6-5 IPSec SRESERSHEE
mR S ®E Uk MNE REE
1ERIPSecHRES
e
FEINEBAEOETR -
o
2
EE LN c =i
i Sevtt iy WE0 | 5w | | EE
[ 192.168.11.0/255.255.255.0 192.168.14.0/255.255.255.0 any  any any o ?
& 1 S50/ BE 1R’
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Bl6-6 BN IPSec VPN AEZEiER

%1333

Y2 uscesasr = ER 4 mE OWR RS RS
& =0 EBUPSecHEE
@ wekim BETRRYL
B ONs
BN (IKE) @
@ PERER ”
@) OrceisE HERZEE AES-GCM-256 AES-GCM-192 0
@ s AES-GCM-128 AES-CBC-256
B Ipsec AES-CBC-192 AES-CBC-128
3DE DES
: 3DES E
TR0 SHA2-512 SHA2-384 [ SHA2-256 SHA1
b2
MDS AES
© GRe 4 PREEEZC SHA2-512 | SHA2-334 [B SHA2-256 | | SHAT
@ SSLVPN MD5 AES-128
- WRHE
SBTHER (IPSec) @ 2
HEERO EE)] TaEs | @ BEEs
=LIMUE ® ESP AH AH-ESP
ESPHIEREE GCM256 Gemi92 GeM128 GMAC256
GMAC192 GMAC128 AES-256 AES-192
AES-128 3DES DES
ESPAEEZ® SHA2-512 SHA2-384 SHA2-256 SHA1

E6-7 BLE IKE F1 IPSec ZLIRINFHRRT IPSec g

# DIABCETE HQ-FW2 18 E2@Ed HRP oY, THEREMACE.

# B F Branch-FW 8% Web SERME (#bht: https://172.21.10.24:8443/, K5 :
Webuser/Admin@123 ) , &R “ML& > IPSec > IPSec” , N IPSec SFEIRECERE, = “Hr
27, BUTLATIRME:

%2 yscesasr
4

EE L@ RE U8 i
1
8 =0 EIPSecHRE
@ melkm
B DONs
@R OHCP] 2= &
== & & &

@ Be -  eew - e
[@ 1psec ~

o ERTEAReMAER.

[Psec] o FROEERRET 4%, NETERTNTE,

e o TR RAEE P aE.

=2
© GR " Bk SEES
@) SSLVPN
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W2 yscesasr
b4

8 ®0
@057

®

@ welf

& ONs

E4 OHCPRRSSR

® Ba

@ I1psec
IPSec
==

© GRre

@ SSLVPN

W2 ysesasr
-

@ DHCPEREER
@ Ba

[@ 1psec

© GRe

@ ssLVPN
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1ERUIPSecHEE

E]6-8 1%1% IPSec [ IS

mE B BB & B8 =R

HEEETR
FE0®
it @
st

INEAT

put==4

D@

Farc e}
hERESGERIEA®

1SPUIPSecHRES

map1-10
GEO/0/0 - | mE
100.1.33.1 v
100.135.3

i -

Ll -

E16-9 IPSec SRERERISEECE

mE i WE O U& RE  Rs

c
i Bepeit B WR0 | BeeR. | fE | R
l 192.168.14.0/255.255.255.0 192.168.11.0/255.255.255.0 any any any b= ?
B33 1 SO/ BE 1 | &
REEEEAD
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Bl6-10 BV IPSec VPN \EEEiE%

%}3 USGE525F ERE & mE U8 RS RS
8 @0 1EPIPSecHiES

MR (IKE)

EREE

@ SSLVPN T W

$ETNER (IPSec)
seEs =8 s

=2 ® ESP AH
EsPIIEREZE GCM192
GMAC128

3DES

ESPIMIEREZ

SHAZ2-384

- R

=
El6-11 ECE IKE F IPSec ZLIRINFHERT IPSec

6.2.4 FcEER-SSL VPN ( CLI)

B EERLER (SSL)

# £ HQ-FW1 B FECELR 2 REE, M4T SSL VPN BN RFAWE R

HRP_M[HQ-FW1] security-policy

HRP_M[HQ-FW1-policy-security] rule name sslvpn_gw
HRP_M[HQ-FW1-policy-security-rule-sslvpn_gw] source-zone untrust
HRP_M[HQ-FW1-policy-security-rule-sslvpn_gw] destination-zone local
HRP_M[HQ-FW1-policy-security-rule-sslvpn_gw] source-address 100.1.15.0 mask 255.255.255.0
HRP_M[HQ-FW1-policy-security-rule-sslvpn_gw] action permit
HRP_M[HQ-FW1-policy-security-rule-sslvpn_gw] quit
HRP_M[HQ-FW1-policy-security] rule name sslvpn_oa
HRP_M[HQ-FW1-policy-security-rule-sslvpn_oa] quit
HRP_M[HQ-FW1-policy-security] rule name sslvpn_oa
HRP_M[HQ-FW1-policy-security-rule-sslvpn_oa] source-zone untrust
HRP_M[HQ-FW1-policy-security-rule-sslvpn_oa] destination-zone trust
HRP_M[HQ-FW1-policy-security-rule-sslvpn_oa] source-address 192.168.11.0 24
HRP_M[HQ-FW1-policy-security-rule-sslvpn_oa] destination-address 192.168.16.0 24
HRP_M[HQ-FW1-policy-security-rule-sslvpn_oa] service http ftp
HRP_M[HQ-FW1-policy-security-rule-sslvpn_oa] action permit
HRP_M[HQ-FW1-policy-security-rule-sslvpn_oa] quit
HRP_M[HQ-FW1-policy-security] quit

HRP_M[HQ-FW1] firewall detect ftp
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# HQ-FW2 ig&ai@id HRP BHoiRE LidElE, TEPMEE.
£ DC-FW I8 BB L 5ES, HBYTH SSL VPN T2 NI A PIAE A T 2 S EE O RS

[=]
[=]= e}

[DC-FW] security-policy

[DC-FW-policy-security] rule name sslvpn_oa
[DC-FW-policy-security-rule-sslvpn_oa] source-zone untrust
[DC-FW-policy-security-rule-sslvpn_oa] destination-zone dmz
[DC-FW-policy-security-rule-sslvpn_oa] source-address 192.168.11.0 24
[DC-FW-policy-security-rule-sslvpn_oa] destination-address 192.168.16.0 24
[DC-FW-policy-security-rule-sslvpn_oa] service http ftp
[DC-FW-policy-security-rule-sslvpn_oa] action permit
[DC-FW-policy-security-rule-sslvpn_oa] quit

[DC-FW-policy-security] quit

[DC-FW] firewall detect ftp

IR 2 QAP UCL A

HRP_M[HQ-FW1] ucl-group name group1

HRP_M[HQ-FW1] aaa

HRP_M[HQ-FW1-aaa] local-access-user User001
HRP_M[HQ-FW1-aaa-access-user-User001] password cipher Huawei@123

Info: After changing the rights (including the password, access type) of a local access user, the rights of
users already online do not change.The change takes effect to users who go online after the change.

Info: The password of the local access user is saved in real time, but is not saved in the saved-
configuration file.

HRP_M[HQ-FW1-aaa-access-user-User001] service-type sslvpn
HRP_M[HQ-FW1-aaa-access-user-User001] ucl-group group1
HRP_M[HQ-FW1-aaa-access-user-User001] quit
HRP_M[HQ-FW1-aaa] quit

HRP_M[HQ-FW1]

# HQ-FW2 ig&ai@id HRP HoiRE LiAElE, THEPMEE.

LI 3 elEtbhtith

# £ HQ-FW1 ig&F L RIEEE Y, FBF4R1EIT SSL VPN iZfziZ AR P o B P Mgttt o

HRP_M[HQ-FW1] ip pool ip_pool

HRP_M[HQ-FW1-ip-pool-ip_pool] section 0 192.168.11.220 192.168.11.250
HRP_M[HQ-FW1-ip-pool-ip_pool] quit

HRP_M[HQ-FW1]

# 7% Core-R1 ix&E LECEHXIHILAOIIERHSIRA, FHSHESAE OSPF #HIZH, ERiT
@ SSL VPN 58 AMARSS =85, MNIRS AR S HQ-FW iR&E £ (FEMEIAY
SSL VPN WI£&1 RAYE AN AR IRE AL S5 MR EERT , FEHFTILRIF , SN AT LLRAF )

[Core-R1] ip route-static 192.168.11.192 26 192.168.10.49
[Core-R1] ospf 1
[Core-R1-ospf-1] import-route static
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IR 4 BlFE SSL VPN EHARIE

HRP_M[HQ-FW1] virtual-gateway SSL_Gateway_1

HRP_M[HQ-FW1-virtual-gateway-SSL_Gateway_1] service address 100.1.34.3 port 443
HRP_M[HQ-FW1-virtual-gateway-SSL_Gateway_1] service
HRP_M[HQ-FW1-virtual-gateway-SSL_Gateway_1-service] network-extension keep-alive timeout 120
HRP_M[HQ-FW1-virtual-gateway-SSL_Gateway_1-service] network-extension ip-pool ip_pool
HRP_M[HQ-FW1-virtual-gateway-SSL_Gateway_1-service] network-extension mode adapt

HRP_M[HQ-FW1-virtual-gateway-SSL_Gateway_1-service] network-extension resource test ip-subnet
192.168.16.0 255.255.255.0

HRP_M[HQ-FW1-virtual-gateway-SSL_Gateway_1-service] quit
HRP_M[HQ-FW1-virtual-gateway-SSL_Gateway_1] quit
HRP_M[HQ-FW1]

IR 5 FgE SSL VPN B

HRP_M[HQ-FW1] virtual-gateway SSL_Gateway_1
HRP_M[HQ-FW1-virtual-gateway-SSL_Gateway_1] role Role1
HRP_M[HQ-FW1-virtual-gateway-SSL_Gateway_1-role-Role1] group group1
HRP_M[HQ-FW1-virtual-gateway-SSL_Gateway_1-role-Role1] resource test
HRP_M[HQ-FW1-virtual-gateway-SSL_Gateway_1-role-Role1] quit
HRP_M[HQ-FW1-virtual-gateway-SSL_Gateway_1] quit

HRP_M[HQ-FW1]

6.2.5 LB IE-SSL VPN ( Web )

TR 1 BBEREHFERE (SSL)

# B HQFWI 8% Web SERE (Mol : https//172.21.1021:8443/ , TKE :
Webuser/Admin@123 ) , %R “5Hg > L2FK > L2518 > HRLLER” , ZUT
ﬁ%%mga Eﬂl SSL VPN BL gm‘ﬁ/ﬁ*uﬂxuwo

é";é USG6S25F mE s WE ORE R

mE &R T ¥ =L:5) L i) ESIEER ME T

E6-12 HQ-FW1 i8%% SSL VPN tHXxZ2KigEE

# £ HQ-FW1 IRBMNLZ e HRISECERME, HEEkiF “ASPFEE” , PUTUUTESR, FHEHYT
FTP B9 ASPF IhgE,
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RLHEE
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mE e HE RE R

ASPFECE

HEERMSEENUET, WRENNNUAIASPFIIEE, ASPFIIEERILARIERGI SEENY FIce hmens O [ERIE TIRUTIBHINAT,

DNS ®Fip e H.323 MSN
NetBIOS PPTP Qa RSH
RTSP sIP SQL*Net XDMCP
OPC

E6-13 HQ-FW1 i8#5 FTP IS5 ASPF IhgEHcE

# EIRECE HQ-FW2 iRERBIT HRP BaiEE, THEEMAE.

# B 5 DC-FW 8% Web BIERME (bt : https://172.21.10.23:8443/ , K S :
Webuser/Admin@123 ) , &% “5REE > Z2%KEE > T2HIE > HELZEER” , 8IEUT
LM, BYT SSL VPN WSS,

;ﬂ:‘: USGE525F

® mzmm
® NaToE
E Bsdanng

® TEE

S ASPFEE

§‘£é USG6525F
@ mzmn

i
© NATEREE

T BaEuane

@ =2hr

HiE e RS KR
1
REWEE
Homin 0 aerzmses
s ER v B v Bm v B v A v EfER v E ¥
a 1.0 & untrust @ dmz hitp any & fiF
(® 192.168.11.0/255.255.255.0 (&) 192.168.16.0/255.255.255.0 ftp
@ any & any any any @ =k
=] b
[E6-14 DC-FW i2#% SSL VPN 18X L2 FIgEcE
i HE RE R
1
ASPFEEE

¢

LEEEMSBENET, BEEINNUAIASPFIIEE, ASPFIIEER]LARERSI S EENYPIse i Eas O ERETIRUIEHINAT,

ons R hs2s s
NetBIOS PPTP QQ RSH
RTSP SIP SQL*Net XDMCP
OPC

B 4
R

[E6-15 DC-FW i%%% FTP IR53 ASPF IhiEHiE

I D gliE SSL VPN FF

# BF HQFW1 8% Web BEERME (Hbil: https://172.21.10.21:8443/, K= :

Webuser/Admin@123) , i%

E:

B YR > AR > BFREE > 224 > i@” , fUTUUTR
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BE R R ‘ WE FR

Vg uscesase =

il RN AT
e
=mArEE 0
m .
ue >

E6-16 HQ-FW1 iR&ZtIiZBF%eAd

# TRREHERE, EREHAE SSL VPN BERAF:
R EE BB FE ER B & @ & webuser

:!’g- USGE525F

&% ESEASULIER
i o ]| REAFHERSLES
CAIES
RL FEPEE
.
@ Es
0O s% [-E250 =228
8 uwA
. [m] l 00 SSLVPN group!
aR . N

El6-17 HQ-FW1 1&#%8ll#E SSL VPN FBF
# BAECE HQ-FW21Z5E4iE Y HRP BaiEE, TEEMEE.

HI8 3 & SSL VPN iM%

# BF HQFW1 2% Web EIERM|E (Bt https://172.21.10.21:8443/, K5 :
Webuser/Admin@123 ) , %% “M4& > SSL VPN > SSL VPN > #7i&” , # SSL VPN E2&

FE, FUTLATERE:

9'@ UsGes25F E R k= E
& =0 SSLVPN Pz 1
o ==
@ z2Rm

0O | mxsm LS e ] 25 FRSEES EFRCATS EAT

]}
[ DHCPESE
@ na

@ ssLVeN

[El6-18 #A SSL VPN BcESRH
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=0 443 ?024-5000% mE A3

HUAWEI HCIE-Security V3.0 LSS FHft
{B3 SSL VPN
R mxen
RS
| FEHECEIPIBIE X 100.1.34.3
2 seEn
BT ATRISFBER:, EEFESoEE, (FRUSE
#E @
{EhEsEREL
RTES LEEENEAMISL SR EERANENVINESETEEE,
PNEWE O RsA sM2
* FHBEH default (FUAEB)
ARAE
WWEAR @
AES:
e
DNSHEESE
REESES
SyEL2ETE 5 <1-1440>534%
RIS
AR 1440 <60-2880>5%%
BAIHERPR <1-100>
E6-19 SSL VPN RXERSEFEE
{E% SSL VPN
Bl e [ @) .
ELatedE) 120 <60-6005E
* 1Pt ip_pool
2 mEEn
rREgHES [ @)
BARFED
i
PPN T 3
R RERRE

ERER

IPFIER =ik

192.158.15.0/255.255.255.0?

140
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E6-20 BEE SSL VPN [ Ba¥

Role1

User001 X

XEEEE groupl X

EFEIR

E6-21 HLE SSL VPN RS

&3 SSL VPN
A AxER EEENE
) EMAREER iR ﬁ% c

ERErR

O == S ARl
A ReRg ||:| Role1 A User001 A groupt |

1
e =

E6-22 A SSL VPN BeE(S 2R

# 1£ Core-R1 IRBECEFXIMULHAICIRERSSIRE, FPBHEDKE OSPF HiZH, BRITiE
FAFEE SSL VPN ihaAmMARSS=EE, MR BEIERIEAE HQ-FW iR&E L (EMXIAY
SSL VPN WI£&1 RAYLE AN A IIE AL S5 MR EERT , FEHFUTIRIF , SN AT LLRIF )

| [Core-R1] ip route-static 192.168.11.192 26 192.168.10.49 |
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[Core-R1] ospf 1
[Core-R1-ospf-1] import-route static

51425

6.3 Z55R0GIIE
6.3.1 IPSec VPN I&iiF

# BF HQFW1 g% Web BEERME (Hbl: https://172.21.10.21:8443/, K= :
Webuser/Admin@123 ) , &R “M4& > IPSec > IPSec” N IPSec HBE8FIZERE, &BE IPSec

RESHIBECEFIMEER, MERWMT:

@:& USGES25F E

WEE MR B3
1

Tttt hERE

& ®0 PSecHEEFIE
@ mOx
C#iz OBk OS5
EEXig
WRESIR SRR nR
) DNS
é public SRS

@ DHCPERSH:

AEh: 1|5=W: o [EEhE: i (2

E]6-23 IPSec SRS EE
# {5 RDP &3 PC1 (#tlik: 172.21.10.201, WS: admin/Huawei123!) , &I EE

=
roy=13]pa ]

T, i5ia) PC4 AS5ithtik ( 192.168.14.104 ) , i IPSec VPN BFEEBMERIER, MRANT:
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172.21.10.201

REYY #% .
lms
{1ms
lms

Ims TTL=

g =0 (0% E£5%),

C:\Users\admin’>g

[E6-24 IPSec VPN NI$ZE@Etmlizt

# 7 HQ-FW1 i8%% Web SIBREEIE “MLZ > IPSec > 55" N IPSec S RE, B

W ysgesase x mE G R UR ] = &
,,,,, s
@ w0 LSRm
22X0
R mEEE WIS/CPUT =R 2 ik i el TMIOME  TMIORE | ME BN s)
NS
----- 100.1.
DHCPRSE F
@ ma
3 IPSec
2

E6-25 IPSec Yk

6.3.2 SSL VPN 3&iE

# {5 RDP &3 PC5 (#tlik: 172.21.10.205, WS: admin/Huawei123!) , &I EIRSR
T, FIHEM@E “univpn” ZFig, BATLUTRE:
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172.21.10.205

IRFFVPNIEE

VPNER:
LEEas:
2] FAHEa®:
UniVPN

ERBIK:

BPA:
EEPisht:
WIERS: -

[E6-26 FJFF SSL VPN EFumFHHA SSL VPN EHEE B R
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O s@ss r
L2TP/IPSec ERER
test X

A
SARE ERER:

TR X Mtk
||1oo.1.34.3 % #0: [aa3 X @
EEEEC:

[z st ~1®
v Zams
M €%

@

RU# BE ﬂ

[El6-27 BcE SSL VPN EZSH

VPNJELE & - x

o IEFFVPNIEHE © HIBRE + MEiEE
Q . [ven
VPNE#R: e
LiTRnEes:
TiTHERE:
g K

test e

APE:
BRPE L
WIERE: -

[ it |

[E]6-28 %82 SSL VPN Ri<
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B3 s
L [ 100.1.34.3:443 v] &
HPE: |useronl

85 00000000000 |y eci@123

v 285 I~ BDESR

o o

[E6-29 B3 SSL VPN R3€

o
!
i
X

KE2ER: Ro{EEIVPNARS BEH!

MR EROERAT(E SRR "ENER" EREE
- RBYDBUEE RESE "BHFR" BLSAEBNSZ
HRASE.

EgE FRENFH

(== ] =)

E]6-30 BRI HLzeLas

T — X

® EAFVPNIEE S RBRE + WRikR
VPN

VPNEIR:  teat
LiTHiES%: 0.00KB
TiTHIESH: 0.00KB

MBI 00:00:04

Vv test w0

AP4&: UseroDl ngKks
EfIPHEll:  192168.11.247
WIERS: SRk

Wi FF iR
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E6-31 SSL VPN ZEEZRIh
# $TFF PC5 s S1TE O, B “ipconfig” BEMKESE, TILIATIHRISIKERM Sttt :

>ipconfig

:217d%11

E]6-32 PC5 £Ri% SSL VPN RSB E

# $JFF PC5 RUMIESEE, AR EEB Web fRSSEE ( http://192.168.16.109 ) , RIITF:
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+H ol 172:21.10.205 -8 X
v = (m} X

@ RUREHEROWebILE x +
(_

C A F=2 MEheT LU eI SI B ettt e % 0O & (==

WILRE [k S 3REEHRG]

XEETANOROLSTE, BHINNHNESRE. RAEELRARBERS.
« BiERS: EAMGERNERAFRENEEERE.
o SY0THE: SCATIERESHT, IRIBIENAGEINIE,
- BEtRE: SaEkiRE, BRRNIS,

LIRS

FeAiB S dLiRSS

« CIRESEEE
o REEIZE
o RERISE

[E]6-33 PC5 i#id SSL VPN izfEifale Tl 5EE Web WSS

# WREFTF PC OXHREREIESR, Ia R EREiRt s FTP ( ftp://192.168.16.110) , ¥
R
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ol 1722110205
L4 < | 192.168.16.110
i
RN Y /o2 1616110/ | o mme

] -4

H

fot
[

& EAiE w image.bmp test.txt
W =m
¥ =
= BR
B R
» &5

@ OneDrive
B eekE
o P

4 =g

B6-34 PC5 3T SSL VPN i5ial S8 FTP s

6.4 EcES%E ((NBRASLWBXEE )
6.4.1 HQ-FW1 HIEEE

551495
(]} X
0
P

#
ip pool ip_pool
section 0 192.168.11.220 192.168.11.250
#
acl number 3000

rule 5 permit ip source 192.168.11.0 0.0.0.255 destination 192.168.14.0 0.0.0.255
#
interface GE0/0/1
ip address 100.1.35.1 255.255.255.248
vrrp vrid 2 virtual-ip 100.1.35.3 active
service-manage ping permit
ipsec policy map1
#
ospf 1 router-id 21.21.21.21
default-route-advertise
import-route static
opaque-capability enable
area 0.0.0.0
authentication-mode md>5 10 cipher Huawei@123
network 192.168.10.48 0.0.0.3
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#
ip route-static 192.168.14.0 255.255.255.0 100.1.35.6
#
ike proposal 10
encryption-algorithm aes-gcm-256
dh group14
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ipsec proposal HQ
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256-gcm-128
#
ike peer Branch
pre-shared-key Huawei@123
ike-proposal 10
remote-id-type ip
remote-id 100.1.33.1
local-id 100.1.35.3
dpd type periodic
#
ipsec policy-template policy1 1
security acl 3000
ike-peer Branch
proposal HQ
tunnel local 100.1.35.3
alias policy1-1
#
ipsec policy map1 10 isakmp template policy1
#
firewall detect ftp
#
security-policy
rule name ipsec_ike
source-zone local
source-zone untrust
destination-zone local
destination-zone untrust
source-address 100.1.33.1 mask 255.255.255.255
source-address 100.1.35.3 mask 255.255.255.255
destination-address 100.1.33.1 mask 255.255.255.255
destination-address 100.1.35.3 mask 255.255.255.255
action permit
rule name ipsec_oa
source-zone trust
source-zone untrust
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destination-zone trust
destination-zone untrust
source-address 192.168.11.0 mask 255.255.255.0
source-address 192.168.14.0 mask 255.255.255.0
destination-address 192.168.11.0 mask 255.255.255.0
destination-address 192.168.14.0 mask 255.255.255.0
action permit
rule name sslvpn_gw
source-zone untrust
destination-zone local
source-address 100.1.15.0 mask 255.255.255.0
action permit
rule name sslvpn_oa
source-zone untrust
destination-zone trust
source-address 192.168.11.0 mask 255.255.255.0
destination-address 192.168.16.0 mask 255.255.255.0
service ftp
service http
action permit
#
virtual-gateway SSL_Gateway_1 0
service address 100.1.34.3 port 443
service
network-extension ip-pool ip_pool
network-extension resource test ip-subnet 192.168.16.0 255.255.255.0
role Role1 0
user User001
group group1
resource test
#
return

6.4.2 DC-FW p9tic &

#
firewall detect ftp
#
security-policy
rule name sslvpn_oa
source-zone untrust
destination-zone dmz
source-address 192.168.11.0 mask 255.255.255.0
destination-address 192.168.16.0 mask 255.255.255.0
service ftp
service http
action permit
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6.4.3 Branch-FW 928

#
acl number 3000
rule 5 permit ip source 192.168.14.0 0.0.0.255 destination 192.168.11.0 0.0.0.255
#
interface GE0/0/0
ip address 100.1.33.1 255.255.255.252
service-manage ping permit
ipsec policy map1
#
ike proposal 10
encryption-algorithm aes-gcm-256
dh group14
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ipsec proposal Branch
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256-gcm-128
#
ike peer HQ
pre-shared-key Huawei@123
ike-proposal 10
remote-id-type ip
dpd type periodic
remote-address 100.1.35.3
#
ipsec policy map1 10 isakmp
security acl 3000
ike-peer HQ
proposal Branch
tunnel local applied-interface
sa trigger-mode auto
#
security-policy
rule name ipsec_ike
source-zone local
source-zone untrust
destination-zone local
destination-zone untrust
source-address 100.1.33.1 mask 255.255.255.255
source-address 100.1.35.3 mask 255.255.255.255
destination-address 100.1.33.1 mask 255.255.255.255
destination-address 100.1.35.3 mask 255.255.255.255
action permit
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rule name ipsec_oa
source-zone trust
source-zone untrust
destination-zone trust
destination-zone untrust
source-address 192.168.11.0 mask 255.255.255.0
source-address 192.168.14.0 mask 255.255.255.0
action permit
#
switch vsys vFW2
#
security-policy
rule name ipsec_oa
source-zone trust
source-zone untrust
destination-zone trust
destination-zone untrust
source-address 192.168.11.0 mask 255.255.255.0
source-address 192.168.14.0 mask 255.255.255.0
action permit
#
return

6.4.4 Core-R1 9B

[Core-R1] ip route-static 192.168.11.192 26 192.168.10.49
[Core-R1] ospf 1
[Core-R1-ospf-1] import-route static

6.5 BEW

IPSec VPN BT {ERSAARRIZBEEEZ I, BBH AR LR IPSec VPN FXER
ISR

BR: BB iR TREN IS EEIESCHL IPSec VPN BESHIE.

HIREMEO RN, EERERaEE W?ﬂ% &F%mﬂﬁi@ﬁw&xﬁﬁo%EWE%
BRSCHAT, HERRTARAIX, REVNIREIEBER . IPSec FEARFEH{TEING, AIIRERST
BSREHE

BrXkiEEAZ ORI ZE MK, AILUBEEE IPSec EEEEIZINEELINZ 5% IPSec [FiE

SR . IRIRERRDIRILSIRARIRI LIS ARMAEnR: ETBRERNERNETIR
RS
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IPv6 P4&% £ LG

7.1 SCIG A48

7.1.1 XFASLLEG

Bk iE DC-FW SZIEXUMNNAR, ERESERRY IPv6 MLEFNIARSS 25 XIGAY IPv4 MLE ., MizERLk
SREYAY IPV6 HHEES Y 2001:db8::/64, NAT64 #XIRY IPV6 bt ET4% /9 2001:db8::/96, BIER
¥ IPv6 RIS SARSSREAY IPvA SN THHE, IRILLASER IPv6 MEEHRIDAME#HITISE, T
BRI TFHAMLE TR PCIBIIHHESHY IPv6 HELEEEISISITZE] IPv4 ML HRIARSSES .

SER IPv6 MZEeR{sEA OSPFV3 #1T IPv6 FURRHES, NIRIESEIMERIZ M, TR
AN IEEEET, EEHIT OSPFV3 RITMSGAILE ; BRI A X 15/ PC i@id DHCPv6 SREX IPv6
bk, J9BKLE DHCPv6 I, FEZEFFE ND-Snooping,
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7.1.2 SEAGHM I M4E

Web Serverl ﬁj_kg\:&m Pvﬁmgg
_—
_)
Web Server2 DC-Acc-Sw
2001:db8&:50::/64
A
FTP Server
HE%%EIZEEIPMW% Core-R to Core-R2

2001:db8:40::/64

OSPF v3 Area 0

PC1 j

OSPF v3 Area 1

[El7-1 SCIaFaFME]

7.1.3 SCEGIX
1. DC-FW R85 1Pv6 FAERIIRS S 1Pv4 RIS ISR

2. BERMRIIAXIEAIAF ( PC1 ) 85/ I1Pv6 HEhbAIBIARSSE8HY IPV4 HEkiERT, £ DC-FW i
T NAT64 AYitiEEE A,

,unﬁﬂzﬁﬂlﬂ*ﬂ% OSPFv3 i#47 IPv6 IBHIZEY, NRESINENEZ S, OBARSEFHEER
Xz [BlFEEE OSPFv3 AL,

4. BERAAXIEAY PC @S DHCPv6 3XEX IPv6 Htbilb, J9fs#E DHCPv6 IXdh, E=EFRIE ND-

Snooping IH&E,
x7-1 w2 ST
RE w0 (ZEXiH) IP
DC-FW GEO0/0/0(DMZ) 192.168.16.254/24
GEO0/0/1(Untrust) 2001:db8:50::2/64
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GEO0/0/2(Untrust) 2001:db8:60::2/64
NAT64B14%:
/ 2001:db8::/96
GEO0/0/2 2001:db8:40::1/64
Core-R1 GEO0/0/3 2001:db8:20::2/64
GEO0/0/5 2001:db8:50::1/64
GEO0/0/2 2001:db8:40::2/64
Core-R2 GEO0/0/3 2001:db8:30::2/64
GEO0/0/5 2001:db8:60::1/64
GEO0/0/1 2001:db8:20::1/64
AGG-SW1 GEO0/0/2 2001:db8:30::1/64
GEO0/0/3 2001:db8:10::1/64
BU4%: 2001:db8:10::/64
PC1 / 1E1I DHCPV63XAER b HE
M3: 2001:db8:10::1/64
IPvAitiik: 192.168.16.107
Web Server1 / NAT643ZIPvAttbiL:
2001:db8::c0a8:106b
IPvAttiib: 192.168.16.108
Web Server2 / NAT643ZIPvAttbL:
2001:db8::c0a8:106¢
IPvAftib: 192.168.16.110
FTP Server / NAT643ZIPvAttbiL:
2001:db8::c0a8:106e

7.2 SCAGECE(ESS

7.2.1 B BRI

1. HRIEK, EFREIRE LECE IPv6 Hblit,

2. £ AGG-SW1 EACE DHCPv6, {FAXAY PC1 3KEX 2001:db8:10::/64 BIZXAY IPV6 Bk,
F7E ACC1-SW1 _EFFRE NP-Snooping Bf5#H DHCPv6 RYIRE

3. £ AGG-SW1, Core-R1, Core-R2 ] DC-FW _tFE2E&E OSPFv3 MY, 1##1T IPv6 IRHIHY
23], H7E AGG-SW1, Core-R1 # Core-R2 Z[8IFFiE OSPFv3 AL,

4. £ DC-FW LB E NAT64, {EH PC1 gefigiEid I1Pve thtbiAa)EIiRSS 2809 IPv4 Hbtik

722 BB

£ 1 FELE IPve Hihit

# 7£ AGG-SW1 EFFf5 IPve TheE, HECE IPve #blit, ST,

| [AGG-SW1] int vlanif 58
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[AGG-SW1-Vlanif58] ipv6 enable

[AGG-SW1-Vlanif58] ipv6 address 2001:DB8:20::1/64
[AGG-SW1-Vlanif58] int vlanif 70
[AGG-SW1-Vlanif70] ipv6 enable
[AGG-SW1-Vlanif70] ipv6 address 2001:DB8:30::1/64
[AGG-SW1-Vlanif70] int vlanif 11
[AGG-SW1-Vlanif11] ipv6 enable

[AGG-SW1-Vlanif11] ipv6 address 2001:db8:10::1/64

# 7 Core-R1 EFF/3 IPv6 IHEE, FECE IPv6 ik, a0,

[Core-R1] ipv6

[Core-R1] int g0/0/2

[Core-R1-GEO/0/2] ipv6 enable

[Core-R1-GEO/0/2] ipv6 address 2001:db8:40::1/64
[Core-R1-GE0/0/2] quit

[Core-R1] int g0/0/3

[Core-R1-GEO/0/3] ipv6 enable

[Core-R1-GEO/0/3] ipv6 address 2001:db8:20::2/64
[Core-R1-GEO0/0/3] quit

[Core-R1] int g0/0/5

[Core-R1-GE0/0/5] ipv6 enable

[Core-R1-GEO/0/5] ipv6 address 2001:db8:50::1/64
[Core-R1-GEO/0/5] quit

# 7£ Core-R2 EFF/5 IPv6 Ihee, FFECE IPv6 ik, ap<S a0,

[Core-R2] ipv6

[Core-R2] int g0/0/2

[Core-R2-GE0/0/2] ipv6 enable

[Core-R2-GE0/0/2] ipv6 address 2001:db8:40::2/64
[Core-R2-GE0/0/2] quit

[Core-R2] int g0/0/3

[Core-R2-GE0/0/3] ipv6 enable

[Core-R2-GE0/0/3] ipv6 address 2001:db8:30::2/64
[Core-R2-GE0/0/3] quit

[Core-R2] int g0/0/5

[Core-R2-GE0/0/5] ipv6 enable

[Core-R2-GE0/0/5] ipv6 address 2001:db8:60::1/64
[Core-R2-GE0/0/5] quit

# 7£ DC-FW EFFi3 IPv6 ThEe, FFECE IPv6 Hbllt, a0,

[DC-FW] int g0/0/1

[DC-FW-GEO0/0/1] ipv6 enable

[DC-FW-GEO/0/1] ipv6 address 2001:db8:50::2/64
[DC-FW-GEO0/0/1] quit

[DC-FW] int g0/0/2

[DC-FW-GEO0/0/2] ipv6 enable

[DC-FW-GEO0/0/2] ipv6 address 2001:db8:60::2/64
[DC-FW-GEO0/0/2] quit
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| [DC-Fw]

I8 2 #E DHCPv6 5 ND-Snooping

# £ AGG-SW1 EECE DHCPV6 Ih8E, AEEIAXIgAYE Fin ( PC1 ) HEC IPv6 Hetik, il

HRYRTER S 2001:db8:10::/64, HEFRMISE IP tilt, BLE A% RA RS, f§ DHCPv6 EFiHEd

RA IRXZFSF IPv6 MFRIREIRE; BLEk7 RA IRSTAI M 1 O 4x&(, & DHCPv6 A
miEid DHCPV6 FSIUIREY IPv6 HELFNE MR SH, ST,

[AGG-SW1] DHCP enable

[AGG-SW1] DHCPv6 pool pool1
[AGG-SW1-dhcpv6-pool-pool1] address prefix 2001:db8:10::/64
[AGG-SW1-dhcpv6-pool-pool1] excluded-address 2001:db8:10::1
[AGG-SW1-dhcpv6-pool-pool1] quit

[AGG-SW1] interface Vlanif11

[AGG-SW1-Vlanif11] DHCPv6 server pool1l

[AGG-SW1-Vlanif11] undo ipv6 nd ra halt

[AGG-SW1-Vlanif11] ipv6 nd autoconfig managed-address-flag
[AGG-SW1-Vlanif11] ipv6 nd autoconfig other-flag
[AGG-SW1-Vlanif11] ipv6 nd ra prefix default no-advertise
[AGG-SW1-Vlanif11] quit

# £ ACC-SW1 LEFFE ND-Snooping, £ VLAN11 R{#EEE ND Snooping IhRE, ECEiEO
GE0/0/1 73 ND Snooping {500, FEeeE s ND Snooping siZS4BERIAXT M BB FHITE
IRSINGE, FECERIX NS IRUIRSCATERNNREL, BRNBTENEFEFNF31FE>) ND Snooping &f]
SHPERIMIERA L

[ACC-SW1] nd snooping enable

[ACC-SW1] vlan 11

[ACC-SW1-vlan11] nd snooping enable
[ACC-SW1-vlan11] quit

[ACC-SW1] interface gigabitethernet 0/0/1
[ACC-SW1-GE0/0/1] nd snooping trusted
[ACC-SW1-GEO0/0/1] quit

[ACC-SW1] nd user-bind detect enable

[ACC-SW1] nd user-bind detect retransmit 5 interval 600
[ACC-SW1] nd snooping max-user-number 200

IR 3 FEiE OSPFv3

# 1 AGG1-SW1 LFFE OSPFv3 IhRE, apdl T,

[AGG-SW1]ospfv3
[AGG-SW1-ospfv3-1]router-id 3.3.3.3
[AGG-SW1-ospfv3-1]quit
[AGG-SW1]interface Vlanif11
[AGG-SW1-Vlanif11]ospfv3 1 area 0.0.0.1
[AGG-SW1-Vlanif11]quit
[AGG-SW1]interface Vlanif58
[AGG-SW1-Vlanif58] ospfv3 1 area 0.0.0.0
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[AGG-SW1-Vlanif58] quit
[AGG-SW1]interface Vlanif70
[AGG-SW1-Vlanif70] ospfv3 1 area 0.0.0.0
[AGG-SW1-Vlanif70] quit

# 7 Core-R1 EFF/E OSPFV3 IHAE, oI T,

[Core-R1] ospfv3

[Core-R1-ospfv3-1] router-id 11.11.11.11
[Core-R1-ospfv3-1] quit

[Core-R1] interface GE 0/0/2
[Core-R1-GE0/0/2] ospfv3 1 area 0.0.0.0
[Core-R1-GE0/0/2] quit

[Core-R1] interface GE 0/0/3
[Core-R1-GEO0/0/3] ospfv3 1 area 0.0.0.0
[Core-R1-GE0/0/3] quit

[Core-R1] interface GE 0/0/5
[Core-R1-GEO/0/5] ospfv3 1 area 0.0.0.0
[Core-R1-GEO/0/5] quit

# £ Core-R2 FFF/E OSPFV3 IHAE, oI,

[Core-R2] ospfv3

[Core-R2-ospfv3-1] router-id 12.12.12.12
[Core-R2-0spfv3-1] quit

[Core-R2] interface GE 0/0/2
[Core-R2-GE0/0/2] ospfv3 1 area 0.0.0.0
[Core-R2-GEO0/0/2] quit

[Core-R2] interface GE 0/0/3
[Core-R2-GE0/0/3] ospfv3 1 area 0.0.0.0
[Core-R2-GE0/0/3] quit

[Core-R2] interface GE 0/0/5
[Core-R2-GE0/0/5] ospfv3 1 area 0.0.0.0
[Core-R2-GE0/0/5] quit

# 1£ DC-FW EFFE OSPFv3 IhgE, ST,

[DC-FW] ospfv3

[DC-FW-ospfv3-1] router-id 23.23.23.23
[DC-FW-ospfv3-1] quit

[DC-FW] int g0/0/1

[DC-FW-GEO0/0/1] ospfv3 1 area 0.0.0.0
[DC-FW-GEO0/0/1] int g0/0/2
[DC-FW-GEO0/0/2] ospfv3 1 area 0.0.0.0
[DC-FW-GEO0/0/2] quit

# £ AGG-SW1 5 Core-R1, Core-R2 HIHEIEEOIFE OSPFv3 AIE, TAEEXN HMAC-
SHA256, Zf3 5 Huawei@123, FcEmmSU o

# AGG-SW1

[AGG-SW1] interface Vlanif58
[AGG-SW1-Vlanif58] ospfv3 authentication-mode hMAC-sha256 key-id 10 cipher Huawei@123
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[AGG-SW1-Vlanif58] quit

[AGG-SW1] interface Vlanif70

[AGG-SW1-Vlanif70] ospfv3 authentication-mode hMAC-sha256 key-id 10 cipher Huawei@123
[AGG-SW1-Vlanif70] quit

# Core-R1

[Core-R1] interface GE 0/0/3
[Core-R1-GEO/0/3] ospfv3 authentication-mode hMAC-sha256 key-id 10 cipher Huawei@123
[Core-R1-GEO0/0/3] quit

# Core-R2

[Core-R2] interface GE 0/0/3
[Core-R2-GEO0/0/3] ospfv3 authentication-mode hMAC-sha256 key-id 10 cipher Huawei@123
[Core-R2-GE0/0/3] quit

IR 4 ELE NAT64

# 7£ DC-FW 8% _EFFE NAT64 IEE,

[DC-FW] nat64 enable
[DC-FW] int g0/0/1
[DC-FW-GE0/0/1] nat64 enable
[DC-FW-GEO0/0/1] int g0/0/2
[DC-FW-GE0/0/2] nat64 enable
[DC-FW-GE0/0/2] quit

# £ DC-FW iRE LRCBER2RME, 1T IPv6 ARInRIEEH OIS RE.

[DC-FW] security-policy

[DC-FW-policy-security] rule name nat64
[DC-FW-policy-security-rule-nat64] source-zone untrust
[DC-FW-policy-security-rule-nat64] destination-zone dmz
[DC-FW-policy-security-rule-nat64] source-address 2001:db8:10:: 64
[DC-FW-policy-security-rule-nat64] action permit
[DC-FW-policy-security-rule-nat64] quit

[DC-FW-policy-security] quit

# 7£ DC-FW 8% BB NAT64 BigZH “2001:db8:/96” .

| [DC-FW] nat64 prefix 2001:db8:: 96

# 7£ DC-FW 1855 LFCE NAT64 METERES .

[DC-FW] nat-policy

[DC-FW-policy-nat] rule name nat64
[DC-FW-policy-nat-rule-nat64] source-zone untrust
[DC-FW-policy-nat-rule-nat64] destination-zone dmz
[DC-FW-policy-nat-rule-nat64] source-address 2001:db8:10:: 64
[DC-FW-policy-nat-rule-nat64] egress-interface g0/0/0
[DC-FW-policy-nat-rule-nat64] nat-type nat64
[DC-FW-policy-nat-rule-nat64] action source-nat easy-ip
[DC-FW-policy-nat-rule-nat64] quit
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# B DC-FW 1R% LECERI NAT64 BIRFHRBECEE OSPFV3 A, FRLAFBERE AGG-SW1,
Core-R1 #0 Core-R2 i€ LECE ST NAT64 FisAICIIEE4SE8H -

# AGG-SW1

[AGG-SW1] ipv6 route-static 2001:DB8:: 96 2001:DB8:30::2 preference 70
[AGG-SW1] ipv6 route-static 2001:DB8:: 96 2001:DB8:20::2

# Core-R1

| [Core-R1] ipv6 route-static 2001:DB8:: 96 2001:DB8:50::2

# Core-R2

| [Core-R2] ipv6 route-static 2001:DB8:: 96 2001:DB8:60::2

7.3 Z55R0GIF

7.3.1 IPv6 KRigibhtFREVE R

# {5 RDP &3 PC1 (#tik: 172.21.10.201, WS: admin/Huawei123!) , 3TH&S1THE
A “ipconfig” & IPv6 it AYFRENE R :

172.21.10.201

o8 - -
a5 Security:




Az

HUAWEI HCIE-Security V3.0 SE303E SR 251621
[E7-2 PC1 £2i% IPv6 HIHETRENIE)R

7.3.2 NAT64 NI SSEAE M,

# ﬁ}fﬁ RDP & PC1 (#bhit: 172.21.10.201, MS: admin/Huaweil123!) , 3JH&<S1T, #
T NAT64 W SSiEBHENN, MR

172.21.10.201

BT[B‘I
:ﬁ@wm

2001:db8: :c0a8:106¢
::24 BF 32 FP/VEE:
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E]7-3 NAT64 S5t

74 BEE2%E ((NERALEHEXEE )
7.4.1 DC-FW B9tic &

#
ospfv3 1
router-id 23.23.23.23
area 0.0.0.0
#
interface GE0/0/1
ipv6 enable
ip address 192.168.10.41 255.255.255.252
ipv6 address 2001:DB8:50::2/64
ospfv3 1 area 0.0.0.0
service-manage ping permit
nat64 enable
#
interface GE0/0/2
ipv6 enable
ip address 192.168.10.45 255.255.255.252
ipv6 address 2001:DB8:60::2/64
ospfv3 1 area 0.0.0.0
service-manage ping permit
nat64 enable
#
nat64 enable
nat64 prefix 2001:db8:: 96
#
firewall detect ftp
#
security-policy
rule name nat64
source-zone untrust
destination-zone dmz
source-address 2001:DB8:10:: 64
action permit
#
nat-policy
rule name nat64
source-zone untrust
destination-zone dmz
source-address 2001:DB8:10:: 64
nat-type nat64

action source-nat easy-ip
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#
return

7.4.2 Core-R1 B2 E

#
ipv6
#
ospfv3 1
router-id 11.11.11.11
#
interface GE0/0/2
undo portswitch
ipv6 enable
ip address 192.168.10.53 255.255.255.252
ipv6 address 2001:DB8:40::1/64
ospfv3 1 area 0.0.0.0
#
interface GE0/0/3
undo portswitch
ipv6 enable
ip address 192.168.10.57 255.255.255.252
ipv6 address 2001:DB8:20::2/64
ospfv3 1 area 0.0.0.0

#
interface GEO/0/5
undo portswitch
ipv6 enable
ip address 192.168.10.42 255.255.255.252
ipv6 address 2001:DB8:50::1/64
ospfv3 1 area 0.0.0.0
#
ipv6 route-static 2001:DB8:: 96 2001:DB8:50::2
#
return

ospfv3 authentication-mode hmac-sha256 key-id 10 cipher Huawei@123

7.4.3 Core-R2 p9Ee &

#
ipv6
#
ospfv3 1
router-id 12.12.12.12
#
interface GE0O/0/2
undo portswitch
ipv6 enable
ip address 192.168.10.54 255.255.255.252
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ipv6 address 2001:DB8:40::2/64
ospfv3 1 area 0.0.0.0
#
interface GE0/0/3
undo portswitch
ipv6 enable
ip address 192.168.10.69 255.255.255.252
ipv6 address 2001:DB8:30::2/64
ospfv3 1 area 0.0.0.0
ospfv3 authentication-mode hmac-sha256 key-id 10 cipher Huawei@123
#
interface GEO/0/5
undo portswitch
ipv6 enable
ip address 192.168.10.46 255.255.255.252
ipv6 address 2001:DB8:60::1/64
ospfv3 1 area 0.0.0.0
#
ipv6 route-static 2001:DB8:: 96 2001:DB8:60::2
#
return

7.4.4 AGG-SW1 HUECE

#

ipv6

#

dhcp enable

#

nd snooping enable

#

dhcpv6 pool pool1
address prefix 2001:DB8:10::/64
excluded-address 2001:DB8:10::1

#

ospfv3 1
router-id 3.3.3.3

#

interface Vlanif11
ipv6 enable
ip address 192.168.11.254 255.255.255.0
ipv6 address 2001:DB8:10::1/64
ipv6 nd ra prefix default no-advertise
undo ipv6 nd ra halt
ipv6 nd autoconfig managed-address-flag
ipv6 nd autoconfig other-flag
ospfv3 1 area 0.0.0.1
dhcp select interface
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dhcpv6 server pool1l
dhcp server gateway-list 192.168.11.254
#
interface Vlanif58
ipv6 enable
ip address 192.168.10.58 255.255.255.252
ipv6 address 2001:DB8:20::1/64
ospfv3 1 area 0.0.0.0
ospfv3 authentication-mode hmac-sha256 key-id 10 cipher Huawei@123
#
interface Vlanif70
ipv6 enable
ip address 192.168.10.70 255.255.255.252
ipv6 address 2001:DB8:30::1/64
ospfv3 1 area 0.0.0.0
ospfv3 authentication-mode hmac-sha256 key-id 10 cipher Huawei@123
#
interface GE0/0/1
port link-type access
port default vlan 58
#
interface GE0/0/2
port link-type access
port default vlan 70
#
interface GE0O/0/3
port link-type access
port default vlan 11
#
ipv6 route-static 2001:DB8:: 96 2001:DB8:30::2 preference 70
ipv6 route-static 2001:DB8:: 96 2001:DB8:20::2
#
return

7.4.5 ACC-SW1 fVECE

#
nd snooping enable
nd user-bind detect enable
nd user-bind detect retransmit 5 interval 600
nd snooping max-user-number 200
#
vlan 11
nd snooping enable
#
interface GE0/0/1
port link-type access
port default vlan 11
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nd snooping trusted
#
return

7.5 BEI

DC-FW g & OSPFv3 MY ISP E X K AIRTR, EFRYZ 2001:db8:50::/64 11 2001:db8:60::/64
HBREERAOMBAEIS? ANRAR, OSPFv3 HMMGEIMISBEXRERAN2WIHELL? EFEEELTER
B&H24T OSPFV3 REIRNY , NZEHKEEHAYEREE IP bl iz an{a FLhc?

BxR: =2, (EH link-local 2809 I1Pv6 HBlitEEYT OSPFv3 $BfE, ZEHRIEPIZICEHIE
link-local B9 IPv6 ik,
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8 B XIEASZ 2L

8.1 *L) |2
8¢1%$$$%
WS EREIREHOFEFES Web # FTP RSB 12MHARSS, HAFRIERIMNNEFIGOIRSESRINZ

@Ti, FEERWSEEOMXIE HQ-FW m%&éﬁl?&*lbiﬂ%ﬁﬁkiﬁ DC-FW 2% FERER
MZETERAK, RIS REFITHERAUCLZEER.

8.1.2 SCIGZEM MR

BERAFX
Internet G
res[ TR =3 :
_.ﬂ | —> | AN Sw2
WAN-Sw1 ranch-FW Branch Sw _,_H pCa
DDoSEAfHIHR L

SecaManager ATIC-Sw
(ATIC)

Hgens

Web Server2

%i

FTP Server

Acc-Sw1 Acc-Sw2

Pc1|:|j :]HPCZ
E8-1 SCIRHME

8.1.3 SCLGHIX!
1. EHORGXEE HQ-FW iR & _EERERTITIE, FHERFE PR FTP AR A _E1&EE T
(FHOBEXBHIES. RITESURBEXEF “Huawei” BXHIEE.

2. FEEEEPIOIBRENXIE DC-FW i85 2R URLITERA , FB¥T R TifaEaLL“ URL_Filter”
ZEERY URL,
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8.2 SLIGECE{ESS
8.2.1 Bc&EEI]

ABTERER:

1. BUEEXRTFE, BEMIES. RITRSIUKR “Huawei” XEFENI—IPXEFAE.
2. BIBENBTIREEN M, FHEBRIA RN EFHE.

3. B L KEPRABATTIREE M.

4. RXABTERE.

URL i35 EC R

1. BIE URL ITEECENE, 1B “URL_Filter” £Z5EH) URL MIEERZE,

2. 188 URLITIEREKRIA ‘&7 .

3. SR RN SUE2AY URL ITEECES -

4. 23X URL i3iERLE.

8.2.2 BeBEL R (KRBT )

L' SlExEraA

# BHR HQFW1 i8% Web SIEHEE (Hilb: https//172.21.10.21:8443/ , WK :
Webuser/Admin@123 ) , &R “XI%R > XHEFH > 2" , #SAXEFANCERE, #H
TLATERE:

mRxETa X

XRFER 17 ke XAE/IEREREAT KBNS nE

(]
O wae=s FUFwiA 1
O | swirs TERATS 1
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E8-2 BlEci=A (1)
X

word

TUEAER s [EREATS RHHANS
TERAT, S
0
SEAD Sk
EAD Sxme
Ehn Sxgr

E8-3 BllExi=A (2)

—©

* iR OR Huawei
TLEcHEs 0 = IERIFATS
*WE @) Huawei
EHANS [ @)
* 8 1

E8-4 BlEXiE=A (3)
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mEXRFa X
* ERFHRSR word
xwss o
0 z@=sEn USEEE. A/ TEUAT RHFNS nE
O | #5+&= ERFAR 1
O | swiEs FRImAT 1
O | Huawei = Huawei 2 1
#3%

E8-5 BllEEciE=4H (4)
LI 2 GIERSTEREX Y

# REETE HQ-FW1 iRE Web SIERMIGE “WxR > ZL2BEEXH > ABTE > #HiE”
HANABT R E AR RE, WITUATERE:

ARSI IEEE S %

1

* LR Content_Filter

p.

ARIETR =748 RZF prat et pEl0) i HEEE FEEmSIE

iy}

E8-6 BlEZRESITisECE X (1)
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AT EAN

* SR Rule1

*X@RFE word

* A FTP X

TR XLSX X XS X
75E HE %
e =2 O MW

o WA

ENERTEE O

P
BH oE

E8-7 SlEASTIREE X (2)

MERASTIEREX

* 2R Content_Filter
pea
O @ smER =g KA prgts iy p=10} ZhE sEEE FEETISE
O Rulet word FTP XLSX RE FEEF - -
XLS
#H1%
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E8-8 BlEERESITisECE S (3)

ISECE N
Web ETEFEIEE “ 5K

> ZLER > REHEE

5517383

” ’ L)\ﬁ'é%m&

??E, TR SEXAIZ SRS “ipsec_oa” F1 “sslvpn_oa” #{TIRGwEE, AN CIEHY

A

%"é( USG6525F

8 3

®

®

Q

&

i
b
]

BRI
F5 SR 1
O 1
o 2
E] 3
0o 4
5

b, B4

€ local
untrust

® 100.1.33.1/255.255.255.255
100.1.35.3/255.255.255.255

& trust
un rust

€ untrust
® 100.1.15.0/255.255.255.0

€ untrust
® 192.168.11.0/255.255.255.0

& any

HREEXH, LA “ipsec_oa” Z2RIEAPIERIRERE:

miR ==

By v

& local
untrust

PSE

1

Bs v

® 100.1.33.1/255.255.255.255
100.1.35.3/255.255.255.255

€ trust
untrust

® 192.168.11.0/255.25
192.168.14.0/255.255.255.0

€ local
® any

€ trust

any

5.255.0

any

http

® 192.168.16.0/255.255.255.0 ftp

@ any

any

E8-9 N “ipsec_oa” LREFIRGFIERM
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BURLRER X

' B ipsec_oa
i
WA -- NONE --

O=MFRNERNHEIE. NRERCE. # NIeXKRsIGIE

TLXiR @ tust X @ untrust
PigntieX @ 192.168.11.0. X 192.168.14.0.

8 1l

Bay2en 0 =2XiR AP

@ trust X @@ untrust X

Pient/itX G 192.168.11.0.. X 192.168.14.0.

Y any

BE - NAE/AF/RSE/RER/VLAN ID

v Rfs

E8-10 ARARSEIEEE X

5517457

# (ERREFSVE “sslvpn_oa” ZERIEFEFERZAILIZMNATITIREEX Y, STHREXY

R
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WA B R O REFame
&R ¥ ¥ v Bm ¥ BE U iR eHER v it ¥ RERE TV
ipsec_iks @ local & local any any © #iF
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il 172.21.10.201 R
& WebFi tering x - v - o x
< C A F==2 [ 192.168.16.109/URL Filter | 2 v O 2

Web Access blocked

According to the network control policy, you have no privilege to visit this web page.
Blocked Type: blacklist

Category: -

URL: http://192.168.16.109/URL_Filter

If you have proper reason to access this specific website, please contact your network
administrator for help.

E]8-23 PC1 50225 URL

8.4 BiES%E ((NERALRBXEE )
8.4.1 HQ-FW1 HIFEE

#
security-policy
rule name ipsec_oa
source-zone trust
source-zone untrust
destination-zone trust
destination-zone untrust
source-address 192.168.11.0 mask 255.255.255.0
source-address 192.168.14.0 mask 255.255.255.0
destination-address 192.168.11.0 mask 255.255.255.0
destination-address 192.168.14.0 mask 255.255.255.0
profile data-filter Content_Filter
action permit
rule name sslvpn_oa
source-zone untrust
destination-zone trust
source-address 192.168.11.0 mask 255.255.255.0
destination-address 192.168.16.0 mask 255.255.255.0
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service ftp
service http
profile data-filter Content_Filter
action permit
#
keyword-group name word
pre-defined-keyword name bank-card-number weight 1
pre-defined-keyword name id-card-number weight 1
user-defined-keyword name Huawei
expression match-mode text Huawei
#
profile type data-filter name Content_Filter
rule name Rule1
direction both
keyword-group name word
undo application type http imap nfs pop3 smb smtp
undo file-type name c cpp cxx doc docx h hpp html java ppt pptx txt
action block
#
return

8.4.2 DC-FW fIfic &

#
profile type url-filter name URL_Filter
add blacklist url */url_filter
category pre-defined control-level high
#
security-policy
rule name sslvpn_oa
source-zone untrust
destination-zone dmz
source-address 192.168.11.0 mask 255.255.255.0
destination-address 192.168.16.0 mask 255.255.255.0
profile url-filter URL_Filter
action permit
rule name nat64
source-zone untrust
destination-zone dmz
source-address 2001:DB8:10:: 64
profile url-filter URL_Filter
action permit
rule name slb
source-zone untrust
vserver HQ _Web_Server
profile url-filter URL_Filter
action permit
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9.4 FcE2%E ((NERALEAEXES )
9.4.1 IPS1 H9ECE

#
profile type ips name Web_Server
undo assoc-check enable
signature-set name Web_Server
action block
os windows
target both
severity low medium high information
protocol DNS HTTP ICMP TFTP FTP
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category Trojan Adware CGI XSS Injection Webshell
profile type ips name FTP_Server
undo assoc-check enable
signature-set name FTP_Server
action block
os unix-like windows android ios other
target both
severity low medium high information
protocol all
category all
#
profile type av name Web_Server
undo ftp-detect enable
undo smtp-detect enable
undo pop3-detect enable
undo imap-detect enable
undo nfs-detect enable
undo smb-detect enable
profile type av name FTP_Server
file-type av all
undo http-detect enable
undo smtp-detect enable
undo pop3-detect enable
undo imap-detect enable
undo nfs-detect enable
undo smb-detect enable
#
security-policy
default action permit
rule name Web_Server
source-zone untrust
destination-zone trust
destination-address 192.168.16.109 mask 255.255.255.255
service http
service https
profile av Web_Server
profile ips Web_Server
action permit
rule name FTP_Server
source-zone untrust
destination-zone trust
destination-address 192.168.16.110 mask 255.255.255.255
service ftp
profile av FTP_Server
profile ips FTP_Server
action permit
rule name ips_default
profile ips default
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action permit
#

0.5 B&Em

USGIRBABERET IPSIREHBRILINGE, MMUEFRAE I MEFRIREEE IPSIRE?
TER: RE%N USG iRERSE IPS RIKEHTNRE, (BERIMEHRMEE IPS RENDEL
B, XEERRMEER IPS RELEELETTNEIQUFIGME, BHHISREDIGRERS
B, RIS RGN RESR A0, B ERIMHE HG532 IREFAERAIRKIE( CVE-
2017-17215) , LEERBATEMKE CheckPoint AY IPS (RIFAEERETEHXT MR, HRMLEZAY
TE, BIRRY IPS IRFREAVEMMRBREZERENIRNE, RIUEIMIZ SR T, TH
EAEEXS 0 day imiEAY, BEIRMHENRIRIIRIF .
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Anti-DDoS #g&sCis

10.1 SCEEA 48

10.1.1 XFAsL8e

RNEVDHIMEEERE Web FRSZ2EXIAIIMNRRIABFIREIRSS, HRERINDEHEFILIERSS R0
o, BE%Y DDoS WHIERAE] Web *HEQEP&E, /‘Tunﬁfﬂ_nﬂjlﬂﬁﬂiT Anti-

DDoS 8%, FHiEid SecoManager 1=428%F Anti-DDoS 2 H{TEPSIE, FHRTNEMBEE
DHETE,
10.1.2 SCERZEMI 7T
e Internet ﬁ Server
PCSI;]j AN-Sw2
WAN-Sw | , Branch-FW Branch-Sw j Fe
DDoSE#IHCy Detecting -

SecoManager ATIC-Sw
(ATIC) Cleaning

HiE

DC-Acc-Sw
Web Server1

Web Server2

FTP Server Acc-Swi Acc-Sw2

PC1|:]E :EPCZ
[E]10-1 SEEGHAFMNE]
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10.1.3 SCIGHRK

SEBMLEEORE T 2 & Anti-DDoS i85, 1 S1F NS, 5 1 & Anti-DDoS uEEA’EjJ
ETEIRE . YA DDoS thd, #MiREE LR SecoManager, SecoManager T A&BAfHIZR
EUIEI?EJ‘ZEEI; /El?ﬁlz *E?Elyiﬁl]ﬁlﬂﬁ ‘fj’lﬁ/ﬁ"

ML SEHXRIGN T :
%10-1 Anti-DDoS EFMLZSHHL]

1553 w0 Bi% 1011
secoManager h1 Al = 172.21.10.73/17
\\12 M=
(ATIC) et SENI1E 21.10.73/
& sz
Meth0/0/0 SO, X 172.21.10.31/17
SecoManager
= JiZ
Detecting G0/0/0 B, X% 172.21.10.33/17
SecoManager
G0/0/1 ﬁﬁ*ﬁiﬂﬂﬁ#ﬁﬂ (F) /
G0/0/2 ERNEO (%) /
M \
Meth0/0/0 EED' S 172.21.10.32/17
SecoManager
= JiZ
G0/0/0 BSH, X3 172.21.10.34/17
SecoManager
Cleaning G0/0/1 3Rttt (F) 192.168.10.26/30
G0/0/2 St (8%) 192.168.10.34/30
G0/0/3 Bt (F) 192.168.10.30/30
G0/0/4 EEHIE (5) 192.168.10.38/30
G0/0/1 (VLANIF 31) HF&im 100.1.31.1/30
G0/0/4 (VLANIF 31) Mz /
Edge-Sw1 —
G0/0/5 5w 192.168.10.25/30
G0/0/6 EIpEar . 192.168.10.29/30
G0/0/1 (VLANIF 32) B 100.1.32.1/30
G0/0/4 (VLANIF 32) Mz /
Edge-Sw2
G0/0/5 5w 192.168.10.33/30
G0/0/6 EIpEar . 192.168.10.37/30

Anti-DDoS i &%J1& SecoManager iZ&H3HI SNMP &% STelnet 2% :

7%10-2 SNMP 2%k
BoEIn 28
VINATTEN SNMP v3
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P& atic
INERE SHA2-256
NEZE; AES256
NIEZSE Security@123
SN Security@123

#10-3 STelnet 2&50%

[iT==10 S8

P& aticuser
TANIEZS HCIE@Security12#$

RSAZSRKE 3072

10.2 SCISECE{TESS

10.2.1 BCE K
1. EFiRMIK), SBECE Anti-DDoS IS T e Rz,

2. ERIWPEBHMIRE Edge-Sw g8 ERIBIRORE, BHEAR WD SZREREE

Detecting i85 .

3. 1£ Edge-Sw i&&# Cleaning 18 Z[8)EFE BGP MY, #2137 IBGP #BEXZEK, AS =5 100,

FIBENARGIPISR ( Web Server ) BYATEEREM Edge-Sw 5[iRZE Cleaning iR .

4. BpREiE%kRE, Cleaning 1858 181d PBR HVE M=EEIEZE Edge-Sw &

o w

7£ Detecting i® 5% Cleaning i2#% 23 E SNMP # STelnet INAE , @FX31E SecoManager .,
Z 5 SecoManager #AE Detecting i8%5#1 Cleaning 185, HECEMIPXTRIMHEER .

7. PRIEHFERERESE, FFE SecoManager UEIEREZFSINGE, SKAMAMLRHHEIERE,

i&%i%c’u o
10.2.2 BT

B 1 REIFEERSED
# MU BT IEER, HES,

[Anti-DDoS-Detect]firewall ddos detect-spu slot 0 cpu 0
[Anti-DDoS-Detect]quit
<Anti-DDoS-Detect>save
Warning: The current configuration will be written to the device.Continue? [Y/N]:y
Now saving the current configuration to the slot 0 .
Info: Save the configuration successfully.
<Anti-DDoS-Detect>reboot
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MPU 0:

Next startup system software: flash:/Anti-DDoS1900_V600R022C00SPC100.cc
Next startup saved-configuration file: flash:/1.cfg

Next startup paf file: default

Next startup patch package: flash:/Anti-DDoS1900_V600R022SPH150.PAT
Warning: The system will reboot.Continue? [Y/N]:y

1<hA:
%£10-4 AEELS Anti-DDoS &&= T{EER (B < Mik e
wRENS B e = pEd

firewall ddos &< FRIERE CPU | &5 R T, CPU JoiEtklh
HENEE flow e, ge, EEidmSIEE

Anti-DDoS1905 &7 N g . FEPFL} HWET_EE
undo firewall ddos &< FAsRMIER | CPU HtaEk flow iNITA
CPU #&iIgg flow HiMISEAY BEo
firewall ddos detect-spu #5< FASE

Anti-DD0S1908 X%l g, ARPEEBEIGOIEER

undo firewall ddos detect-spu &5

g CPU J9t&IINRE o
< FRMIPR CPU &

# F1F Detecting IRBERTMHE, FRkER&EISEONRZEXI,
# Detecting IRBELEXIFEE

[Anti-DDoS-Detect]firewall zone trust
[Anti-DDoS-Detect-zone-trust] add interface GE0/0/0
[Anti-DDoS-Detect-zone-trust]quit
[Anti-DDoS-Detect]firewall zone untrust
[Anti-DDoS-Detect-zone-untrust]add interface GE0/0/1
[Anti-DDoS-Detect-zone-untrust]add interface GE0/0/2
[Anti-DDoS-Detect-zone-untrust]quit
[Anti-DDoS-Detect]

# Cleaning IRBLZEXIFHE

[Anti-DDoS-Clean]firewall zone trust
[Anti-DDoS-Clean-zone-trust]add interface G 0/0/0
[Anti-DDoS-Clean-zone-trust]add interface G 0/0/3
[Anti-DDoS-Clean-zone-trust]add interface G 0/0/4
[Anti-DDoS-Clean-zone-trust]quit
[Anti-DDoS-Clean]firewall zone untrust
[Anti-DDoS-Clean-zone-untrust] add interface G 0/0/1
[Anti-DDoS-Clean-zone-untrust] add interface G 0/0/2
[Anti-DDoS-Clean-zone-untrust]quit
[Anti-DDoS-Clean]

# Detecting IR\ FEORE .

[Anti-DDoS-Detect]interface GE0/0/0
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[Anti-DDoS-Detect-GE0/0/0] undo service-manage enable

[Anti-DDoS-Detect-GE0/0/0] anti-ddos detect enable

[Anti-DDoS-Detect-GE0/0/0] quit

[Anti-DDoS-Detect]interface GEQ/0/1

[Anti-DDoS-Detect-GE0/0/1] portswitch

[Anti-DDoS-Detect-GEQ/0/1] port link-type trunk

[Anti-DDoS-Detect-GEQ/0/1] port trunk allow-pass vlan 1 to 4094

Info: Some VLANS are not created.Please create them to make the configuration take effect.
[Anti-DDoS-Detect-GE0/0/1] anti-ddos flow-statistic enable

[Anti-DDoS-Detect-GE0/0/1] anti-ddos detect enable

[Anti-DDoS-Detect-GEO/0/1] quit

[Anti-DDoS-Detect]interface GE0/0/2

[Anti-DDoS-Detect-GEQ/0/2] portswitch

[Anti-DDoS-Detect-GE0/0/2] port link-type trunk

[Anti-DDoS-Detect-GE0/0/2] port trunk allow-pass vlan 1 to 4094

Info: Some VLANS are not created.Please create them to make the configuration take effect.
[Anti-DDoS-Detect-GE0/0/2] anti-ddos flow-statistic enable

[Anti-DDoS-Detect-GE0/0/2] anti-ddos detect enable

[Anti-DDoS-Detect-GE0/0/2] quit

[Anti-DDoS-Detect]

# Cleaning REWSZEORE .

[Anti-DDoS-Clean] interface G 0/0/0
[Anti-DDoS-Clean-GE0/0/0] undo service-manage enable
[Anti-DDoS-Clean-GE0/0/0] quit

[Anti-DDoS-Clean] interface G 0/0/1
[Anti-DDoS-Clean-GE0/0/1] undo service-manage enable
[Anti-DDoS-Clean-GE0/0/1] anti-ddos clean enable
[Anti-DDoS-Clean-GE0/0/1] anti-ddos flow-statistic enable
[Anti-DDoS-Clean-GE0/0/1]quit

[Anti-DDoS-Clean] interface G 0/0/2
[Anti-DDoS-Clean-GE0/0/2] undo service-manage enable
[Anti-DDoS-Clean-GE0/0/2] anti-ddos clean enable
[Anti-DDoS-Clean-GE0/0/2] anti-ddos flow-statistic enable
[Anti-DDoS-Clean-GE0/0/2] quit

[Anti-DDoS-Clean] interface G 0/0/3
[Anti-DDoS-Clean-GE0/0/3] undo service-manage enable
[Anti-DDoS-Clean-GE0/0/3] quit

[Anti-DDoS-Clean] interface G 0/0/4
[Anti-DDoS-Clean-GE0Q/0/4] undo service-manage enable
[Anti-DDoS-Clean-GE0/0/4] quit

[Anti-DDoS-Clean]

# 5Th Detecting iR & Cleaning IRBEHIRE XGRS EONERES, TENERE
BT SESRE

# Detecting IR L EHRIEALE

[Anti-DDoS-Detect]security-policy
[Anti-DDoS-Detect-policy-security]default action permit
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Warning:Setting the default packet filtering to permit poses security risks.You are advised to configure
the security policy based on the actual data flows.Are you sure you want to continue?Please select
[Y/NLy

[Anti-DDoS-Detect-policy-security]quit

# Cleaning IRBLERIEEER L.

L' 2 BREROBR

[Edge-Sw1] observe-port 1 interface g0/0/4

[Edge-Sw1] interface GEO/0/1

[Edge-Sw1-GEO/0/1] port-mirroring to observe-port 1 inbound
[Edge-Sw1-GE0/0/1] quit

[Edge-Sw1]

# Edge-Sw2 i@ in[1$RGECER L.

I 3 FiE BGP

# 1 Cleaning &% EEPZ BGP ¥, 5 Edge-Sw i8%&3&37 IBGP $8EXZXK, FF DDosS 3|

3=
Nt o

[Anti-DDoS-Clean] route-policy 1 permit node 10

Info: This sequence is being overridden.

[Anti-DDoS-Clean-route-policy] apply community no-advertise
[Anti-DDoS-Clean-route-policy] quit

[Anti-DDoS-Clean] bgp 100

[Anti-DDoS-Clean-bgp] router-id 32.32.32.32

[Anti-DDoS-Clean-bgp] peer 192.168.10.25 as-number 100
[Anti-DDoS-Clean-bgp] peer 192.168.10.33 as-number 100
[Anti-DDoS-Clean-bgp] import-route op-route

[Anti-DDoS-Clean-bgp] ipv4-family unicast
[Anti-DDoS-Clean-bgp-af-ipv4] peer 192.168.10.25 route-policy 1 export
[Anti-DDoS-Clean-bgp-af-ipv4] peer 192.168.10.25 advertise-community
[Anti-DDoS-Clean-bgp-af-ipv4] peer 192.168.10.33 route-policy 1 export
[Anti-DDoS-Clean-bgp-af-ipv4] peer 192.168.10.33 advertise-community
[Anti-DDoS-Clean-bgp-af-ipv4] quit

[Anti-DDoS-Clean-bgp] quit

[Anti-DDoS-Clean] firewall ddos bgp-next-hop 192.168.10.29
[Anti-DDoS-Clean] firewall ddos bgp-next-hop fib-filter

# 7E Edge-Sw1 #1 Edge-Sw2 &% FFZE BGP 1Y, 5 Cleaning i858 7 IBGP $BEXHK .
# Edge-Sw1

[Edge-Sw1] bgp 100

[Edge-Sw1-bgp] router-id 21.21.21.21
[Edge-Sw1-bgp] peer 192.168.10.26 as-number 100
[Edge-Sw1-bgp] quit

[Edge-Sw1]

# Edge-Sw2

[Edge-Sw2] bgp 100
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[Edge-Sw2-bgp] router-id 22.22.22.22
[Edge-Sw2-bgp] peer 192.168.10.34 as-number 100
[Edge-Sw2-bgp] quit

[Edge-Sw2]

LI 4 FERRSISH

# 1£ Cleaning ix& FECERIRIRA, HFErRNISREMEREISMEEH,

[Anti-DDoS-Clean] policy-based-route

[Anti-DDoS-Clean-policy-pbr] rule name traffic_injection_sw1
[Anti-DDoS-Clean-policy-pbr-rule-traffic_injection_sw1] ingress-interface GE 0/0/1
[Anti-DDoS-Clean-policy-pbr-rule-traffic_injection_sw1] action pbr egress-interface GE 0/0/3 next-hop
192.168.10.29

[Anti-DDoS-Clean-policy-pbr-rule-traffic_injection_sw1] quit

[Anti-DDoS-Clean-policy-pbr] rule name traffic_injection_sw2
[Anti-DDoS-Clean-policy-pbr-rule-traffic_injection_sw2] ingress-interface GE 0/0/2
[Anti-DDoS-Clean-policy-pbr-rule-traffic_injection_sw2] action pbr egress-interface GE 0/0/4 next-hop
192.168.10.37

[Anti-DDoS-Clean-policy-pbr-rule-traffic_injection_sw2] quit

[Anti-DDoS-Clean-policy-pbr] quit

[Anti-DDoS-Clean]

# NEREIEREWEINEME Cleaning IREFEWNEE, FEEH AR Edge-Sw iZ& LEIE
KEEEEA , BhIEFRERTEAZE NEHOMBXE,
# Edge-Sw1

[Edge-Sw1] traffic classifier injection

[Edge-Sw1-classifier-injection] if-match inbound-interface GigabitEthernet 0/0/6
[Edge-Sw1-classifier-injection] quit

[Edge-Sw1-classifier-injection] traffic behavior injection
[Edge-Sw1-behavior-injection] redirect ip-nexthop 100.1.34.3
[Edge-Sw1-behavior-injection] quit

[Edge-Sw1-behavior-injection] traffic policy injection
[Edge-Sw1-trafficpolicy-injection] classifier injection behavior injection
[Edge-Sw1-trafficpolicy-injection] quit

[Edge-Sw1] traffic-policy injection global inbound

# Edge-Sw2

[Edge-Sw2] traffic classifier injection

[Edge-Sw2-classifier-injection] if-match inbound-interface GigabitEthernet 0/0/6
[Edge-Sw2-classifier-injection] quit

[Edge-Sw2-classifier-injection] traffic behavior injection
[Edge-Sw2-behavior-injection] redirect ip-nexthop 100.1.35.3
[Edge-Sw2-behavior-injection] quit

[Edge-Sw2-behavior-injection] traffic policy injection
[Edge-Sw2-trafficpolicy-injection] classifier injection behavior injection
[Edge-Sw2-trafficpolicy-injection] quit

[Edge-Sw2] traffic-policy injection global inbound
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HIE 5 #E SNMP 5 STelnet

# 1E Detecting i/ Cleaning i85 22 SNMP #[ STelnet IhAg , {EFXd#Z SecoManager,

# Detecting 8%

[Anti-DDoS-Detect]snmp-agent
[Anti-DDoS-Detect]snmp-agent sys-info version v3
[Anti-DDoS-Detect]snmp-agent mib-view included mib2view iso

[Anti-DDoS-Detect]snmp-agent group v3 secomanager privacy read-view mib2view write-view
mib2view notify-view mib2view

[Anti-DDoS-Detect]snmp-agent usm-user v3 atic

Warning: Configuring a security algorithm is recommended, because the noauthentication or
authentication mode is insecure.

[Anti-DDoS-Detect]snmp-agent usm-user v3 atic group secomanager

Warning: Configuring a security algorithm is recommended, because the noauthentication or
authentication mode is insecure.

[Anti-DDoS-Detect]snmp-agent usm-user v3 atic authentication-mode sha2-256
Please configure the authentication password (8-255)

Enter Password: //Security@123

Confirm Password: //Security@123

Warning: Configuring a security algorithm is recommended, because the noauthentication or
authentication mode is insecure.

[Anti-DDoS-Detect]snmp-agent usm-user v3 atic privacy-mode aes256
Please configure the privacy password (8-255)

Enter Password: //Security@123

Confirm Password: //Security@123

Warning: The privacy and authentication passwords are the same, which is insecure.lt is recommended
that the privacy and authentication passwords are different.

[Anti-DDoS-Detect] snmp-agent protocol source-status all-interface

Warning: It will allow all accessible network to access the device.

[Anti-DDoS-Detect] snmp-agent trap enable

[Anti-DDoS-Detect] snmp-agent trap source G 0/0/0

[Anti-DDoS-Detect] aaa

[Anti-DDoS-Detect-aaa]local-user aticuser password irreversible-cipher HCIE@Security12#$

Info: After changing the rights (including the password, access type, FTP directory, and HTTP directory)
of a local user, the rights of users already online do not change.The change takes effect to users who go
online after the change.

[Anti-DDoS-Detect-aaa] local-user aticuser privilege level 3

Warning: This operation may affect online users and will change the user privilege level, Continue?
[Y/NLy

[Anti-DDoS-Detect-aaa] local-user aticuser service-type ssh

Info: After changing the rights (including the password, access type, FTP directory, and HTTP directory)
of a local user, the rights of users already online do not change.The change takes effect to users who go
online after the change.

[Anti-DDoS-Detect-aaa] local-aaa-user password policy administrator
[Anti-DDoS-Detect-aaa-lupp-admin] undo password alert original
[Anti-DDoS-Detect-aaa-lupp-admin] password expire 0

Warning: Password expire time configured as zero, there is a security risk.
[Anti-DDoS-Detect-aaa-lupp-admin] quit

[Anti-DDoS-Detect-aaa] undo local-aaa-user wrong-password
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Warning: All blocked users will unblock.Continue? [Y/N]: y
[Anti-DDoS-Detect-aaa] quit

[Anti-DDoS-Detect] ssh user aticuser

Info: Succeeded in adding a new SSH user.

[Anti-DDoS-Detect] ssh user aticuser authentication-type all
[Anti-DDoS-Detect] ssh user aticuser service-type all
[Anti-DDoS-Detect] snetconf server enable

Info: Succeeded in starting the SNETCONF server on SSH port 22.

Warning: After configuring the source interface or source address, the IPV6 listening socket will be
created.

[Anti-DDoS-Detect] netconf

[Anti-DDoS-Detect-netconf] protocol inbound ssh ipv4 port 830
Info: Succeeded in starting the ssh port 830 service.
[Anti-DDoS-Detect-netconf] nacm
[Anti-DDoS-Detect-netconf-nacm] nacm enable
[Anti-DDoS-Detect-netconf-nacm] group-name nacm-group
[Anti-DDoS-Detect-netconf-nacm-nacm-group-nacm-group] user-name aticuser
[Anti-DDoS-Detect-netconf-nacm-nacm-group-nacm-group] quit
[Anti-DDoS-Detect-netconf-nacm] execute-default permit
[Anti-DDoS-Detect-netconf-nacm] quit
[Anti-DDoS-Detect-netconf] quit

[Anti-DDoS-Detect]rsa local-key-pair create

The key name will be:Host

% RSA keys defined for Host_Host already exist.

Warning: Replace the host key, Continue? [Y/N]: y

The range of public key size is (2048, 4096).

NOTE: Key pair generation will take a short while.

Please input the modulus [default = 3072]:

[Anti-DDoS-Detect] user-interface vty 0 4
[Anti-DDoS-Detect-ui-vty0-4] authentication-mode aaa
[Anti-DDoS-Detect-ui-vty0-4] user privilege level 3
[Anti-DDoS-Detect-ui-vty0-4] protocol inbound ssh
[Anti-DDoS-Detect-ui-vty0-4] quit

[Anti-DDoS-Detect] stelnet server enable

[Anti-DDoS-Detect] ssh user aticuser

[Anti-DDoS-Detect] ssh user aticuser authentication-type password
[Anti-DDoS-Detect] ssh user aticuser service-type stelnet
[Anti-DDoS-Detect] ssh server-source all-interface

Warning: SSH server source configuration will take effect in the next login.Continue? [Y/N]:y
Warning: It expands the range of accessed IP.
[Anti-DDoS-Detect] sftp server enable

Info: Succeeded in starting the SFTP server.

Warning: After configuring the source interface or source address, the IPV6 listening socket will be
created.

[Anti-DDoS-Detect] ssh user aticuser service-type all

[Anti-DDoS-Detect] ssh user aticuser sftp-directory flash:/

# Cleaning 1IR&BECER L.
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IR 6 IREME

# & F SecoManager iz #f R M| ( b ik : https://172.21.10.73:31943 , Tk S :
admin/Security@123 ) , #&#F “IRBERE > 8KE~ HARSSERERE, WITUATRE:

] SecoManager mE ki iRESH

>
=4 BEEm | (P SR &
Wik
EmIP 2 pripttS: wE 2 AF2 (bps) 2 NFE (pps) * WwERE (bps) T TCPHE 2
pEta
FHIE
£33 A b
E10-2 HNGREERE
) secoManager B WS RESK  REEE  RER
== 4 I 2E I
n MEERSR
=s-
e RS
BEER w TOERER FeoN BEEE BEES
SEFTRER
AESSHIESREE

FrENE



https://172.21.10.73:31943/

Az

HUAWEI HCIE-Security V3.0 SEI&1ESF 52121

E10-3 #AIRE SSH 1B8CRIRECE R E
IRESSHIELURIL AR ECE

0 HRIENAMNEELIEY, REETHEIEE, SUTHERAN:
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J secoManager W SERE  BESH  GEEE RREm @0 @muwrz L admin

Anti-DDoS-Clean 202

E10-33 &FES|iRAE

104 BcE2%E ((NERASLGHAXEE )

10.4.1 Anti-DDoS-Detect Uit &
RBA: LU TEESSIEHIETANANS, BZREEFRAN, ENEE I XREHTEE.

#
firewall ddos detect-spu slot 0 cpu 0
#
firewall ddos log-local-ip 172.21.10.31
firewall ddos log-server-ip 172.21.10.73
#
rsa peer-public-key 172.21.10.32
public-key-code begin
3082018A
02820181
009ABC07 5483733C 8A0D3833 1F7DE032 16018DA8 CBF500F9 8CFFC12C 821D6655
1A782ADF 29BFDB06 3D5174B1 44DCO6FA D885361E 1EF28BE5 8A65134C 02714755
D2D91064 3826CBAO E05706DC 8957CCD0O 60F79FF7 3DODCD78 C4AD428A B888BFAF
ECDDFFF5 6BA807BB C1467945 4EDC9622 D1952B2D 9003AF08 7DE04B09 81FC3DBE
88C51162 8D4DDCCO 9FC7684B 5966CD1B 231FOABA 2631BF28 576014D8 8F02065A
CB92C156 90FA30B9 587127A5 77A5F091 81B8821D 160CD40F 132D08A5 AB53D7EQ
E17A860A 13E2AC73 8B7DC984 B3F4B045 A719CEA3 5AB82624 FO8C5F4A 0DE7AE08
18183272 93F71296 1889A30C 393B5E6C 299BD5F0 240A0FD4 104F6EFA 600E884D
DF392F8D B5FBEA3D S9ED1CA2B B4D3D65A 7A3DBF1A C375AF08 80DCE8A2 6AEAEDF7
7972A780 DCO42FDA 84108CB4 576373A7 117F1399 7319E8F3 4BF11157 BO84DF6D
96F478CC 1A1B1C02 0ATAOFF4 DFE171CB 43525553 3D464085 1C319B10 3A87F579
DB592DE7 BDADCFAC 3DOE375F 70B78773 C30968F0 DF285204 85BF5701 3DC12DAE
17
0203
010001
public-key-code end
peer-public-key end
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#
arp learning on-different-segment disable
#
telnet ipv6 server disable
telnet server-source all-interface
undo telnet ipv6 server-source all-interface
#
diffserv domain default
#
ip vpn-instance _management_vpn_
ipv4-family
#
time-range worktime 08:00 to 18:00 working-day
#
aaa
local-aaa-user password policy administrator
undo password alert original
password expire 0
undo local-aaa-user wrong-password
local-user aticuser password irreversible-cipher Security@123
local-user aticuser privilege level 3
local-user aticuser service-type ssh

local-user secomanager password irreversible-cipher HCIE@Security12#$

local-user secomanager privilege level 3
local-user secomanager service-type ssh
#
interface GE0/0/0
ip address 172.21.10.33 255.255.128.0
undo service-manage enable
anti-ddos detect enable
#
interface GE0/0/1
portswitch
port link-type trunk
port trunk allow-pass vlan 1 to 4094
anti-ddos flow-statistic enable
anti-ddos detect enable
#
interface GE0/0/2
portswitch
port link-type trunk
port trunk allow-pass vlan 1 to 4094
anti-ddos flow-statistic enable
anti-ddos detect enable
#
snmp-agent
snmp-agent local-engineid 800007DB03F4E451DE28DF
#
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snmp-agent sys-info version v3

snmp-agent group v3 secomanager privacy read-view mib2view write-view mib2view notify-view
mib2view

#

snmp-agent mib-view included ddos iso

snmp-agent mib-view included mib2view iso

snmp-agent usm-user v3 atic

snmp-agent usm-user v3 atic group secomanager

snmp-agent usm-user v3 atic authentication-mode sha2-256 cipher Security@123
snmp-agent usm-user v3 secomanager privacy-mode aes256 cipher Security@123
#

snmp-agent trap source GEO/0/0

#

snmp-agent protocol source-status all-interface

undo snmp-agent protocol source-status ipv6 all-interface

#

undo snmp-agent proxy protocol source-status all-interface
undo snmp-agent proxy protocol source-status ipv6 all-interface
#

snmp-agent trap enable

#

stelnet server enable

sftp server enable

snetconf server enable

ssh server rsa-key min-length 3072

ssh user aticuser

ssh user aticuser authentication-type password

ssh user aticuser service-type all

ssh user aticuser sftp-directory flash:/

ssh user secomanager

ssh user secomanager authentication-type password

ssh user secomanager service-type stelnet

ssh server-source all-interface

undo ssh ipv6 server-source all-interface

ssh authorization-type default aaa

#

ssh server cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr
ssh server hmac sha2_512 sha2_256

ssh server key-exchange dh_group_exchange_sha256

#

ssh server publickey rsa_sha2_256 rsa_sha2_512
#

ssh server dh-exchange min-len 3072

#

ssh client first-time enable

ssh client peer 172.21.10.32 assign rsa-key 172.21.10.32
#

ssh client publickey rsa_sha2_256 rsa_sha2_512
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#
ssh client cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr
ssh client hmac sha2_512 sha2_256
ssh client key-exchange dh_group_exchange_sha256
#
netconf
protocol inbound ssh ipv4 port 830
#
nacm
nacm enable
execute-default permit
group-name nacm-group
user-name atic
#
anti-ddos filter name test type dns
filter-id 10
#
ddos-zone name zone_11
zone-id 11
ip address 100.1.100.1 32
anti-ddos destination-ip session-limit protocol tcp max-speed 400000
anti-ddos destination-ip session-limit protocol udp max-speed 10000
anti-ddos destination-ip session-limit protocol other max-speed 10000
bandwidth-limit destination-ip type udp max-speed 50000
bandwidth-limit destination-ip type icmp max-speed 500
bandwidth-limit destination-ip type tcp-fragment max-speed 10000
bandwidth-limit destination-ip type udp-fragment max-speed 10000
bandwidth-limit destination-ip type other max-speed 100000
anti-ddos rst-flood session-check
anti-ddos syn-flood source-detect mode advanced
anti-ddos tcp-abnormal-flood alert-rate 500
anti-ddos syn-flood source-limit max-number 50 duration 3
anti-ddos dns format-check alert-rate 500
anti-ddos dns-request-flood source-detect
anti-ddos ack-flood session-check
anti-ddos ack-flood source-rate-check 500
anti-ddos udp-flood fingerprint-learn enable
anti-ddos udp-malformed-flood alert-rate 500
anti-ddos udp-flood defend alert-speed 500
anti-ddos https-flood defend alert-rate 20000
anti-ddos https-flood ssl-defend illegal-session-num 3 interval 5
anti-ddos https-flood ssl-defend incomplete-negotiation enable

anti-ddos tls-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5

anti-ddos tls-flood fixed-resource illegal-ratio 90 min-number 20 interval 5
anti-ddos tls-flood concurrent-connection alert-number 10000
anti-ddos http-flood defend alert-request 5000

anti-ddos http-flood detect-uri source-statistic illegal-ratio 90 min-number 20 interval 5

anti-ddos http-flood detect-uri index 1 uri / full-matching
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anti-ddos http-flood slow-attack-check content-length 1000
anti-ddos http-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5
anti-ddos http-flood illegal-session-check
anti-ddos http-flood illegal-session-check null-method-check enable
anti-ddos http-flood illegal-session-check range-header-check enable
anti-ddos http-flood illegal-session-check multi-method-check enable
anti-ddos http-flood concurrent-connection alert-number 10000
anti-ddos tcp-connection-flood alert-number 20000
anti-ddos tcp-connection-flood alert-rate 5000
anti-ddos tcp-connection-flood illegal-session-check packet-min-number 1 interval 5
anti-ddos tcp-connection-flood illegal-session-check illegal-session-num 3 interval 5
anti-ddos dns-request-limit source-ip other max-rate 200
anti-ddos first-packet-check tcp
anti-ddos first-packet-check udp interval upper-limit 2000
anti-ddos first-packet-check dns interval upper-limit 5000
anti-ddos first-packet-check syn interval lower-limit 500 upper-limit 4000
anti-ddos first-packet-check syn-ack interval lower-limit 500 upper-limit 4000
anti-ddos filter attack alert-rate 1000
anti-ddos source-port statistic enable

#

ddos-zone name zone_14
zone-id 14
ip address 100.1.36.1 32
anti-ddos destination-ip session-limit protocol tcp max-speed 400000
anti-ddos destination-ip session-limit protocol udp max-speed 10000
anti-ddos destination-ip session-limit protocol other max-speed 10000
bandwidth-limit destination-ip type udp max-speed 50000
bandwidth-limit destination-ip type icmp max-speed 2
bandwidth-limit destination-ip type tcp-fragment max-speed 10000
bandwidth-limit destination-ip type udp-fragment max-speed 10000
bandwidth-limit destination-ip type other max-speed 100000
anti-ddos rst-flood session-check
anti-ddos syn-flood source-detect mode advanced
anti-ddos tcp-abnormal-flood alert-rate 500
anti-ddos syn-flood source-limit max-number 50 duration 3
anti-ddos dns format-check alert-rate 500
anti-ddos dns-request-flood source-detect
anti-ddos ack-flood session-check
anti-ddos ack-flood source-rate-check 500
anti-ddos udp-flood fingerprint-learn enable
anti-ddos udp-malformed-flood alert-rate 500
anti-ddos udp-flood defend alert-speed 500
anti-ddos https-flood defend alert-rate 20000
anti-ddos https-flood ssl-defend illegal-session-num 3 interval 5
anti-ddos https-flood ssl-defend incomplete-negotiation enable
anti-ddos tls-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5
anti-ddos tls-flood fixed-resource illegal-ratio 90 min-number 20 interval 5
anti-ddos tls-flood concurrent-connection alert-number 10000
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anti-ddos http-flood defend alert-request 5000
anti-ddos http-flood detect-uri source-statistic illegal-ratio 90 min-number 20 interval 5
anti-ddos http-flood detect-uri index 1 uri / full-matching
anti-ddos http-flood slow-attack-check content-length 1000
anti-ddos http-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5
anti-ddos http-flood illegal-session-check
anti-ddos http-flood illegal-session-check null-method-check enable
anti-ddos http-flood illegal-session-check range-header-check enable
anti-ddos http-flood illegal-session-check multi-method-check enable
anti-ddos http-flood concurrent-connection alert-number 10000
anti-ddos tcp-connection-flood alert-number 20000
anti-ddos tcp-connection-flood alert-rate 5000
anti-ddos tcp-connection-flood illegal-session-check packet-min-number 1 interval 5
anti-ddos tcp-connection-flood illegal-session-check illegal-session-num 3 interval 5
anti-ddos dns-request-limit source-ip other max-rate 200
anti-ddos first-packet-check tcp
anti-ddos first-packet-check udp interval upper-limit 2000
anti-ddos first-packet-check dns interval upper-limit 5000
anti-ddos first-packet-check syn interval lower-limit 500 upper-limit 4000
anti-ddos first-packet-check syn-ack interval lower-limit 500 upper-limit 4000
anti-ddos filter attack alert-rate 1000
anti-ddos source-port statistic enable
#
firewall zone trust
set priority 85
add interface GE0/0/0
#
firewall zone untrust
set priority 5
add interface GE0O/0/1
add interface GE0/0/2
#
security-policy
default action permit
#
return

10.4.2 Anti-DDoS-Clean B9t &

7B LU TEREESEHRETANRE, BZEZREHBA, BNES%E LXiEdiThRE.

#

firewall ddos log-local-ip 172.21.10.32
firewall ddos log-server-ip 172.21.10.73
firewall ddos bgp-next-hop fib-filter
firewall ddos bgp-next-hop 192.168.10.29

#
rsa peer-public-key 172.21.10.31
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public-key-code begin
3082018A
02820181
00ACOE08 C9963721 528AE9D2 3686ECEC C406804F 6D9565DA 520A66E4 4EF294AA
8D1C970D 0B3137AD 8245F514 1FC5D98C 94A186DF F9501D92 AA815F76 46842138
45D2753D D5E8D129 1684B60C DE1B463F 83DF2C08 F2A001C4 5595D09C 4D38BD9D
D15348BC 866E0C75 1BB3CCOF 1D243F09 DABBA541 C68F6B89 4FFD30D0 58CDA95A
88D8A21F 91EE36F4 COBC7CE2 12869296 67277C26 6A927471 3BDC643F BO8C833F
20E7A46C FC60A7AF 3DE6F7DA 331DDO03E 51F18A31 A947C11C BFAOF022 F7B41E9F
5F6D30BD 235713E4 3F2DDDAA 67764455 871B175D 7F752322 F2CD79AF 1C92BAA8
99C7B71E 62CEA696 60A8CCFB FOEB89E6 03625F2C 70897887 7D76CA59 80706999
C3C6CD77 B86A3552 FB1F21F9 39B83CFB 4FF3F62D EA1A8B93 E375C266 042CC3E3
6E0TDEEQ 1570B5CC A35A5D5A 12EF5F9F 0706B8A0 5054A008 6653BC8D D17067C7
CBF51704 8E331AEE 8D5137ED 33BFF71F EC68361C 917CBE43 127F39B1 1E4ADCDF7
7F1D056C 5546D4FA 185D1B9B 4107B471 2FBEFE29 DFA6322E A74DE4EB B10B3364
5D
0203
010001
public-key-code end
peer-public-key end
#
aaa
local-aaa-user password policy administrator
undo password alert original
password expire 0
undo local-aaa-user wrong-password
local-user aticuser password irreversible-cipher HCIE@Security12#$
local-user aticuser privilege level 3
local-user aticuser service-type ssh
#
interface GE0/0/0
ip address 172.21.10.34 255.255.128.0
undo service-manage enable
#
interface GE0/0/1
ip address 192.168.10.26 255.255.255.252
undo service-manage enable
anti-ddos flow-statistic enable
anti-ddos clean enable
#
interface GE0O/0/2
ip address 192.168.10.34 255.255.255.252
undo service-manage enable
anti-ddos flow-statistic enable
anti-ddos clean enable
#
interface GE0O/0/3
description ztp




Ve

HUAWEI

HCIE-Security V3.0 SLI818SF M

ip address 192.168.10.30 255.255.255.252
undo service-manage enable
dhcp client request option-list 7 43 66 67 143 150
#
interface GE0/0/4
ip address 192.168.10.38 255.255.255.252
undo service-manage enable
#
bgp 100
router-id 32.32.32.32
private-4-byte-as enable
peer 192.168.10.25 as-number 100
peer 192.168.10.33 as-number 100
#
ipv4-family unicast
import-route op-route
peer 192.168.10.25 enable
peer 192.168.10.25 route-policy 1 export
peer 192.168.10.25 advertise-community
peer 192.168.10.33 enable
peer 192.168.10.33 route-policy 1 export
peer 192.168.10.33 advertise-community
#
route-policy 1 permit node 10
apply community no-advertise
#
snmp-agent
snmp-agent local-engineid 800007DB03F4E451DE25BA
#
snmp-agent sys-info version v3

snmp-agent group v3 secomanager privacy read-view mib2view write-view mib2view notify-view

mib2view

#

snmp-agent mib-view included ddos iso
snmp-agent mib-view included mib2view iso
snmp-agent usm-user v3 atic

snmp-agent usm-user v3 atic group secomanager

snmp-agent usm-user v3 atic authentication-mode sha2-256 cipher Security@123
snmp-agent usm-user v3 atic privacy-mode aes256 cipher Security@123

#

snmp-agent trap source GE0/0/0

#

snmp-agent protocol source-status all-interface

undo snmp-agent protocol source-status ipv6 all-interface

#

undo snmp-agent proxy protocol source-status all-interface
undo snmp-agent proxy protocol source-status ipv6 all-interface
#
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snmp-agent trap enable
#
stelnet server enable
sftp server enable
snetconf server enable
ssh server rsa-key min-length 3072
ssh user aticuser
ssh user aticuser authentication-type password
ssh user aticuser service-type all
ssh user aticuser sftp-directory flash:/
ssh user secomanager
ssh user secomanager authentication-type password
ssh user secomanager service-type stelnet
ssh server-source all-interface
undo ssh ipv6 server-source all-interface
ssh authorization-type default aaa
#
ssh server cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr
ssh server hmac sha2_512 sha2_256
ssh server key-exchange dh_group_exchange_sha256
#
ssh server publickey rsa_sha2_256 rsa_sha2_512
#
ssh server dh-exchange min-len 3072
#
ssh client first-time enable
ssh client peer 172.21.10.31 assign rsa-key 172.21.10.31
#
ssh client publickey rsa_sha2_256 rsa_sha2_512
#
ssh client cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr
ssh client hmac sha2_512 sha2_256
ssh client key-exchange dh_group_exchange_sha256
#
netconf
protocol inbound ssh ipv4 port 830
#
nacm
nacm enable
execute-default permit
group-name nacm-group
user-name atic
#
anti-ddos filter name test type dns
filter-id 10
#
ddos-zone name zone_11
zone-id 11
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ip address 100.1.100.1 32

anti-ddos destination-ip session-limit protocol tcp max-speed 400000

anti-ddos destination-ip session-limit protocol udp max-speed 10000

anti-ddos destination-ip session-limit protocol other max-speed 10000
bandwidth-limit destination-ip type udp max-speed 50000

bandwidth-limit destination-ip type icmp max-speed 1

bandwidth-limit destination-ip type tcp-fragment max-speed 10000
bandwidth-limit destination-ip type udp-fragment max-speed 10000
bandwidth-limit destination-ip type other max-speed 100000

anti-ddos rst-flood session-check

anti-ddos syn-flood source-detect mode advanced

anti-ddos tcp-abnormal-flood alert-rate 500

anti-ddos syn-flood source-limit max-number 50 duration 3

anti-ddos dns format-check alert-rate 500

anti-ddos dns-request-flood source-detect

anti-ddos ack-flood session-check

anti-ddos ack-flood source-rate-check 500

anti-ddos udp-flood fingerprint-learn enable

anti-ddos udp-malformed-flood alert-rate 500

anti-ddos udp-flood defend alert-speed 500

anti-ddos https-flood defend alert-rate 20000

anti-ddos https-flood ssl-defend illegal-session-num 3 interval 5

anti-ddos https-flood ssl-defend incomplete-negotiation enable

anti-ddos tls-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5
anti-ddos tls-flood fixed-resource illegal-ratio 90 min-number 20 interval 5
anti-ddos tls-flood concurrent-connection alert-number 10000

anti-ddos http-flood defend alert-request 5000

anti-ddos http-flood detect-uri source-statistic illegal-ratio 90 min-number 20 interval 5
anti-ddos http-flood detect-uri index 1 uri / full-matching

anti-ddos http-flood slow-attack-check content-length 1000

anti-ddos http-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5
anti-ddos http-flood illegal-session-check

anti-ddos http-flood illegal-session-check null-method-check enable

anti-ddos http-flood illegal-session-check range-header-check enable

anti-ddos http-flood illegal-session-check multi-method-check enable

anti-ddos http-flood concurrent-connection alert-number 10000

anti-ddos tcp-connection-flood alert-number 20000

anti-ddos tcp-connection-flood alert-rate 5000

anti-ddos tcp-connection-flood illegal-session-check packet-min-number 1 interval 5
anti-ddos tcp-connection-flood illegal-session-check illegal-session-num 3 interval 5
anti-ddos dns-request-limit source-ip other max-rate 200

anti-ddos first-packet-check tcp

anti-ddos first-packet-check udp interval upper-limit 2000

anti-ddos first-packet-check dns interval upper-limit 5000

anti-ddos first-packet-check syn interval lower-limit 500 upper-limit 4000

anti-ddos first-packet-check syn-ack interval lower-limit 500 upper-limit 4000
anti-ddos filter attack alert-rate 1000

anti-ddos source-port statistic enable
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#
ddos-zone name zone_12
zone-id 12
ip address 20.20.9.0 24
anti-ddos destination-ip session-limit protocol tcp max-speed 400000
anti-ddos destination-ip session-limit protocol udp max-speed 10000
anti-ddos destination-ip session-limit protocol other max-speed 10000
bandwidth-limit destination-ip type udp max-speed 50000
bandwidth-limit destination-ip type icmp max-speed 500
bandwidth-limit destination-ip type tcp-fragment max-speed 10000
bandwidth-limit destination-ip type udp-fragment max-speed 10000
bandwidth-limit destination-ip type other max-speed 100000
anti-ddos rst-flood session-check
anti-ddos syn-flood source-detect mode advanced
anti-ddos tcp-abnormal-flood alert-rate 500
anti-ddos syn-flood source-limit max-number 50 duration 3
anti-ddos dns format-check alert-rate 500
anti-ddos dns-request-flood source-detect
anti-ddos ack-flood session-check
anti-ddos ack-flood source-rate-check 500
anti-ddos udp-flood fingerprint-learn enable
anti-ddos udp-malformed-flood alert-rate 500
anti-ddos udp-flood defend alert-speed 500
anti-ddos https-flood defend alert-rate 20000
anti-ddos https-flood ssl-defend illegal-session-num 3 interval 5
anti-ddos https-flood ssl-defend incomplete-negotiation enable
anti-ddos tls-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5
anti-ddos tls-flood fixed-resource illegal-ratio 90 min-number 20 interval 5
anti-ddos tls-flood concurrent-connection alert-number 10000
anti-ddos http-flood defend alert-request 5000
anti-ddos http-flood detect-uri source-statistic illegal-ratio 90 min-number 20 interval 5
anti-ddos http-flood detect-uri index 1 uri / full-matching
anti-ddos http-flood slow-attack-check content-length 1000
anti-ddos http-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5
anti-ddos http-flood illegal-session-check
anti-ddos http-flood illegal-session-check null-method-check enable
anti-ddos http-flood illegal-session-check range-header-check enable
anti-ddos http-flood illegal-session-check multi-method-check enable
anti-ddos http-flood concurrent-connection alert-number 10000
anti-ddos tcp-connection-flood alert-number 20000
anti-ddos tcp-connection-flood alert-rate 5000
anti-ddos tcp-connection-flood illegal-session-check packet-min-number 1 interval 5
anti-ddos tcp-connection-flood illegal-session-check illegal-session-num 3 interval 5
dynamic-blacklist-mode auto
anti-ddos dns-request-limit source-ip other max-rate 200
apply anti-ddos filter name test preference 1
anti-ddos first-packet-check tcp
anti-ddos first-packet-check udp interval upper-limit 2000
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anti-ddos first-packet-check dns interval upper-limit 5000
anti-ddos first-packet-check syn interval lower-limit 500 upper-limit 4000
anti-ddos first-packet-check syn-ack interval lower-limit 500 upper-limit 4000
anti-ddos filter attack alert-rate 1000
anti-ddos feature-log enable
anti-ddos source-port statistic enable

#

ddos-zone name zone_13
zone-id 13
ip address 20.20.8.0 24
anti-ddos destination-ip session-limit protocol tcp max-speed 400000
anti-ddos destination-ip session-limit protocol udp max-speed 10000
anti-ddos destination-ip session-limit protocol other max-speed 10000
bandwidth-limit destination-ip type udp max-speed 50000
bandwidth-limit destination-ip type icmp max-speed 500
bandwidth-limit destination-ip type tcp-fragment max-speed 10000
bandwidth-limit destination-ip type udp-fragment max-speed 10000
bandwidth-limit destination-ip type other max-speed 100000
anti-ddos rst-flood session-check
anti-ddos syn-flood source-detect mode advanced
anti-ddos tcp-abnormal-flood alert-rate 500
anti-ddos syn-flood source-limit max-number 50 duration 3
anti-ddos dns format-check alert-rate 500
anti-ddos dns-request-flood source-detect
anti-ddos ack-flood session-check
anti-ddos ack-flood source-rate-check 500
anti-ddos udp-flood fingerprint-learn enable
anti-ddos udp-malformed-flood alert-rate 500
anti-ddos udp-flood defend alert-speed 500
anti-ddos https-flood defend alert-rate 20000
anti-ddos https-flood ssl-defend illegal-session-num 3 interval 5
anti-ddos https-flood ssl-defend incomplete-negotiation enable
anti-ddos tls-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5
anti-ddos tls-flood fixed-resource illegal-ratio 90 min-number 20 interval 5
anti-ddos tls-flood concurrent-connection alert-number 10000
anti-ddos http-flood defend alert-request 5000
anti-ddos http-flood detect-uri source-statistic illegal-ratio 90 min-number 20 interval 5
anti-ddos http-flood detect-uri index 1 uri / full-matching
anti-ddos http-flood slow-attack-check content-length 1000
anti-ddos http-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5
anti-ddos http-flood illegal-session-check
anti-ddos http-flood illegal-session-check null-method-check enable
anti-ddos http-flood illegal-session-check range-header-check enable
anti-ddos http-flood illegal-session-check multi-method-check enable
anti-ddos http-flood concurrent-connection alert-number 10000
anti-ddos tcp-connection-flood alert-number 20000
anti-ddos tcp-connection-flood alert-rate 5000
anti-ddos tcp-connection-flood illegal-session-check packet-min-number 1 interval 5
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anti-ddos tcp-connection-flood illegal-session-check illegal-session-num 3 interval 5
dynamic-blacklist-mode auto
anti-ddos dns-request-limit source-ip other max-rate 200
apply anti-ddos filter name test preference 1
anti-ddos first-packet-check tcp
anti-ddos first-packet-check udp interval upper-limit 2000
anti-ddos first-packet-check dns interval upper-limit 5000
anti-ddos first-packet-check syn interval lower-limit 500 upper-limit 4000
anti-ddos first-packet-check syn-ack interval lower-limit 500 upper-limit 4000
anti-ddos filter attack alert-rate 1000
anti-ddos host-traffic-overflow alert-speed 500
anti-ddos feature-log enable
anti-ddos source-port statistic enable
#
ddos-zone name zone_14
zone-id 14
ip address 100.1.36.1 32
anti-ddos destination-ip session-limit protocol tcp max-speed 400000
anti-ddos destination-ip session-limit protocol udp max-speed 10000
anti-ddos destination-ip session-limit protocol other max-speed 10000
bandwidth-limit destination-ip type udp max-speed 50000
bandwidth-limit destination-ip type icmp max-speed 2
bandwidth-limit destination-ip type tcp-fragment max-speed 10000
bandwidth-limit destination-ip type udp-fragment max-speed 10000
bandwidth-limit destination-ip type other max-speed 100000
anti-ddos rst-flood session-check
anti-ddos syn-flood source-detect mode advanced
anti-ddos tcp-abnormal-flood alert-rate 500
anti-ddos syn-flood source-limit max-number 50 duration 3
anti-ddos dns format-check alert-rate 500
anti-ddos dns-request-flood source-detect
anti-ddos ack-flood session-check
anti-ddos ack-flood source-rate-check 500
anti-ddos udp-flood fingerprint-learn enable
anti-ddos udp-malformed-flood alert-rate 500
anti-ddos udp-flood defend alert-speed 500
anti-ddos https-flood defend alert-rate 20000
anti-ddos https-flood ssl-defend illegal-session-num 3 interval 5
anti-ddos https-flood ssl-defend incomplete-negotiation enable
anti-ddos tls-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5
anti-ddos tls-flood fixed-resource illegal-ratio 90 min-number 20 interval 5
anti-ddos tls-flood concurrent-connection alert-number 10000
anti-ddos http-flood defend alert-request 5000
anti-ddos http-flood detect-uri source-statistic illegal-ratio 90 min-number 20 interval 5
anti-ddos http-flood detect-uri index 1 uri / full-matching
anti-ddos http-flood slow-attack-check content-length 1000
anti-ddos http-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5
anti-ddos http-flood illegal-session-check
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anti-ddos http-flood illegal-session-check null-method-check enable
anti-ddos http-flood illegal-session-check range-header-check enable
anti-ddos http-flood illegal-session-check multi-method-check enable
anti-ddos http-flood concurrent-connection alert-number 10000
anti-ddos tcp-connection-flood alert-number 20000
anti-ddos tcp-connection-flood alert-rate 5000
anti-ddos tcp-connection-flood illegal-session-check packet-min-number 1 interval 5
anti-ddos tcp-connection-flood illegal-session-check illegal-session-num 3 interval 5
anti-ddos dns-request-limit source-ip other max-rate 200
anti-ddos first-packet-check tcp
anti-ddos first-packet-check udp interval upper-limit 2000
anti-ddos first-packet-check dns interval upper-limit 5000
anti-ddos first-packet-check syn interval lower-limit 500 upper-limit 4000
anti-ddos first-packet-check syn-ack interval lower-limit 500 upper-limit 4000
anti-ddos filter attack alert-rate 1000
anti-ddos source-port statistic enable
#
firewall zone trust
set priority 85
add interface GE0/0/0
add interface GE0/0/3
add interface GE0O/0/4
#
firewall zone untrust
set priority 5
add interface GE0/0/1
add interface GE0/0/2
#
security-policy
default action permit
#
policy-based-route
rule name traffic_injection
ingress-interface GEQ/0/1
action pbr egress-interface GE0/0/3 next-hop 192.168.10.29
rule name traffic_injection_sw2
ingress-interface GE0/0/2
action pbr egress-interface GE0/0/4 next-hop 192.168.10.37
rule name traffic_injection_sw1
ingress-interface GEQ/0/1
action pbr egress-interface GE0/0/3 next-hop 192.168.10.29
#
return
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HQ-FW1 B9ECE

#
profile type av name Local_Sandbox
sandbox-detect enable
file-reputation-detect enable
#
security-policy
rule name ipsec_oa
source-zone trust
source-zone untrust
destination-zone trust
destination-zone untrust
source-address 192.168.11.0 mask 255.255.255.0
source-address 192.168.14.0 mask 255.255.255.0
destination-address 192.168.11.0 mask 255.255.255.0
destination-address 192.168.14.0 mask 255.255.255.0
profile av Local_Sandbox
profile data-filter Content_Filter
action permit
rule name sslvpn_oa
source-zone untrust
destination-zone trust
source-address 192.168.11.0 mask 255.255.255.0
destination-address 192.168.16.0 mask 255.255.255.0
service ftp
service http
profile av Local_Sandbox
profile data-filter Content_Filter
action permit
rule name HQ_Web_Server
source-zone untrust
destination-zone trust
destination-address 192.168.16.109 mask 255.255.255.255
profile av Local_Sandbox
action permit
rule name sandbox
source-zone local
source-zone mgmt_zone
destination-zone local
destination-zone mgmt_zone
source-address 172.21.10.51 mask 255.255.255.255
source-address 172.21.10.52 mask 255.255.255.255
source-address 172.21.10.74 mask 255.255.255.255
destination-address 172.21.10.51 mask 255.255.255.255
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destination-address 172.21.10.52 mask 255.255.255.255
destination-address 172.21.10.74 mask 255.255.255.255
action permit
#
security-telemetry
collect apt-file
destination-group sandbox
ca-certificate clientcert.cer
ipv4-address 172.21.10.74 port 5002
sensor-group sandbox
select apt-file
subscription sandbox
destination-group sandbox
sensor-group sandbox
api-key Huawei@FireHunter@123
#
return

11.4.2 DC-FW BB &

#
profile type av name Local_Sandbox
sandbox-detect enable
file-reputation-detect enable
#
security-policy
rule name sslvpn_oa
source-zone untrust
destination-zone dmz
source-address 192.168.11.0 mask 255.255.255.0
destination-address 192.168.16.0 mask 255.255.255.0
profile av Local_Sandbox
profile url-filter URL_Filter
action permit
rule name nat64
source-zone untrust
destination-zone dmz
source-address 2001:DB8:10:: 64
profile av Local_Sandbox
profile url-filter URL_Filter
action permit
rule name slb
source-zone untrust
vserver HQ_Web_Server
profile av Local_Sandbox
profile url-filter URL_Filter
action permit
rule name sandbox
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source-zone local
source-zone mgmt_zone
destination-zone local
destination-zone mgmt_zone
source-address 172.21.10.53 mask 255.255.255.255
source-address 172.21.10.74 mask 255.255.255.255
destination-address 172.21.10.53 mask 255.255.255.255
destination-address 172.21.10.74 mask 255.255.255.255
actionn pemit
#
security-telemetry
collect apt-file
destination-group sandbox
ca-certificate clientcert.cer
ipv4-address 172.21.10.74 port 5002
sensor-group sandbox
select apt-file
subscription sandbox
destination-group sandbox
sensor-group sandbox
api-key Huawei@FireHunter@123
#
return
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124 BBE2%E ((NBRALGHAXEE )
12.4.1 HQ-FW1 (e s

#

info-center loghost source GEO/0/5

info-center loghost 172.21.10.80

#

log type policy enable

#

log type traffic enable

#

log type traffic-report enable

#

dataflow enable

#

firewall log source 172.21.10.51 1617

firewall log host 1 172.21.10.80 9002

firewall log password Huawei@123

firewall log encrypt-algorithm aes256-gcm

firewall log session filter nat enable

#

security-policy

rule name HiSecInsight

source-zone local
source-zone mgmt_zone
destination-zone local
destination-zone mgmt_zone
source-address 172.21.10.51 mask 255.255.255.255
source-address 172.21.10.52 mask 255.255.255.255
source-address 172.21.10.80 mask 255.255.255.255
destination-address 172.21.10.51 mask 255.255.255.255
destination-address 172.21.10.52 mask 255.255.255.255
destination-address 172.21.10.80 mask 255.255.255.255
action permit

#

return

12.4.2 HQ-FW2 Itie &

#

info-center loghost source GEO/0/5
info-center loghost 172.21.10.80

#

log type policy enable

#

log type traffic enable

#
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log type traffic-report enable

#

dataflow enable

#

firewall log source 172.21.10.52 1617

firewall log host 1 172.21.10.80 9002

firewall log password Huawei@123

firewall log encrypt-algorithm aes256-gcm

firewall log session filter nat enable

#

security-policy

rule name HiSecInsight

source-zone local
source-zone mgmt_zone
destination-zone local
destination-zone mgmt_zone
source-address 172.21.10.51 mask 255.255.255.255
source-address 172.21.10.52 mask 255.255.255.255
source-address 172.21.10.80 mask 255.255.255.255
destination-address 172.21.10.51 mask 255.255.255.255
destination-address 172.21.10.52 mask 255.255.255.255
destination-address 172.21.10.80 mask 255.255.255.255
action permit

#

return

12.4.3 DC-FW BIfc &

#
info-center loghost source GEO/0/5
info-center loghost 172.21.10.80
#
log type policy enable
#
log type traffic enable
#
log type traffic-report enable
#
dataflow enable
#
firewall log source 172.21.10.53 1617
firewall log host 1 172.21.10.80 9002
firewall log password Huawei@123
firewall log encrypt-algorithm aes256-gcm
#
security-policy
rule name HiSeclnsight
source-zone local
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source-zone mgmt_zone
destination-zone local
destination-zone mgmt_zone
source-address 172.21.10.53 mask 255.255.255.255
source-address 172.21.10.80 mask 255.255.255.255
destination-address 172.21.10.53 mask 255.255.255.255
destination-address 172.21.10.80 mask 255.255.255.255
action permit

#

return

12.5 BEI

HiSec Insight fr T RERTHIINRELISL, EBMLINEE, ERAmRETA?

E=E:
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AJREMRE PCAP HIR3GREY, HHEISEMHHARES

4. BB

BaR e ME XEHIZSMITEPE0E, SNRRRT CRC SMEX, FRERSIEIESNG R ERE
METH




Az

HUAWEI HCIE-Security V3.0 SEXIESF 56285

SecoManager iz#EsCiG

13.1 S8 4R
13.1.1 XF AL

AL RERE#EFIOERE SecoManager 1EH28, 88/ SecoManager 1ZHI3 5 —E 1B XIS,
IPS ELEINEH, T;&IL&%EEH%EI’J?E—JEHF%D%EE, MBS FHEZEIE MG, HRESEMER
Hd}o

[EAT SecoManager Al Siz#EOESERENER St HiSec Insight #1TL£EAEN, 24 HiSec Insight

BETFWNEHIESITEZ 2RISR, nli@idiEAA SecoManager bz, TAZERIETR
HHESS, FH SecoManager {HITERZEIRB FTALZEREE, SLUEMGEADR

13.1.2 SCIGZHM 123

BERARX
Internet ﬁ server
= =3
g =3
WAN-Sw1 Branch-FW Branch-Sw j o
DDoSRAfHIHC ing EONM- - - - - - -

SecoManager

(ATIC) ing = B -FWT DER e - === == s e E FireHunter

iMaster NCE

=~ €1 S 10 e ) —

HiSec Insight

WebServerl "\ ooy = (8 - WU ____
—, SecoManager

BAK
Web Server2

'))) EPG

Acc-Swi Acc-Sw2

Pc1|:|j |:|'= PC2
[E]13-1 SCOGHFMNE]

FTP Server




Az

HUAWEI HCIE-Security V3.0 L3815 S FAf

13.1.3 SCIGHK

5286

SecoManager TR BEPEIENT, HBIEEREZMTAECEMMLESEL . SNMP F1 NETCONF #H

KRECE, FHRRSMEHIsE

MMIFERIRENE

ZIEESHANE, ZREEHR R TR SRS RINRE

ABRP, TOREHHEFHIRZDRAEINESEN (ST ) X, BEANKSHNT:
#13-1 EftiRE2550k)

R& BCEIN iz
HQ-FW EEO GE0/0/5
IP3hit 172.21.10.51/17
HQ-FW2 O GE0/0/5
IPithiit 172.21.10.52/17
DCFW O GE0/0/5
IPHbiiE 172.21.10.53/17
ps O Meth 0/0/0
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13.2.2 BcELE
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# BF HQFWI1 8% Web B RM (bt https://172.21.10.21:8443 , K= :
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# XA HQ-FW1 igEERT SNMP EZ BEIENS, BRETAMISHBABIR, SIEMRP

P,

HRP_M[HQ-FW1] snmp-agent blacklist ip-block disable
HRP_M[HQ-FW1] snmp-agent blacklist user-block disable
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13.4.1

HQ-FW1 BYIECE

#

snmp-agent

snmp-agent local-engineid 800007DB03148C4AE9217A

#

snmp-agent sys-info version v3

snmp-agent group v3 ACTRAP noauthentication read-view iso no

tify-view iso

snmp-agent group v3 ACTRAP privacy read-view iso notify-view iso

snmp-agent group v3 v3group privacy read-view v3view write-view v3view notify-view v3view
snmp-agent target-host host-name ACController trap address udp-domain 172.21.10.71 udp-port 1200

params securityname ACTrap_Security v3 privacy
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#

snmp-agent mib-view included iso iso

snmp-agent mib-view included v3view iso

snmp-agent usm-user v3 SecoManager

snmp-agent usm-user v3 SecoManager group v3group

snmp-agent usm-user v3 SecoManager authentication-mode sha2-256

+,Vh,|%WptSMrAE4U>mZ]DyA}cOZakU:%+%#

snmp-agent usm-user v3 ACTrap_Security

snmp-agent usm-user v3 ACTrap_Security group ACTRAP

snmp-agent usm-user v3 ACTrap_Security authentication-mode sha2-256

U|4T (Q$R.7G1wV0I%vwDV)4pV;L%+%#
#
snmp-agent trap source GEO/0/5
#
snmp-agent blacklist ip-block disable
snmp-agent blacklist user-block disable
#
snmp-agent protocol source-status all-interface
undo snmp-agent protocol source-status ipv6 all-interface
#
undo snmp-agent proxy protocol source-status all-interface
undo snmp-agent proxy protocol source-status ipv6 all-interface
#
snmp-agent trap enable
#
aaa
local-user netconf-admin password irreversible-cipher
$1d$x|\EYGNKz+J<)CF8$'wfT*HuYu(<L(JL}5>;.{~E%Q4-AFo2m-#g5@b!$
local-user netconf-admin privilege level 3
local-user netconf-admin service-type ssh
#
interface GEO/0/5
ip address 172.21.10.51 255.255.128.0
service-manage netconf permit
service-manage snmp permit
service-manage ssh permit
#
stelnet server enable
sftp server enable
ssh server rsa-key min-length 3072
ssh user netconf-admin
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ssh user netconf-admin authentication-type password
ssh user netconf-admin service-type all
ssh user netconf-admin sftp-directory flash:
ssh server-source all-interface
undo ssh ipv6 server-source all-interface
ssh authorization-type default aaa
#
ssh server cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr
ssh server hmac sha2_512 sha2_256
ssh server key-exchange dh_group_exchange_sha256
#
ssh server publickey ecc rsa_sha2_256 rsa_sha2_512
#
ssh server dh-exchange min-len 3072
#
ssh client publickey ecc rsa_sha2_256 rsa_sha2_512
#
ssh client cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr
ssh client hmac sha2_512 sha2_256
ssh client key-exchange dh_group_exchange_sha256
#
netconf
protocol inbound ssh ipv4 port 830
callhome root
#
security-policy
rule name CIS_202412311537015270
source-address 192.168.11.242 mask 255.255.255.255
policy logging
action deny
rule name CIS_202412311537020980
destination-address 192.168.11.242 mask 255.255.255.255
policy logging
action deny
rule name SecoManager
source-zone local
source-zone mgmt_zone
destination-zone local
destination-zone mgmt_zone
source-address 172.21.10.51 mask 255.255.255.255
source-address 172.21.10.52 mask 255.255.255.255
source-address 172.21.10.71 mask 255.255.255.255
destination-address 172.21.10.51 mask 255.255.255.255
destination-address 172.21.10.52 mask 255.255.255.255
destination-address 172.21.10.71 mask 255.255.255.255
action permit
#
return

%321
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13.4.2 DC-FW BB &

#
aaa
local-user netconf-admin password irreversible-cipher $1d$qH&Q3jo)-
X'X0p'Q$leoW@[9KL/)_/~ZK>TA%9iN\T}gtz+GWgP=2eA.P$
local-user netconf-admin privilege level 3
local-user netconf-admin service-type ssh
#
interface GEO/0/5
ip address 172.21.10.53 255.255.128.0
service-manage netconf permit
service-manage snmp permit
service-manage ssh permit
#
snmp-agent
snmp-agent local-engineid 800007DB03148C4AE922BF
#
snmp-agent sys-info version v3
snmp-agent group v3 ACTRAP noauthentication read-view iso notify-view iso
snmp-agent group v3 ACTRAP privacy read-view iso notify-view iso
snmp-agent group v3 v3group privacy read-view v3view write-view v3view notify-view v3view

snmp-agent target-host host-name ACController trap address udp-domain 172.21.10.71 udp-port 1200
params securityname ACTrap_Security v3 privacy

#

snmp-agent mib-view included iso iso

snmp-agent mib-view included v3view iso

snmp-agent usm-user v3 SecoManager

snmp-agent usm-user v3 SecoManager group v3group

snmp-agent usm-user v3 SecoManager authentication-mode sha2-256

cipher %+%##111INIIIMITINL7LG%PT+oLHT]:(%2A_6+0jYNL]O_J3k3mP!!2jp5HNISHEMT<OA, Bp<&z
me+f<Wx!Igx{X:KI=)drL=6z9Q";%+%#

snmp-agent usm-user v3 ACTrap_Security

snmp-agent usm-user v3 ACTrap_Security group ACTRAP

snmp-agent usm-user v3 ACTrap_Security authentication-mode sha2-256

IKIMHY 590GL4~X(9Lb'1e>qw;,"%+%#

#

snmp-agent trap source GEO/0/5

#

snmp-agent blacklist ip-block disable
snmp-agent blacklist user-block disable

#

snmp-agent protocol source-status all-interface
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undo snmp-agent protocol source-status ipv6 all-interface
#
undo snmp-agent proxy protocol source-status all-interface
undo snmp-agent proxy protocol source-status ipv6 all-interface
#
snmp-agent trap enable
#
stelnet server enable
sftp server enable
ssh server rsa-key min-length 3072
ssh user netconf-admin
ssh user netconf-admin authentication-type password
ssh user netconf-admin service-type all
ssh user netconf-admin sftp-directory flash:
ssh server-source all-interface
undo ssh ipv6 server-source all-interface
ssh authorization-type default aaa
#
ssh server cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr
ssh server hmac sha2_512 sha2_256
ssh server key-exchange dh_group_exchange_sha256
#
ssh server publickey ecc rsa_sha2_256 rsa_sha2_512
#
ssh server dh-exchange min-len 3072
#
ssh client publickey ecc rsa_sha2_256 rsa_sha2_512
#
ssh client cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr
ssh client hmac sha2_512 sha2_256
ssh client key-exchange dh_group_exchange_sha256
#
netconf
protocol inbound ssh ipv4 port 830
callhome root
#
security-policy
rule name CIS_202412311537015270
source-address 192.168.11.242 mask 255.255.255.255
policy logging
action deny
rule name CIS_202412311537020980
destination-address 192.168.11.242 mask 255.255.255.255
policy logging
action deny
rule name SecoManager
source-zone local
source-zone mgmt_zone
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destination-zone local
destination-zone mgmt_zone
source-address 172.21.10.53 mask 255.255.255.255
source-address 172.21.10.71 mask 255.255.255.255
destination-address 172.21.10.53 mask 255.255.255.255
destination-address 172.21.10.71 mask 255.255.255.255
action permit

#

return

13.4.3 IPS1 B9ECE

#
aaa
local-user netconf-admin password irreversible-cipher
$1d$[rAv+Hr",L;uNbR#$pPvgA(@tZ63jEIDm@ow"m:Ql7[=;JigSWNP=6}1$
local-user netconf-admin privilege level 3
local-user netconf-admin service-type ssh
#
snmp-agent
snmp-agent local-engineid 800007DB03F4E451DE2F6E
#
snmp-agent sys-info version v3
snmp-agent group v3 ACTRAP noauthentication read-view iso notify-view iso
snmp-agent group v3 ACTRAP privacy read-view iso notify-view iso
snmp-agent group v3 v3group privacy read-view v3view write-view v3view notify-view v3view

snmp-agent target-host host-name ACController trap address udp-domain 172.21.10.71 udp-port 1200
params securityname ACTrap_Security v3 privacy

#

snmp-agent mib-view included iso iso

snmp-agent mib-view included v3view iso

snmp-agent usm-user v3 SecoManager

snmp-agent usm-user v3 SecoManager group v3group

snmp-agent usm-user v3 SecoManager authentication-mode sha2-256

snmp-agent usm-user v3 ACTrap_Security
snmp-agent usm-user v3 ACTrap_Security group ACTRAP
snmp-agent usm-user v3 ACTrap_Security authentication-mode sha2-256

cipher %+%##! 111 IN=IIZSY] gB*y<&yUJZN!8I#K AYYQT_1"'~1112jp511>1eOntDnab#0z~t08$_
zkCuYXy1/6H[.Q:gF'j1J]0%+%#
#

snmp-agent trap source MEth0/0/0
#
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snmp-agent blacklist ip-block disable
snmp-agent blacklist user-block disable
#
snmp-agent protocol source-status all-interface
undo snmp-agent protocol source-status ipv6 all-interface
#
undo snmp-agent proxy protocol source-status all-interface
undo snmp-agent proxy protocol source-status ipv6 all-interface
#
snmp-agent trap enable
#
stelnet server enable
sftp server enable
ssh server rsa-key min-length 3072
ssh user netconf-admin
ssh user netconf-admin authentication-type password
ssh user netconf-admin service-type all
ssh user netconf-admin sftp-directory flash:
ssh server-source all-interface
undo ssh ipv6 server-source all-interface
ssh authorization-type default aaa
#
ssh server cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr
ssh server hmac sha2_512 sha2_256
ssh server key-exchange dh_group_exchange_sha256
#
ssh server publickey rsa_sha2_256 rsa_sha2_512
#
ssh server dh-exchange min-len 3072
#
ssh client publickey rsa_sha2_256 rsa_sha2_512
#
ssh client cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr
ssh client hmac sha2_512 sha2_256
ssh client key-exchange dh_group_exchange_sha256
#
netconf
protocol inbound ssh ipv4 port 830
#
security-policy
default action permit
rule name CIS_202412311537015270
source-address 192.168.11.242 mask 255.255.255.255
policy logging
action deny
rule name CIS_202412311537020980
destination-address 192.168.11.242 mask 255.255.255.255

policy logging




Az

HUAWEI HCIE-Security V3.0 SEI&1ESF 553261

action deny
#
return

13.5 BEW

SecoManager (& T IREBIILZ S RIENVEFSIEIN , XEPLINEE] L A FLZ RSz +H?
&% SecoManager B #5xtLels. HitE . IREBNBESTIRIEFILISIE,
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E]14-2 802.1X HEHIE 2

# LA Windows ZFim 8, {#F Windows RFAVAIEINGE, FEFE “Wired AutoConfig”
#0 “WLAN AutoConfig” FMNRSS, & Windows EBtH{#EF Windows+R ¥ &R, &S
BRI ARG, BN “servicesmsc” , HAERIE], WITFE:

s

4 BT >

= Windows {SiRIB/RFFEAERR, RITFHEMNEEERS,
{43, SCEER Internet F3E,

T () | T v

0 RIS(B)...
E]14-3 #)\ Windows RSZ4IRE

# BERSYIZEFH “Wired AutoConfig” 1 “WLAN AutoConfig” [REE2E A “IEEIET”
FRES. IRAR, WEXBENRSIEIR, HABUEEEORIRS, 8§ “Baikiy”
BB, WMTE:

RS — O X
X)) #BRMEA) BEV) HEEIH)
as) @ =2 Hem » »enpn
B35 (k) R
EE—MNAEREEEMEAR. R R RE BahEs BRHA 7

&) Windows Time #iP.. IEEET BEGEE... AR
€} Windows Update BA.. FH(R.. AHRSK
&} Windows 2RSS Win... IEEET Fzh :SiER2
€ Windows &4 124t Fih KRG
&) Windows SANIRSS BA... Foh(iek.. FHERS
&) Windows BAIEHIRSS L. Fzh P SIE
&) Windows EFELRS B .. Fh SR
G Windows BIPIRS HUT... Fih FHbRSE
Gk Windows #EXBMALIRS IR IEDET Bz ARG
&k Windows FeliEERaERS A M. IEFEET Foh(iek.. RS
&) Windows Bah#iviRSS 1R FRRER.. FHbIRS
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G Work Folders R Fih AR
1€ Workstation {#F ... EEET B8 REEIRSS ¥

Rt/

E]14-4 ##A “Wired AutoConfig” 1 “WLAN AutoConfig” IRSZIEITIRE

# FEAPPZImEE PC2 L&EE IP MIWERIEE . WNREEA DHCP 3REUE, &F IP #BitFN
MXEEEIRENE AL, 37 CMD &0, {FH “ipconfig” &5, &F IP #ullk, WITE.
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172.21.10.202
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BUFESRE, FENTEN LR RESREANER NEESIN
Z&(ian, TERER).

User02
ITYTYYYYYY) Huawei@1?3
B B
[E]14-8 SAFINIERR

# ZRIRHIEHETRE, ERENEFIREHIESE.

# LISTRAENERIRE G, ERENEHIRE LAOANERS HERECERETIEN, £F

&< “display radius-server configuration template Campus” , 1 FE,

<AGG-SW2>display radius-server configuration template Campus

Server-template-name
Server-template-index
Protocol-version
Traffic-unit
Shared-secret-key
Group-filter
Timeout-interval(in second)
Retransmission
EndPacketSendTime

Dead time(in minute)
Domain-included
NAS-IP-Address
Calling-station-id MAC-format
Called-station-id MAC-format
NAS-Port-ID format
Service-type
NAS-IPv6-Address

Server algorithm
Detect-interval(in second)
Detect up-server(in second)
Detect timeout(in second)
Chargeable-user-identity
CUI Not reject

Enable framed-ip-address

Campus
2
standard
B
class
2
5
;3
5
Original
172.21.10.4
XXXX=XXXX-XXXX
XX-XX-XX-XX-XX-XX
New

master-backup based-user
60

0

3

Not Support

No

No

£53335;
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Enable IPv4 traffic-statistics encapsulation : No

Authentication Server 1 : 172.21.10.78 Port:1812 Weight:80 [up]
Vrf:- LoopBack:NULL Vlanif:NULL
Source IP: 172.21.10.4

Accounting Server 1 : 172.21.10.78 Port:1813 Weight:80 [up]
Vrf:- LoopBack:NULL Vlanif:NULL
Source IP: 172.21.10.4

# BRENLTEEREEZSERT RADIUS ¥, TE.

<AGG-SW2>display authentication-scheme radius

Authentication-scheme-name : radius
Authentication-method : RADIUS
Radius authentication-type of admin : PAP(all)
Server no-response accounting :NO
Server no-response authorization :NO
Location after radius reject : None

<AGG-SW2>display accounting-scheme radius

Accounting-scheme-name : radius
Accounting-method : RADIUS
Realtime-accounting-switch : Enabled
Realtime-accounting-interval(min) 115
Start-accounting-fail-policy : Offline
Realtime-accounting-fail-policy : Online

Realtime-accounting-failure-retries  :3

# BENDREACEREIES, WTE.

<AGG-SW2>display domain name default

Domain-name : default
Domain-index :0
Domain-state : Active
Authentication-scheme-name : radius
Accounting-scheme-name : radius

Authorization-scheme-name D -
Service-scheme-name i -
RADIUS-server-template : Campus
Accounting-copy-RADIUS-template : -
HWTACACS-server-template D -
HACA-server-template -
Push-url-address ;-
Flow-statistic D -

# BEINIE profile BEEREERT default i3, 0TE.

<AGG-SW2>display authentication-profile configuration name dot1x
Profile name : dot1x
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Dot1x access profile name

Mac access profile name

Portal access profile name

Free rule template

Force domain

Dot1x force domain

Mac-authen force domain

Portal force domain

Default domain

Dot1x default domain

Mac-authen default domain

Portal default domain

Permit domain

Authentication handshake
Authentication handshake period
Auth-fail re-auth period

Pre-auth re-auth period

Auth-fail aging time

Pre-auth aging time

Author-keep aging time
Dot1x-mac-bypass

Mac authen before 802.1X authen
Single-access

Device-type authorize service-scheme
Iconnect device authorize service-scheme
Mac move detect enable
Authentication mode

Authen-fail authorize service-scheme

Authen-server-down authorize keep
Authen-server-noreply authorize keep
Authen-server-down close re-authen
Pre-authen authorize service-scheme
Security-name-delimiter
Domain-name-delimiter
Domain-location
Domainname-parse-direction

SVF flag

Ip-static-user
Roam-realtime-accounting
Update-IP-realtime-accounting
IP-address in-accounting-start
IPv4-address in-accounting-start mandatory
Linkdown offline delay time
Termination action

Control direction

Redirect ACL original url

Update-Info-realtime-accounting

: dot1x

: 82800s
: 82800s
: Os
: Disable
: Disable
: Disable

: Enable
: multi-authen

Authen-server-down authorize service-scheme : -

: Disable

: Disable

: Enable
: Enable

: Enable
: Enable

;10

: Inbound

: Disable

: Enable
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IPv6 Control Flag :N
No IP Check Flag :N
IP Conflict Check Flag 1Y

Authentication no-replace dot1x D=
Lldp sensor-ap authentication disable : Disable

# (M test-aaa <, MiXEERDAIEENR Campus BEISIAIEEY, WMTE,.

<AGG-SW2>test-aaa User02 Huawei@123 radius-template Campus pap
Info: Account test succeeded.

# INIEE Eﬂﬁffiﬂiﬁﬂﬁaﬁ [, INERET, BRIEERETIENERE.

# WNRAF LIRS AN SENZFIRERXBINERY, BB LR EERE T
EAP #2305 Féﬂ]ﬁm ZIITFEO

[ACC-Sw1]display [2protocol-tunnel group-MAC all

Protocol EncapeType ProtocolType Protocol-MAC  Group-MAC Pri

stp llc dsap 0x42 0180-c200-0000 0100-0ccd-cdd0 O
ssap 0x42

dot1x - - 0180-c200-0003 0100-0000-0002 0O

# ENEHIRE FRMIEHFESTRE, B3R NCE-Campus HIEHIE,

# ZF NCE-Campus, & “HEANEE > BEARER > EANBFREE" , FL/2NHEFE
“HQ_Office” 1, &EF user02 INSEBFE, WSEEN “BRE” , WITE,

ENEE EAER ENAPEE
HPEE mEEE EEpEE SMEREETR

B ® O ®© RS T mrE Az == sm mEmE 1 T FEmnT L

mEER User02 ROOTHQ_office

ROOT

% Guest

HQ_office

E14-9 BF 802.1X AIFWFEE

# BEENEZFIRSEEHM, &R HEASE > EATR > BEANRS" , BEE MRS
IP bt 2B 1FHE, RADIUS INEEERFRE.

BAEEENERENRE

A HEA X1, IR SRR
FreiREE wER s Pl BB |i3P EE I 02 PortaRAE#3%
AGG-SW. 0.4 EAREE Aruba O EEE *ER
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E14-10 BBE 802 1X ENIANIERS

# EFRNEEDHEIN, &F “RE>ENSENRESANERIN , D3IEFNERL, 21N
SRANFEAAN, WNTrE.

ENETR /AR AR
PAMEAIY RIVER AR FREETCE FZRRADIUSHEEIE ZESEIN

o L At BARR TR ERERA = BAPE mEERs =
H_Offce s == BN PP Em - |
Defaui F i EAP-TLS | =8 |
=z 2
<
LY RS
=14-11 I
E14-11 EFE AR
EAEE EARE GRS
TATEATY iEER HRTE 24 RADIUS i ER B [EEIN
= = s 1 P e
i = | use2 | s ]
[ HACAP HEWIFIER i 0

E]14-12 EEEFGIN

# HIATIRE, EEHTL, THREFIGALTRE., &R “EANSE > EAEE" , EEIA
MRS, WTE.

B
AESS 0 1 0
GEmrRLE INEERES. ERCREEEE 23 o
/
,‘/
® THA~ . @ LiEs
Htnatsd 1 ShEBEIRIE 00 00
ANEEESAE SIBRENIE S RINE
xR

E14-13 EEAILEEHS

# AREEFENERBORE” , WEBEINELBORE” , HEIAMERE” , 5685 “RADIUS
INERE” , WERRFEHEIVAILER, WTE.
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© RADIUSIMEESROARRTTERARAESR, mﬂ!l]7fu¢m€§
MACIIEIZR B B SR ARSI TERRE > A > S5 > AR

TAEs

por. 'l
O @Rl

# BHAMEREREAMNR “EEFE"

R

FIESAESI S DSIERS,

LLor SR ey E-IN £
ARAERS WiEeTE 00:00:00

Brig LR IPvaltsit EERIPVoitiE RWMAC B|ASSID B
ROOTHQ_O HQ_Office
ROOTHQ_O Default
ROOTHQ_O Default
ROOTHQ_O Default
ROOTHQ_O Default

[E14-14 BF RADIUS TAE

B | RADIUSIKER=E

Nas Port ID:

H{ttRADIUSEH:

HRSREE

B

# BE ‘EERAERRE” , WALESAERARZEERE, NTE.

=ERF
Local

PAP

Framed-Protocol=1;
NAS-IP-Address=172.21.10.4;
NAS-Port-Type=15

iHER ES 4

HERN

Default

=)

RadiusPacketType=AccessReject Reply-Message=iMaster Error Reason is The authorization result of the )
authorization rule is access deniedErrCode 4117 2
SEREGMERR

weiaun eucomrea L TR

Default 20231213 ... £W

E14-15 BEEREES

S

WAERTIE)

SiyiEs

SRR

EEURRAE..

RIS

NIRRT

BRI

WERRIAR S

553383

EER

PS4 il
ES 4 W
PS4 W
PS4 W
Fs 4 Wn

, WETIEEFRRIANERWREHERE, WTE.,

l

e ®

s le

=5 E
=5HE
=5HE

ETFE
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RTHE
S —NAERX
HITPAPAIE

CAGAERR

B3OS
SRR
EGAERIRE
PAPAIHEE 63,
BEEKS
EHES B
LRI EGAR

ISEURAMRBUSRAIBBRA

E14-16 BEEIRAIERIE
LI8 2 IPSec VPN #fEHEE

# IPSec VPN WBEE’JHFE:UERQD-F, *E;Elu\ﬂﬂzﬂm. ] J‘Ziﬁkéo

— EBRRKEHTHEMBREE T
— @ IKE SAEY LMHEHEE -— EETERBRGHUT T IER AR
— EFERUMSHET
EHFEFIPSeciBW HEHZE 5
EELEMAFASEREESEAER
EERIPSecHEEEHATERAED L
— BERSREMEERTTLSNE

~ O WSEHRMBIEHE —_ EERTIFNATHRILER T B

E]14-17 IPSec VPN Hi=HESBEE
# BF HQ-FW1 1 HQ-FW2 22ERrIt Elifz‘%, HEIZ1T 7 XWNHREINEE, HQ-FW1 {ER=E
EERERENEL, FFLIESR HQ-FW1 i#17 IPSec VPN t[EHIE,

# BF HQ-FW1i8%% Web BT8R HE, EE IKE IR 2ERNA, #FE “ME > IPSec >
IPSec” , Badh IPSec ZRE&RY “i2BR” , {EFE IPSec REEAIBEMZHRINAE .

2.IPSec VPNEIEHIE NI O YN ave St -t [

|'+‘\

8% usceszse = mE M EE 98 BT
1
& =0 IPSecHRREDITE
@ =m0y
Csiz T8k 085

Q@ =2Rm

FEEER ERERS HR £ it Bt hERS 3
& ONs

public 5 FEESR GEO/0/1 100.1353 H3n: 1 50 0 DR 0 (5N

% DHCPEESES

@ ==

@ SSLVPN
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E14-18 N IPSec SEREE SN2 HT R

IPSeciZl

REESIR policy1-1
=EEd GEO0/0/1 v
PEAR FsEMEENE (KSF0nR. BRiiiEErR=EA=

® BUOREHBREY CREESIISSERERES)

Pkl 100.1.33.1
1

SeEP, BHEIR..

=
RIBARAR, PERIERIAL120s, FWHOSFEF. |

& "BUH" oJRIN2HT. SAIEEE: 10s

E14-19 FF4 IPSec SERRETMLIZHR

# F1F IPSec RESEMZHITEAE, BERIWT:

553405

o
S

=i
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IPSeciZ#f *

FEREER
eS| GEO/0/1 v
A REEHELHE (SR, BitisitirEERsSSs T
® BECHSHERY CHESS5S SHRERKA)
Tt 100.1.33.1
| su
PR pEHER
B b N . BE. SWELh I ER IR RR NS, hERE. R, 0%
SR Y ®mz AEEE. DHE., =SS EhERERIIER)NEESRIA,

H1&
*i7

E]14-20 IPSec ERIZHLER

# RIRSRIEREEHTHIELWE, WBENERENAS, £ HQ-FW1 i8R Web SIERMiIkIF
“REE > REFEE > T2RIR , EETERBESKITT IKEBHEIRY, I0TE.

!’! USG6525F E mR 4 & RWE &
1
@ mewme RERE
2
m -
SEE R 0O ReFzmsmes
@ NATHEERE
2 | &R &V Bm 853 A Y AR ¥ @!E v
E Esuane
o 1 ik @aroa @ I a any © RiF
Oe== -~ |\ untns u
® wowss 255255255255 @ 55.255.255.255
® mmEE 100.1.35.3/255.255.255.255 5.255.255
@ =2ir o 2 y © miF
B AsPrEE  192.168.11.0/255.255.255.0
192.168.14.0/255.255.255.0
<
0 @ loc y y © niF
© an
o 4 & u €3 trus! http any © fiF
© 192.168.11.0/255.255.2550 (@ 192.168.16.0/255.255.255.0  ftp
a s HQ_Web_Serve € untrust @ trust any any © stiF

® any ® 192.168.16.109/255.255.255.

E14-21 BF HQ-FW1 18&XT IPSec il RER

# RERBHESTME, &R “ME > 1PSec > IPSec” , B IPSec ZREERY “4wiE” &M, &
IPSec FEEH BT “LERIN” HEF HQ-FW1 £ IKE SHEES Branch-FW ERI—EL,
NTFE
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QH"WI: USGE525F =
& =0

@ &0

@ n2Rm

& ONs

@ DHCPESE

@ ==

(@ IPSec

@ GRe

@) SSLVPN
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$EPIPSecHRRE

B LE  FE R 5%
1

3

BEINHIRLD

F—R (KE) @

MESEQ AES-GCM-256 AES-GCM-192
AES-GCM-128 AES-CBC-256
AES-CBC-192 AES-CBC-128
3DES DES

FEALWE SHA2-512 SHA2-384 [¥ SHA2-256 SHA1

< MDS AES

PRFEGZE® SHA2-512 SHA2-384 [¥ SHA2-256 SHA1

MDS AES-128
- RS

E14-22 &F HQ-FW1 i8%% IKE 2%

# IKE SA Y K MAIHIEHIEeRk/E, HFE IPSec SA BT KWHYRE o

# 7£ IPSec RESARRME, B “L2BIN” , BE HQ-FW1 E£AY IPSec B#=2EE S Branch-
FW Ea9—2, WTE.

2 yseesase =
A4
& &0

&®OX

B ONs
@4 DHCPRSEE
@ =
[@ 1psec

Bis

BB

O]

GRE

(€

& G

=) SSLVPN

{ERUPSecBES

R mE REOU& EE
1

FENRILE
B (IKE) @
EEEe AES-GCM-256 AES-GCM-192
AES-GCM-128 AES-CBC-256
AES-CBC-192 AES-CBC-128
3DES DES
RBIEEZED SHA2-512 SHA2-384 SHA2-256 SHA1
MDS AES
PREEGZ® SHA2-512 SHA2-384 SHA2-256 SHA1
MDS AES-128
- BRHE
HTHBR (IPSec) @
HEEQ =5 et e BEE
=2 a ) ESP AH AH-ESP
eSPInEEE® GCM256 GCM192 GCM128 GMAC256
GMAC192 GMAC128 AES-256 AES-192
AES-128 3DES DES
ESPNEEE® SHA2-512 SHA2-384 SHA2-256 SHAT
MD5

o

E14-23 BE HQ-FW1 i8%% IPSec 2%

# HEESRE, HFE HQ-FW1 LAYSINERIEWER ( BNESGRRE ) 5 Branch-FW EE®
NEBR, £ HQ-FW1 1 Branch-FW EHRIEE, WITE.,
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ﬁ USGes25F ER L2 R UK
1
&0 ERUPSecHRES
@ =eRm
FINERBEET
& ons p—
@% DHCPEREEE
Csmg 0868 =m\A ¢ [a meAmmEor E
@ pEa
= b vl Begit Y R0l | BERE.. | 3ME R
@ 1psec
192.168.11.0/255.255.255.0 192.168.14.0/255.255.255.0 any  any any o |
=)
© GRe 2
@ SSLVPN
1% 1 SOF/A BE 1|’
REBSEEIAC
&= ) 4
El14-24 & HQ-FW1 8% IPSec VPN HINE S5k
:Wlt USGE525F EiE G R U EC
Niaws =
20 MBIPSecEES
@ sa
@ =2Xm -
B DNs -
@4 DHCPER5=2
Csmz OBk SiEA C |Q EaABE=aIP i)
@ s
_ b i Bt i | %0 | Beok..  iF | &l
@ 1PSec I
2 192.168.14.0/255.255.255.0 192.168.11.0/255.255.255.0 any  any any o= ®
w ¢
© GRe

B]14-25 && Branch-FW i&%% IPSec VPN fHin=ls3in
# HEESRE, LLHQ-FW1 Jfl, &5 IPSec HBIRE R EHAAE T IEMLsEO L, TFE.

*ﬁ USG6525F E R 4E BB 9R 1
8 =0 1EIPSecHEs
3
® o
Q m2Rm
EiEER public v
& DNs
WEESIR policy1-1
@4 DHCPERSS®R
sanni0 -
@ =
s dO) 100.1.35.3 v
B 1PSec
o
ey SNERT ® Rtz RSAZS
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E]14-26 BE HQ-FW1 &% IPSec SRIEEAEE

# IKE SA F1 IPSec SA SIS HEE=REfE, IPSec BB ITISIEERZ, £ HQ-FW1 i&%& Web
EIERE, B IPSec FREZFIRFPRY “1¥1B” 1%, AT EERIEAKHENER, WTE.

8¢ uscesasr = mE e wE R =
1

B8 =0 IPSecHRRERIT
@ =0% -
Cwiz T8k 0S5
@ ==xE
RREETR ERES HR kil ES vl Ttk RS 3
£ DNs
. olicy public SRS GEO/O/1 100.135.3 B 1 =K 0 EEnE: .::'—
@ DHCPERSZE
=)
@ IPsec
=) .
=] X 1
B14-27 # IPSec SREEFIE
IPSecERBRITIFIZR X
T ik c
EEEER IKEBF&EE ELES K& Bkl Pap ekl ITIRIDEE ITHDRE Bz IMEEIER
KEHERE - . s ESP-AES2.. i
policy1-1 public g FSE:':-;,M 100.1.35.3 100.1.33.1 ip 100.1.33.1 E?:T?Ti_li.
W al
#1% %/| O o

E]14-28 &BE HQ-FW1 i&%% IPSec RASIHAET IS

# EIAHIETERRE, FRZRIHHTEBMENLL, NRAMII, BEELXERBEETHITT
IPSec SREEHILECHIRSGERE (WEBRE)

# £ HQ-FW1 i85 Web BIERMIER “HIg > 2% > L2HR , EELRLERES
B4T7 IPSec VPN W58, WITE.

/
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2 usceszse = mR e g mE R
@ wmemE RETR :
2
SEEE 0O Reromses

= | &R B i I BSER v HHE v
2 BEsHannE
e = ) 1 K any any © 7iF
® TEE
® mmER
9 m2lR 0 2 y ® %
B AsrEE
<
u Y ® #iF
O ttp ® =

E14-29 BF HQ-FW1 i&Z§H3d IPSec VPN W SSHREBNRZSFRE

# WNRBDEFE HQ-FW1 F1 HQ-FW2 EEFE TR NAT K%, IAEEHIERESECE T No-NAT
RUSRESHTIT NAT ik, WRSNEBREBA ML, AELIERNE N,

$IR 3 ARREMIEHE

# NELZEHERRINTE, RIBRERNE, #TELZHIE,
— BWEIFElicenseZ TNt HA
— TEETHRHEE W E S Internet HER S
- v 4 =
O FEFEFRRMHIERE “— BEIHRHERHIE R TS R E R AR
3. N HfEHIE — PEREFHETONRRNERERL

~ EERENELREAEEES
L (=} H 2 ﬁ
O REMENMMEERHE |, ceovoriremmang

E14-30 IRL e HEHERRg
# BT RIS T2 T DC-FW BTN aRELneits, EiE DC-
FW FEETHAZLHINEE, 1 URLITEMASITIEE.,

# NRIzHEIEF, KB ENASLTEINEERER, EHAHEIZERN License ERESATE
1I9HA, £ DC-FW %% Web SIERE Fi%E “ESBt > License B12” , &F License AT HART
EFIENAITIEESEE, WTE,
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S:é USG6525F mR G AR MR RS
1
O ME License
EHEE License Z85I:]
SNMP
FithilicensedfiS: BRUE (BUEETE): FUEARtE): SN: LIC20241021EIEESO)
FmER
License &i¥ b7.%-53
RS
O RER2ES
SRER
iapORs © Tezsis R
b TERE G ABBEHEERR s
B =uEs ¢
B RESHIEAR
B moss
9 o=E= [@ uruERE=E SEEETIE)
p)
D [ License 32 | ES SSLVPNFFEMFE 0/1000
& FRPO

E14-31 BF DC-FW i8%5HY License (S8

# License &b FiFBAkE RISAVIKSAT, 1BERENEMES License,

# ﬂ&iﬁ AOSHIERE, IR “RE > ARPLO” , BEEFIENARIRE, NRFREHAMNS
fiEEE, BIELHBEELIAR, WTE.

% uscesasr miE  m B WS RS
1
© EE FRPOFIR
B AR
FHERPOIBIE: sechuaweicom [SFHERPOER
SNMP
e = t—rEEHHEN L2 uUnitEEEGEE | FARBSENE
ABESEISES
RIS
RASFIE
EREE
WS BEISEE FFILE
PElRs
5 =BE
B E=nEs ¢
B =oss
E=E

E9 License®E
2

g

@ FeEH

E]14-32 &5F& DC-FW IS SRIHIEARER

# EEFRED, 15 DC-FW X SHEK P OMIRVIEREE, IRAEEET Internet iEEFH K
L, BERBLHR, WTFE.
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# REABZFAHRA,
WA, SITFEl.

ﬂ\g USG6525F
© 28
BHPEE
SNMP
EREE
FEifRsE
SRER
dmElEsE
b =B
B =
B B=Em=
E9 License=TE
& FHRERO
o[swmn

B EEXH+ER

‘“ USG6525F
WuAwEl
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WEFHRALERE

HNRFIE
SR HMEER

iR i FRER

FREN, W T ESRIGETEE:
1ENESESSREFMIIDNSIBS MBI, (EWONSRESHIIE)
2 RERENAONSIESBURLRE, BN FR=25H)
REFRERRIL:

FMFHRESEER @ BR2R: local
Eaottbit: DNSERSS S8ttt

B85 dns
E: FeiF

A FRREFEBINSERSREESIRIRED.

%

E14-33 i DC-FW i&FSHEHOEEEE
FESIREN DC-FW RANMER, &R “RE > RREH~ , BF “Zal

EoEH

E Loz

RREFATIR

& LiFFEs @
=<
Rl
AT
RERSSIESEE
RERST RIS
WEREHED
AntiDDoS &S
LhHEEERETEe

THESHELE

V60Q0R023COQSPC100

E L=t

flash:/USG6000F_V600R023CO0SPC100_Entry..
flash:/USG6000F_V600R0235PH120_Entry-Le...
flash:/USG6000F_V600R023C00SPC100_Entry...
flash:/USGE000F_V600R023C00SPC100_Entry..
flash:/USGEO00F_V600R023C00SPC100_Entry...

flash:/USG6000F_V600R023C00SPC100_Entry...

e mE w55

534753

mE ke ER uR Niﬁ

TRERXE

flash:/USG6000F_V600R023C00SPC100_Entry...
flash:/USG6000F_V600R0235PH120_Entry-Le...
flash:/USG6000F_V600R023C00SPC100_Entry...
flash:/USG6000F_V600R023C00SPC100_Entry...
flash:/USGE000F_VE00R023C00SPC100_Entry...

flash:/USG6000F_V600R023CO0SPC100_Entry...

E14-34 BBF DC-FW 8B &S aikRA

# BRERFRHPOMIL sechuawei.com, F “FHEEHAR > TEIFEESEAE” REE
RN mhRAs, TEXINAMFIEEMAEME, NTE.
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FRSEASE  REWR  B2ES  ReEN BRI it

X
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> LA
FEASHEESANHE D /N O
WECETEPRVEFNSEE, FREBEFHHRNEPNMEE. BUMSNIEGE, JLSSHETTHRASR ~
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173 r@pEBEE B AE RKERNES  USEOSEE  URLEEE
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# $HLEHRR], BE DC-FW HIREFZRIEZEERE, &F “‘Hik > REER , EFREM
BRERER, WTE.
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RENRS
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; © Tam2iEs R
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© NEHEHFHIER R BegeTiE):
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@ THAERT O BT @ | R R ZiERatE
[@ urLEEEE SiEAEE):
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& SEEE &) RSt = e

E]14-36 && DC-FW 8 EEHIER
# SIEFRRINE, HERLREHNESSH, MARSSHIERS, DC-FW A LA
SHMINTER, EXEREAREN, TE.

ER & FE MR RE R
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E14-37 IREECE N HRAER

# ZERENMHERE, WAEEZERIETIER, L URLITIEAG, &2 “MxR > 22k
BEX > URLIZIR”, 7 URL TiRECEXNMIIRFESS IR . RESIRRMPR‘EE”,
A LIERIS I B E X MR 2 RIEEIR, NTE.

e uscssase miE ke mE m L LB & wese

URLIT SRR

ERTeri>E O BN STEsn,

- asEn "

© B Ol =% s RS T2
URL Hest URL

O detaut ES

OEE
& mP 3
O  uRL Filter i “ur_filter [c==]
8 wsss

2 PR 5 7 &=
#28 2053 miE | 1

El14-38 #\ URL ITEHECE Y5 | BB 5Rm

iR G2 R MR N8 AR

SIRXRFE
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i5fE Ry S HFE RN

BE: 2ETCP/IP &R, AILIRNBERSEAE, LaLINSERIREAE, BITLUENY
ERINAENAE, SILENNAREMERNHIE . EZETE—LEEREL R
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