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SW3 G0/0/2 Access &2 VLANGE
G0/0/13
G0/0/1
irror- PVID: 1 L TFEORERTF
Mirror-—1 - cos072 Trunk T
SW Allow-pass VLAN: 2, 40 AFSSVLANIET
G0/0/3
172.16.20.100/24 "
PC1 Ethernet0 RS Rig
Mx: 172.16.20.1/24
ETP 172.16.30.101/24 ‘
EthernetO RS Kim
Server " RI%: 172.16.30.1/24

1.2 SEI{ESSHECE

1.2.1 BB

1.BCE FW1. FW2, RT1 #1 RT2 gAY IP bk, S1EFXIEZOFRENZ X,
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2.B28& FW1. FW2. RT1 #1 RT2 2|89 OSPF, RT1 5 RT2 &I RLZAIE O, SW1 &3]
Internet, 7€ RT1 %1 RT2 FECHBENAREF] NAT, BERNZREFSKAZEES|AN\ OSPFH, &
KLITMANEEMLEERY PC1 5 PC2 BJLAIAIE Internet,

3.58R% FW1 5 FW2 RUSAEECE, (OBMEOGER Eth-trunk #00, WA KEFMTIERER
A= VRRP 331z,

AIZBERMY B EXIER2REE, BITWSRE.

5.{%F8 BFD B‘Z7|< RUB KIS FEEGERS, FEEIP KB AE RS, EELBHISE
B, MAESHEHITERUNR, RIEWSSES,

1.2.2 BB - CL

TR 1 NEERSHERE
# IREEMESHIRIREEIRSIEZED 1P REXIEISEORZSXE ., HeSW1, SW2, SW3
1 Mirror-SW E& 8L, BARISE “14EESE”
# Pp)IEREO 1P EESRE, BEEEAONSTIRIEPINNLZE X,
# FW1 BYECEINT:

[FW1] interface Eth-TrunkO

[FW1-Eth-TrunkO] ip address 10.10.10.1 255.255.255.0
[FW1-Eth-TrunkO0] quit

[FW1] interface GO/0/3

[FW1-GE0/0/3] eth-trunk 0

[FW1-GEO0/0/3] quit

[FW1]interface GO/0/4

[FW1-GEO0/0/4] eth-trunk O

[FW1-GEOQ/0/4] quit

[FW1] interface G0/0/2

[FW1-GEOQ/0/2] ip address 10.3.1.2 255.255.255.252
[FW1-GEO0/0/2] quit

[FW1] interface GO/0/5

[FW1-GEO/0/5] ip address 172.16.30.2 255.255.255.0
[FW1-GEOQ/0/5] vrrp vrid 2 virtual-ip 172.16.30.1 active
[FW1-GEOQ/0/5] quit

[FW1] interface GO/0/6

[FW1-GEO0/0/6] ip address 172.16.20.2 255.255.255.0
[FW1-GEOQ/0/6] vrrp vrid 1 virtual-ip 172.16.20.1 active
[FW1-GEO0/0/6] quit

[FW1] interface LoopBackO

[FW1-LoopBack0] ip address 11.11.11.1 255.255.255.255
[FW1-LoopBack0] quit

[FW1] firewall zone trust

[FW1-zone-trust] add interface GO/0/5
[FW1-zone-trust] add interface GO/0/6
[FW1-zone-trust] quit

[FW1] firewall zone untrust
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[FW1-zone-untrust] add interface G0/0/1
[FW1-zone-untrust] add interface G0/0/2
[FW1-zone-untrust] quit

[FW1]firewall zone dmz

[FW1-zone-dmz] add interface Eth-TrunkO
[FW1-zone-dmz] quit

[FW1]
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# FW2 RYECEINT:

[FW2] interface Eth-TrunkO

[FW2-Eth-Trunk0] ip address 10.10.10.2 255.255.255.0
[FW2-Eth-TrunkO0] quit

[FW2] interface G0/0/3

[FW2-GE0/0/3] eth-trunk 0

[FW2-GE0/0/3] quit

[FW2] interface G0/0/4

[FW2-GE0/0/4] eth-trunk O

[FW2-GEO0/0/4] quit

[FW2] interface G0/0/2

[FW2-GE0/0/2] ip address 10.6.1.2 255.255.255.252
[FW2-GE0/0/2] quit

[FW2] interface GO/0/5

[FW2-GE0/0/5] ip address 172.16.20.3 255.255.255.0
[FW2-GEOQ/0/5] vrrp vrid 1 virtual-ip 172.16.20.1 standby
[FW2-GE0/0/5] quit

[FW2] interface GO/0/6

[FW2-GEO0/0/6] ip address 172.16.30.3 255.255.255.0
[FW2-GEQ/0/6] vrrp vrid 2 virtual-ip 172.16.30.1 standby
[FW2-GE0/0/6] quit

[FW2] interface LoopBackO

[FW2-LoopBack0] ip address 22.22.22.1 255.255.255.255
[FW2-LoopBack0] quit

[FW2] firewall zone trust

[FW2-zone-trust] add interface GO/0/5
[FW2-zone-trust] add interface GO/0/6
[FW2-zone-trust] quit

[FW2] firewall zone untrust

[FW2-zone-untrust] add interface G0/0/1
[FW2-zone-untrust] add interface G0/0/2
[FW2-zone-untrust] quit

[FW2] firewall zone dmz

[FW2-zone-dmz] add interface Eth-TrunkO
[FW2-zone-dmz] quit

[FW2]

# RT1IREBAEO IP BCEUT:

[RT1] interface GigabitEthernet0/0/1
[RT1-GigabitEthernet0/0/1] undo portswitch
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[RT1-GigabitEthernet0/0/1] quit

[RT1] interface GigabitEthernet0/0/1.2
[RT1-GigabitEthernet0/0/1.2] dot1q termination vid 2
[RT1-GigabitEthernet0/0/1.2] ip address 4.4.4.2 255.255.255.252
[RT1-GigabitEthernet0/0/1.2] quit

[RT1] interface GigabitEthernet0/0/2
[RT1-GigabitEthernet0/0/2] undo portswitch
[RT1-GigabitEthernet0/0/2] ip address 10.1.1.1 255.255.255.252
[RT1-GigabitEthernet0/0/2] quit

[RT1] interface GigabitEthernet0/0/4
[RT1-GigabitEthernet0/0/4] undo portswitch
[RT1-GigabitEthernet0/0/4] ip address 10.3.1.1 255.255.255.252
[RT1-GigabitEthernet0/0/4] quit

[RT1] interface LoopBackO

[RT1-LoopBackO0] ip address 33.33.33.1 255.255.255.255
[RT1-LoopBack0]quit

[RT1]
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# RT21R&EA0EO 1P BECEWT:

[RT2] interface GigabitEthernet0/0/1
[RT2-GigabitEthernet0/0/1] undo portswitch
[RT2-GigabitEthernet0/0/1] quit

[RT2] interface GigabitEthernet0/0/1.40
[RT2-GigabitEthernet0/0/1.40] dot1q termination vid 40
[RT2-GigabitEthernet0/0/1.40] ip address 3.3.3.2 255.255.255.252
[RT2-GigabitEthernet0/0/1.40] quit

[RT2] interface GigabitEthernet0/0/2
[RT2-GigabitEthernet0/0/2] undo portswitch
[RT2-GigabitEthernet0/0/2] ip address 10.1.1.2 255.255.255.252
[RT2-GigabitEthernet0/0/2] quit

[RT2] interface GigabitEthernet0/0/4
[RT2-GigabitEthernet0/0/4] undo portswitch
[RT2-GigabitEthernet0/0/4] ip address 10.6.1.1 255.255.255.252
[RT2-GigabitEthernet0/0/4] quit

[RT2] interface LoopBackO

[RT2-LoopBackO0] ip address 44.44.44.1 255.255.255.255
[RT2-LoopBack0]quit

[RT2]

1% 2 FEE OSPF

# IIMRIECE FW1. FW2. RT1. RT2 B9 OSPF, OSPF 22187 1, EEMNEDLEE

OSPF #}¥

# 1£ FW1 F0 FW2 EXFARKIERSEREMNGRASTIEINGE, #fR OSPF RS AT LAIEEZ

B,

‘ [FW1] undo firewall packet-filter basic-protocol enable
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gE22]

[FW2] undo firewall packet-filter basic-protocol enable

# 1€ FW1 EEZE OSPF, EZ=EIsS#E0O EEE OSPF,

[FW1] ospf 1 router-id 11.11.11.1
[FW1-ospf-1] area 0.0.0.0
[FW1-ospf-1-area-0.0.0.0] quit

[FW1] interface G0/0/2

[FW1-GEOQ/0/2] ospf enable 1 area 0.0.0.0
[FW1-GE0/0/2] quit

[FW1] interface GO/0/5

[FW1-GEO/0/5] ospf enable 1 area 0.0.0.0
[FW1-GE0/0/5] quit

[FW1] interface GO/0/6

[FW1-GEO0/0/6] ospf enable 1 area 0.0.0.0
[FW1-GE0/0/6] quit

[FW1]

# 1€ FW2 EFZE OSPF, EZ=Es3#E0O _EEE OSPF,

[FW2]ospf 1 router-id 22.22.22.1
[FW2-0spf-1] area 0.0.0.0
[FW2-ospf-1-area-0.0.0.0] quit
[FW2]interface G0O/0/2

[FW2-GE0/0/2] ospf enable 1 area 0.0.0.0
[FW2-GE0/0/2] quit

[FW2]interface G0O/0/5

[FW2-GE0/0/5] ospf enable 1 area 0.0.0.0
[FW2-GE0/0/5] quit

[FW2]interface G0O/0/6

[FW2-GE0/0/6] ospf enable 1 area 0.0.0.0
[FW2-GE0/0/6] quit

[FW2]

# 1£ RT1 ECE& OSPF, E=Es3#E0 HEG5E OSPF,

[RT1] ospf 1 router-id 33.33.33.1

[RT1-ospf-1] area 0

[RT1-ospf-1-area-0.0.0.0] quit

[RT1-ospf-1] quit

[RT1] interface GigabitEthernet0/0/2
[RT1-GigabitEthernet0/0/2] ospf enable 1 area 0
[RT1-GigabitEthernet0/0/2] quit

[RT1] interface GigabitEthernet0/0/4
[RT1-GigabitEthernet0/0/4] ospf enable 1 area 0
[RT1-GigabitEthernet0/0/4] quit

# 7£ RT2 B2& OSPF, =340 145E OSPF,

[RT2] ospf 1 router-id 44.44.44.1
[RT2-o0spf-1] area 0
[RT2-ospf-1-area-0.0.0.0] quit
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[RT2-0spf-1] quit

[RT2] interface GigabitEthernet0/0/2
[RT2-GigabitEthernet0/0/2] ospf enable 1 area 0
[RT2-GigabitEthernet0/0/2] quit

[RT2] interface GigabitEthernet0/0/4
[RT2-GigabitEthernet0/0/4] ospf enable 1 area 0
[RT2-GigabitEthernet0/0/4] quit

5231

# £ FW1 0 FW2 188 EH83 OSPF $PEXR, RUTF:

[FW1]display ospf peer brief
OSPF Process 1 with Router ID 11.11.11.1
Peer Statistic Information
Total number of peer(s): 3
Peer(s) in full state: 3

Area Id Interface Neighbor id State
0.0.0.0 GE0/0/2 33.33.33.1 Full
0.0.0.0 GEO/0/5 22.22.22.1 Full
0.0.0.0 GE0/0/6 22.22.22.1 Full
[FW2] display ospf peer brief
OSPF Process 1 with Router ID 22.22.22.1
Peer Statistic Information
Total number of peer(s): 3
Peer(s) in full state: 3
Area Id Interface Neighbor id State
0.0.0.0 GEO0/0/2 44.44.44 1 Full
0.0.0.0 GEO0/0/5 11.11.11.1 Full
0.0.0.0 GEO0/0/6 11.11.11.1 Full

# TILARTIBG XIERY OSPF SBEIIEIERE .

# Sepk_biA OSPF EftECESS, £ RT1 ERINEREIEHRE Internet ( BFAFMEIHAI SW1T) o

[RT1] ip route-static 0.0.0.0 0.0.0.0 4.4.4.1

# 7E RT2 B3RINERAERAZ) Internet ( ENFGINEISAY SW1) &

[RT2] ip route-static 0.0.0.0 0.0.0.0 3.3.3.1

# £ SW1 EECEDIRRIRE.

[SW1] ip route-static 172.16.0.0 16 4.4.4.2
[SW1] ip route-static 172.16.0.0 16 3.3.3.2 preference 70

# RT1 EFECE Easy IP, TERIMFIF15IE Internet BYE &R,

[RT1] acl number 3500
[RT1-acl-adv-3500] rule 5 permit ip
[RT1-acl-adv-3500] quit
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[RT1] interface GigabitEthernet 0/0/1.2
[RT1-GigabitEthernet0/0/1.2] nat outbound 3500
[RT1-GigabitEthernet0/0/1.2] quit

241

# RT2 LHCE Easy IP, FERIMAIFIAE Internet AYEHRIRMBIE

[RT2] acl number 3500

[RT2-acl-adv-3500] rule 5 permit ip
[RT2-acl-adv-3500] quit

[RT2] interface GigabitEthernet0/0/1.40
[RT2-GigabitEthernet0/0/1.40] nat outbound 3500
[RT2-GigabitEthernet0/0/1.40] quit

# £ RT1 AY OSPF 5| NIMEPTAE R o

[RT1] ospf 1

[RT1-ospf-1] import-route static
[RT1-ospf-1] default-route-advertise always
[RT1-ospf-1] quit

# RT2 Bc&ER L.

FR 3 REWWAEINEE

# WA FW ERCEH BT SSEORLEE.

[FW1] hrp track interface G0/0/2

# FW2 1gBEcER L,
# ABBEARIIFRSE R, BIFERE FW LB ES IR RIERDINEE .

[FW1] hrp mirror session enable

# FW2 1B EcER L,

# EME FW EiEE OB . BE HRP INEZEEE ( Huawei@123 ) FERAXWAEINEE

[FW1] hrp interface Eth-TrunkO remote 10.10.10.2
[FW1] hrp authentication-key Huawei@123
[FW1] hrp enable

[FW2] hrp interface Eth-TrunkO remote 10.10.10.1
[FW2] hrp authentication-key Huawei@123
[FW2] hrp enable

HRP_S[FW2] hrp standby config enable

# ERE FW E&EE HRP XWIHAEIRE

HRP_M[FW1] display hrp state verbose
Local role: Active, Peer role: Standby
Local priority: 0:2, Peer priority: 0:2
Connection state: succeeded
Stable time: 0 day, 0 hour, 1 minute
Configuration:
Hello interval 1000ms




Az

HUAWEI

Preempt

Track trunk member
Auto-Sync connection status
Auto-Sync configuration
Mirror configuration

Mirror session

Adjust OSPF-Cost

Adjust OSPFv3-Cost

Adjust BGP-Cost

Module

Total

Manual

BFD
Healthcheck
Tracked interface
VRRP

CPU

Boot sync
Dynamic BFD
Device reboot

Detail-Information:

HCIP-Security_V4.0 SLIGESFAR

on
on
on
on
off
on
on
on
on

Fault Robust

ospf-cost: 0
ospfv3-cost: 0
bgp-cost: 0

GEO0/0/6 vrrp vrid 1: active
GEO/0/5 vrrp vrid 2: active

GE0/0/2: up

5251

HRP_S[FW2]display hrp state verbose
Local role: Standby, Peer role: Active

Local priority: 0:2, Peer priority: 0:2

Connection state: succeeded

Stable time: 0 day, 0 hour, 2 minutes

Configuration:

Hello interval

Preempt

Track trunk member
Auto-Sync connection status
Auto-Sync configuration
Mirror configuration
Mirror session

Adjust OSPF-Cost
Adjust OSPFv3-Cost
Adjust BGP-Cost

1000ms
on
on
on
on
off
on
on
on
on
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5261

Module Fault Robust
Total 0 2
Manual 0 0
BFD 0 0
Healthcheck 0 0
Tracked interface 0 0
VRRP 0 0
CPU 0 2
Boot sync 0 0
Dynamic BFD 0 0
Device reboot 0 0

Detail-Information:
ospf-cost: 65500
ospfv3-cost: 65500
bgp-cost: 100
GEO/0/5 vrrp vrid 1: standby
GEO/0/6 vrrp vrid 2: standby
GE0/0/2: up

TR A RBELLERE

HBA: BT FW1 5 FW2 B TIHAE RS, FW1 NIZEREERESBHMESE FW2 L,
BUEAMYAE FW1 _ERCEZ 25

# BEERERE, RTAMBRIEEI.

HRP_M[FW1] security-policy

HRP_M[FW1-policy-security] rule name t2u
HRP_M[FW1-policy-security-rule-t2u] source-zone trust
HRP_M[FW1-policy-security-rule-t2u] destination-zone untrust
HRP_M[FW1-policy-security-rule-t2u] action permit
HRP_M[FW1-policy-security-rule-t2u] quit
HRP_M[FW1-policy-security] quit

HRP_M[FW1]

TR 5 REWWHNES BFD BEp

# 79860 RT1 HATHEIRBINEEPERT, AR RGARMINHTESIR, SRS, F
E1E FW1 1 RT11&B 2 [8)ERE BFD #HTHEIEBEAEIRT, FP8 BFD 21 SRR K S
T, EERSHERSIERT eI ARt A E&THR, FRIEWS5iEE:,

# £ FW1 L2 B5(F8E BFD 45, HELE BFD &5 1, Y IP #ulith 4.4.4.2, Aisits
10.3.1.2, AMFRIRFFA 20, imimFKRFFH 10,

HRP_M[FW1] bfd

HRP_M[FW1-bfd] quit

HRP_M[FW1] bfd 1 bind peer-ip 4.4.4.2 source-ip 10.3.1.2
HRP_M[FW1-bfd-session-1] discriminator local 20
HRP_M[FW1-bfd-session-1] discriminator remote 10
HRP_M[FW1-bfd-session-1] quit
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| HRP_M[FW1]

# £ RT1 L2/5(H4E BFD 4514, FHECE BFD &% 1, ik IP #lkA 10.3.1.2, KNigiteith
4442, RHFRRFFH 10, mighaRFA 20,

[RT1] bfd

[RT1] bfd 1 bind peer-ip 10.3.1.2 source-ip 4.4.4.2
[RT1-bfd-session-1] discriminator local 10
[RT1-bfd-session-1] discriminator remote 20
[RT1-bfd-session-1] commit

[RT1-bfd-session-1] quit

# £ FW1 EFCE BFD SIWNEE RN

| HRP_M[FW1] hrp track bfd-session 20

123 BcESE - Web

L1 NEEASHES

# 1R ‘X117 MEIE, THRMBZERSHEE. HP SW1. SW2, SW3, Mirror-SW

B, BRASE “14BESE .

%88 RT1#]RT2 REBMEXRESE “1.22 EESE-CLI” PIEXRELFAC, ADE
RE FWIRERY Web BcEITTE.

# BFRFWTiRE Web EIEFRE, ®F ‘WK > &N , HAEROIIRAE, B&EWSEO
P it R L2 Xis ( HRP/OBEEECIRRSN ) , LEAbLA GEO/0/2 #:O017041, RS EEOEmE

BEXR.

EHGE

%Y

EHER® public v |
VPNzfB public o] i
BEEHEEE [ o)
HTTP | HTTPS Ping SSH

[ Telnet I NETCONF || SNMP

#le [OF::i::] s - _ EmEeN O O
1Pv4 1Pv6
R ® BzP _) DHcP ) PPPE®
IPABAE ;‘:j;ii%o 11.1/255.255.255.0°
HE10.1.1.1/24",

EUES

==l - |




e

HUAWEI

HCIP-Security_V4.0 SLISIESF A

B 1-2 FW1 1% GE0/0/2 #EOitth M ZRe XISEE
# FW1 i8BERSEOR FW2 SEHISEORSIYTSE HRSE, &8 “K1-17 M

VIEIEsTRECE, HATREER.

I 2 FEE OSPF

55281

# B3R FW1IRE Web SIERE, EF “W4 > IRA > OSPF” , £ “OSPFFIR” REF

=i “FTE” PUTLATRE,

HEROSPF

=T

ER2ID

otz O]
SRR
SPRITHISE
REBRER

ASE(RSER
BFDIORE®@

[® osprv2 a

1

) OSPRv3

" <1-4294967295>

1111114

public

v ‘

5000

| <1-10000>2%

10

| <1-255>

150

‘ <1-255>

<3-50>
<100-1000>=E#

<100-1000>=#

BE1-3 FW1 &85 E#hEE OSPF #HiE
# 7E OSPF 5|5 RSN A FEEN OSPF 2 1, SERANN “BR” 1R, ST

OSPF fBXECE
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OSPFv2 i#t#2ID: 1

8 =rE=E

E1-4 FW1 &8 OSPF XigficE

BRERE x
OSPFv2 3#2ID: 1 REEEFE
8 EFEE -~ .n c

R LI msp | B = \

| ] [ 10342 0.0.00 0.0.0.0
#gOEE

5 =5 A RIS *
BEESIA Xz 0.0.00 v |
EiEE FRERIP 172.16.200
BERs Nz =] 0.0.0.255 *
B0 ! me| 1 |=
s e

RIS

B 1-5 FW1 18£8 OSPF RIZEEE (1)

BREE x
OSPFv2 #EID: 1 SRR
2
& E=xE ~ o c

R | AP | BB | = |

| [ 10342 0.0.0.0 0.0.00
BOEE 0000

& B - MR X
BEEEIA & 0000
BEE RERIP 172.16.30.0
BEEa EEAD 000255
BEED 7 1> [ somm | me| 1 | =
EE W=

BEE
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E1-6 FW1 i OSPF W4SHEE (2)

# BF FW2iR%E Web BIRFRE, 2% FW1i8% OSPF BLBELE, 08 FW2IR&H OSPF
WY, ERRIEEET:

FTEROSPF

=R [5 OSPFv2 _) OSPFv3

2D 1 ¥ <1-4294967295>

foiz=E Do) 22.22.22.1

EnisEmE | public

SPRITHIEE | s000 <1-10000> 2%

WEBRSER | 10 €1-255>

ASERSEHR | 150 <1-255>
BFDIAE® a»
THORSHEEL 3 <3-50>

<100-1000>=#

<100-1000>#
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E]1-8 FW2 &8 OSPF XigficE

BREE

OSPFv2 i#E2ID: 1
8 BrEE

XmacE

BREE
OSPFv2 #2ID: 1
8 ErE=

XisacE

FEREIE

2

FIERIP

10.6.1.2

=2 2]

0.0.0.0

4
Vb W

X

0.0.0.0

50%&/@ BiE

E1-9 FW2 i&%&% OSPF M4&HELE (1)

PUEEESIE
2

FIERIP

10.6.1.2

172.16.20.0

AR

A K
I Y
o

&
&L
at
Jr

R

0.0.0.0

0.0.0.255

i

0.0.0.0

0.0.0.0

508/ BlE

BE1-10 FW2 1% OSPF P4EHELE (2)

# (FREGSITOINER FW1 0 FW2 185, FRFBXIETEMIMGR AT IEINEE, iR
OSPF IR AILAIEERE .

b

b |

‘ [FW1] undo firewall packet-filter basic-protocol enable

‘ [FW2] undo firewall packet-filter basic-protocol enable

# WAILIEERA Web EEERER LA S1TRE, HAMITRGSTED, FREA LikwS.

TEBRERRERE, A FW1iRE A6, BERENT:
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@ =0 BOME -

Em @

B1-11 A FW1 IRERIARA S TEOHXFARNURIOTIETIEE
# FW2 IR TR S TEOBXRMFRLL .

# RT1#] RT2 IR LXTF OSPF. fREIKH. REWHAERME OSPF LUK NAT HECE, 13
5% “122 BRELR-CLI” PIEXEELTMGITH, HERBER,
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El1-29 £ FW1 R&RtIRZ LR TISSRE

1.3 Z5ERIGIE
1.3.1 EE M

# 1812 RDP &3 FTP Server, 7E FTP Server EiZEI Sw1 L 3.3.3.1 thhtp9EE M, MR
mr:

tsUsers~Administrator>ping 3.3.3.1
inging 3.3.3.1 with 32 hytesz of data:

eply from 3.3.3.1: bhytes=32 time=1mz TTL=253
eply from 3.3.3.1: bhytez=32 time<ims TTL=253

eply from 3.3:3.1: bytes=32 time<ims TTL=253
eply from 3.3.3.1: bhytes=32 time{imz TTL=253

ing statistics for 3.3.3.1:

Packets: Sent = 4, Received = 4, Lost = @ (8x loss).
pproximate round trip times in milli—seconds:

Minimum = Bms, Maximum = ims, Average = Hms

twUserssAdministrator>

E]1-30 FTP Server i3i8] Internet &R
# 18id RDP EZF PC1, 7£ PC1 ENARXZE] SW1 E 4.4.41 HbhtpOZE@ N, BT

C:\Users\Security>ping 4.4.4.1

Pinging 4.4.4.1 with
Reply from 4. : time=2ms
Reply from 4.4.4.1: by time=1ms
Reply from 4.4.4.1: time<ims
Reply from 4.4.4.1: time=1ms

vrur o
w w w

W

Ping statistics for 4.4.4.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = ©ms, Maximum = 2ms, Average = 1ims

C:\Users\Security>_
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E]1-31 PC1 i5ia] Internet H[iR

1.3.2 BISIFN
# 181 RDP &3 FTP Server, £ FTP Server EIKZE] SW1 L 3.3.3.1 #tASRERRIR, M
BT

tsUserssAdministratortracert 3.3.3.1

[racing route to 3.3.3.1 over a maximum of 38 hops

172.16.38.2
i8.3.1.1
3.3.3.1

[race complete.

tsUszerssAdministrator>

Bl1-32 FTP Server i5ial Internet FFATHRERRE (IEHEE )

# AL FTP Server IEE R TiAE Internet FEASREIRIZZ: FTP Server -> SW2 ->
FW1 -> RT1 -> SW1,

# i@id RDP &R PC1, 7£ PC1 KR SW1 k£ 4.4.4.1 thhtp9iZE@EME, MERNT:

route to 4.4.4.1 over a maximum of 3@ hops

=
—1
=]
—1
=]
—1

fed =2 =
=
LA LW LA

M
=
LA LW LA
=

1 ms

o
=
—1
=
—1

race complete.

E]1-33 PC1 /i8] Internet WEARERRR (EEE)

# TR PC1 IEEE R TIAE Internet MEHSARSIZRE: PC1 -> SW3 -> FW1 -> RT1
-> SW1,

1.3.3 I FEIEL

# FERNEF FW1 B9 G0/0/2 32, £ FTP Server EMREI SW1 | 3.3.3.1 HBltAYERIR, &R
T
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sUszserssAdministrator*tracert 3.3.3.1

racing route to 3.3.3.1 over a maximum of 38 hops

1 ms <1 ms 172.16.38.3

<1 ms 1ms 18.6.1.1

2 ms 2 ms 3.3.3.1
race complete.

tsUserssAdministrator >

E1-34 FTP Server iia] Internet ZELTHERR (HER)
# TLAKLI FTP Server £ A S IR EHIES151D) Internet FRASREIZFE: FTP Server
-> SW3 -> FW2 -> RT2 -> SW1, W& hStinEZmaEE.
# FIFE FW1 B9 G0/0/2 120, HEF 1 DS, 7£ FTP Server HRZEI SW1 E 3.3.3.1
HEERYERIR, RN
:\Users\Administrator>tracert 3.3.3.1

[racing route to 3.3.3.1 over a maximum of 30 hops

1 8 ms 172.16.38.2
2 1 ms 18.3.1.1
3 62 ms 3.3.3.1

race complete.

:\Users\Administrator>

B]1-35 FTP Server 35id Internet WRIVHERRRZR (HFEIRER )

# aILA&REL FTP Server EF S EEHIEREF1A10) Internet FRATREREZ: FTP
Server -> SW3 -> FW1 -> RT1 -> SW1, WEhsct)itET A%,

14 GiBS®
1.4.1 RT1 fic&

#
sysname RT1
#
acl number 3500
rule 5 permit ip
#
bfd
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#
interface GigabitEthernet0/0/1
undo portswitch
#
interface GigabitEthernet0/0/1.2
dot1q termination vid 2
ip address 4.4.4.2 255.255.255.252
nat outbound 3500
#
interface GigabitEthernet0/0/2
undo portswitch
ip address 10.1.1.1 255.255.255.252
ospf enable 1 area 0.0.0.0
#
interface GigabitEthernet0/0/4
undo portswitch
ip address 10.3.1.1 255.255.255.252
ospf enable 1 area 0.0.0.0
#
interface LoopBackO
ip address 33.33.33.1 255.255.255.255
#
bfd
bfd 1 bind peer-ip 10.3.1.2 source-ip 4.4.4.2
discriminator local 10
discriminator remote 20
commit
#
ospf 1 router-id 33.33.33.1
default-route-advertise always
area 0.0.0.0
#
ip route-static 0.0.0.0 0.0.0.0 4.4.4.1
#
return

1.4.2 RT2 tig&

#
sysname RT2

#

acl number 3500
rule 5 permit ip

#

interface GigabitEthernet0/0/1
undo portswitch

#

interface GigabitEthernet0/0/1.40
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dot1q termination vid 40
ip address 3.3.3.2 255.255.255.252
nat outbound 3500
#
interface GigabitEthernet0/0/2
undo portswitch
ip address 10.1.1.2 255.255.255.252
ospf enable 1 area 0.0.0.0
#
interface GigabitEthernet0/0/4
undo portswitch
ip address 10.6.1.1 255.255.255.252
ospf enable 1 area 0.0.0.0
#
interface LoopBackO
ip address 44.44.44.1 255.255.255.255
#
ospf 1 router-id 44.44.44.1
default-route-advertise always
area 0.0.0.0
#
ip route-static 0.0.0.0 0.0.0.0 3.3.3.1
#
return

143 FW1 &

#
sysname FW1
#
undo firewall packet-filter basic-protocol enable
#
hrp enable
hrp device active
hrp standby config enable
hrp mirror session enable
hrp interface Eth-TrunkO remote 10.10.10.2
hrp track bfd-session 20
hrp track interface GE0/0/2
hrp authentication-key Huawei@123
#
bfd
#
interface Eth-Trunk0O

ip address 10.10.10.1 255.255.255.0
#
interface G0/0/2

undo shutdown
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ip address 10.3.1.2 255.255.255.252
ospf enable 1 area 0.0.0.0
#
interface G0/0/3
undo shutdown
eth-trunk 0
#
interface G0/0/4
undo shutdown
eth-trunk 0
#
interface G0/0/5
undo shutdown
ip address 172.16.30.2 255.255.255.0
vrrp vrid 2 virtual-ip 172.16.30.1 active
ospf enable 1 area 0.0.0.0
#
interface G0/0/6
undo shutdown
ip address 172.16.20.2 255.255.255.0
vrrp vrid 1 virtual-ip 172.16.20.1 active
ospf enable 1 area 0.0.0.0
#
interface LoopBackO
ip address 11.11.11.1 255.255.255.255
#
firewall zone trust
set priority 85
add interface G0/0/5
add interface G0/0/6
#
firewall zone untrust
set priority 5
add interface G0/0/2
#
firewall zone dmz
set priority 50
add interface Eth-TrunkO
#
bfd 1 bind peer-ip 4.4.4.2 source-ip 10.3.1.2
discriminator local 20
discriminator remote 10
commit
#
ospf 1 router-id 11.11.11.1
area 0.0.0.0
#
security-policy

50
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rule name policy_sec1
source-zone trust
destination-zone untrust
action permit
#
return

1.4.4 FW2 Bic&

#
sysname FW2
#
undo firewall packet-filter basic-protocol enable
#
hrp enable
hrp device standby
hrp standby config enable
hrp mirror session enable
hrp interface Eth-TrunkO remote 10.10.10.1
hrp track interface GE0/0/2
hrp authentication-key Huawei@123
#
interface Eth-TrunkO
ip address 10.10.10.2 255.255.255.0
#
interface G0/0/2
undo shutdown
ip address 10.6.1.2 255.255.255.252
ospf enable 1 area 0.0.0.0
#
interface G0/0/3
undo shutdown
eth-trunk 0
#
interface G0/0/4
undo shutdown
eth-trunk 0
#
interface G0O/0/5
undo shutdown
ip address 172.16.20.3 255.255.255.0
vrrp vrid 2 virtual-ip 172.16.20.1 standby
ospf enable 1 area 0.0.0.0
#
interface G0/0/6
undo shutdown
ip address 172.16.30.3 255.255.255.0
vrrp vrid 2 virtual-ip 172.16.30.1 standby
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ospf enable 1 area 0.0.0.0
#
interface LoopBackO
ip address 22.22.22.1 255.255.255.255
#
firewall zone trust
set priority 85
add interface G0/0/5
add interface G0/0/6
#
firewall zone untrust
set priority 5
add interface G0/0/1
add interface G0/0/2
#
firewall zone dmz
set priority 50
add interface Eth-TrunkO
#
ospf 1 router-id 22.22.22.1
area 0.0.0.0
#
security-policy
rule name policy_sec]
source-zone trust
destination-zone untrust
action permit
#
return

1.4.5 SW1 FficE

#
sysname SW1
#
vlan batch 2 40
#
interface vlanif2
ip address 4.4.4.1 255.255.255.252
#
interface vlanif40
ip address 3.3.3.1 255.255.255.252
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2 40
#
ip route-static 172.16.0.0 16 4.4.4.2
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ip route-static 172.16.0.0 16 3.3.3.2 preference 70
#
return

531

1.4.6 SW2 FificE

#

sysname SW2

#

vlan batch 30

#

interface GigabitEthernet0/0/1
port link-type access
port default vlan 30

#

interface GigabitEthernet0/0/2
port link-type access
port default vlan 30

#

interface GigabitEthernet0/0/14
port link-type access
port default vlan 30

#

return

1.4.7 SW3 Fific &2

#

sysname SW3

#

vlan batch 40

#

interface GigabitEthernet0/0/1
port link-type access
port default vlan 40

#

interface GigabitEthernet0/0/2
port link-type access
port default vlan 40

#

interface GigabitEthernet0/0/13
port link-type access
port default vlan 40

#

return
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1.4.8 Mirror-SW i &

#
sysname Mirror-SW
#
vlan batch 2 40
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 2 40
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk allow-pass vlan 2 40
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2 40
#
return

1.5 EZEfR
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# FEXIRIR E RN NATRECEM A, SR sCiaTfe.
# RT1

58]

#
sysname RT1

#

acl number 3500
rule 5 permit ip

#

bfd

#

interface GigabitEthernet0/0/1
undo portswitch

#

interface GigabitEthernet0/0/1.2
dot1q termination vid 2
ip address 4.4.4.2 255.255.255.252
nat outbound 3500

#

interface GigabitEthernet0/0/2
undo portswitch
ip address 10.1.1.1 255.255.255.252
ospf enable 1 area 0.0.0.0

#

interface GigabitEthernet0/0/4
undo portswitch
ip address 10.3.1.1 255.255.255.252
ospf enable 1 area 0.0.0.0

#

interface LoopBackO
ip address 33.33.33.1 255.255.255.255

#

bfd 1 bind peer-ip 10.3.1.2 source-ip 4.4.4.2
discriminator local 10
discriminator remote 20
commit

#

ospf 1 router-id 33.33.33.1
default-route-advertise always

area 0.0.0.0

#

ip route-static 0.0.0.0 0.0.0.0 4.4.4.1

#

return

# RT2

#
sysname RT2
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#

acl number 3500
rule 5 permit ip

#

interface GigabitEthernet0/0/1
undo portswitch

#

interface GigabitEthernet0/0/1.40
dot1qg termination vid 40
ip address 3.3.3.2 255.255.255.252
nat outbound 3500

#

interface GigabitEthernet0/0/2
undo portswitch
ip address 10.1.1.2 255.255.255.252
ospf enable 1 area 0.0.0.0

#

interface GigabitEthernet0/0/4
undo portswitch
ip address 10.6.1.1 255.255.255.252
ospf enable 1 area 0.0.0.0

#

interface LoopBackO
ip address 44.44.44.1 255.255.255.255

#

ospf 1 router-id 44.44.44.1
default-route-advertise always

area 0.0.0.0

#

ip route-static 0.0.0.0 0.0.0.0 3.3.3.1

#

return

59

# FW1

#

sysname FW1

#

undo firewall packet-filter basic-protocol enable
#

hrp enable

hrp device active

hrp standby config enable

hrp mirror session enable

hrp interface Eth-TrunkO remote 10.10.10.2
hrp track bfd-session 20

hrp track interface GE0/0/2

hrp authentication-key Huavvei@123

#
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bfd
#
interface Eth-Trunk0
ip address 10.10.10.1 255.255.255.0
#
interface G0/0/2
undo shutdown
ip address 10.3.1.2 255.255.255.252
ospf enable 1 area 0.0.0.0
#
interface G0/0/3
undo shutdown
eth-trunk 0
#
interface G0/0/4
undo shutdown
eth-trunk 0
#
interface G0O/0/5
undo shutdown
ip address 172.16.30.2 255.255.255.0
vrrp vrid 2 virtual-ip 172.16.30.1 active
ospf enable 1 area 0.0.0.0
#
interface G0/0/6
undo shutdown
ip address 172.16.20.2 255.255.255.0
vrrp vrid 1 virtual-ip 172.16.20.1 active
ospf enable 1 area 0.0.0.0
#
interface LoopBackO
ip address 11.11.11.1 255.255.255.255
#
firewall zone trust
set priority 85
add interface G0O/0/5
add interface G0/0/6
#
firewall zone untrust
set priority 5
add interface G0/0/1
add interface G0/0/2
#
firewall zone dmz
set priority 50
add interface Eth-TrunkO
#
bfd 1 bind peer-ip 4.4.4.2 source-ip 10.3.1.2

560
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discriminator local 20
discriminator remote 10
commit
#
ospf 1 router-id 11.11.11.1
area 0.0.0.0
#
security-policy
rule name policy_sec1
source-zone trust
destination-zone untrust
action permit
#
return

613

# FW2

#
sysname FW2
#
undo firewall packet-filter basic-protocol enable
#
hrp enable
hrp device standby
hrp standby config enable
hrp mirror session enable
hrp interface Eth-TrunkO remote 10.10.10.1
hrp track interface GE0/0/2
hrp authentication-key Huawei@123
#
interface Eth-Trunk0
ip address 10.10.10.2 255.255.255.0
#
interface G0/0/2
undo shutdown
ip address 10.6.1.2 255.255.255.252
ospf enable 1 area 0.0.0.0
#
interface G0/0/3
undo shutdown
eth-trunk 0
#
interface G0/0/4
undo shutdown
eth-trunk 0
#
interface G0O/0/5
undo shutdown
ip address 172.16.20.3 255.255.255.0
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vrrp vrid 2 virtual-ip 172.16.20.1 standby
ospf enable 1 area 0.0.0.0
#
interface G0/0/6
undo shutdown
ip address 172.16.30.3 255.255.255.0
vrrp vrid 2 virtual-ip 172.16.30.1 active
ospf enable 1 area 0.0.0.0
#
interface LoopBackO
ip address 22.22.22.1 255.255.255.255
#
firewall zone trust
set priority 85
add interface G0O/0/5
add interface G0/0/6
#
firewall zone untrust
set priority 5
add interface G0/0/1
add interface G0/0/2
#
firewall zone dmz
set priority 50
#
ospf 1 router-id 22.22.22.1
area 0.0.0.0
#
security-policy
rule name policy_sec1
source-zone trust
destination-zone untrust
action permit
#
return

5621

# SW1

#
sysname SW1
#
vlan batch 2 40
#
interface vlanif2
ip address 4.4.4.1 255.255.255.252
#
interface vlanif40
ip address 3.3.3.1 255.255.255.252
#
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interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2 40
#
ip route-static 172.16.0.0 16 4.4.4.2
ip route-static 172.16.0.0 16 3.3.3.2 preference 70
#
return

%631

# SW2

#

sysname SW2

#

vlan batch 30

#

interface GigabitEthernet0/0/1
port link-type access
port default vlan 30

#

interface GigabitEthernet0/0/2
port link-type access
port default vlan 30

#

interface GigabitEthernet0/0/14
port link-type access
port default vlan 30

#

return

# SW3

#

sysname SW3

#

vlan batch 40

#

interface GigabitEthernet0/0/1
port link-type access
port default vlan 40

#

interface GigabitEthernet0/0/2
port link-type access
port default vlan 40

#

interface GigabitEthernet0/0/13
port link-type access
port default vlan 40

#

return
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# Mirror-SW

#
sysname Mirror-SW
#
vlan batch 2 40
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 2 40
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk allow-pass vlan 2 40
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2 40
#
return

TR 2 WEHE

# AREGIPTHAF A T TERION], CTEERAENFEESDELTWAZEN . O
BKEO=2 GigabitEthernet0/0/3 # GigabitEthernet0/0/4 #R4FRIMEIRER S ], IEFARIACE
ZiEA:

1. R E T SEORE.

2. FEeETTEREIENIAY VRRP #1044,

3. EoE HITEREiRHesRInSEEE .

4. FEOBHEZEORBERX,

5. iEEOBHEO. BLE HRP INEZBEHBEREXAMNSFINGE

1208 AR EREE, E—HEEE,

# RINREEEE, 108 FW1 1 FW2 ISR

HRP_M[FW1]display hrp state

Local role: Active, Peer role: Unknown
Local priority: 0:2, Peer priority: 0:0
Connection state: failed
Stable time: 0 day, 0 hour, 0 minute

Last state change information: The HRP link changes to down due to "Heartbeat packet timeout". local
device ID is 14-8c-4a-e9-22-30, peer device ID is 60-9b-b4-ef-e1-e0.

HRP_M[FW2]display hrp state

Local role: Active, Peer role: Unknown
Local priority: 0:2, Peer priority: 0:0
Connection state: failed
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Stable time: 0 day, 0 hour, 0 minute

Last state change information: The HRP core state changed due to "HRP hello packet negotiation
failed". (old_state=standby, new_state=active, local_fault_indicator=0, local_robustness_indicator=2,
peer_fault_indicator=0, peer_robustness_indicator=0)

ZIEERM, FW1 1 FW2 BERINIBCEXWAENERSE, BB imREIR
ILJ\) ﬁ'ﬁgitﬂnﬁaﬁlu\ﬂﬂﬁtﬁlajﬂ

# BI5EEE FW1 R0 FW2 iz HTRONECE R SIER.

HRP_M[FW1] dis cu | in hrp track
hrp track bfd-session 20

hrp track interface GE0/0/2
HRP_M[FW1]

HRP_M[FW?2] dis cu | in hrp track
hrp track interface GE0/0/2
HRP_M[FW2]

# AILARINREEN LTS EONGERSEERRE
# QI_ *AELR%J-L&}KD'V(IU\O

HRP_M[FW1] display interface brief
PHY: Physical

*down: administratively down
Adown: standby

(1): loopback

(s): spoofing

(b): BFD down

(e): ETHOAM down

(d): Dampening Suppressed

(p): port alarm down

(dl): DLDP down

(c): CFM down

(ed): error down

InUti/OutUti: input utility rate/output utility rate

Interface PHY Protocol InUti OutUti inErrors outErrors
10GEO0/0/0 down down 0% 0% 0 0
10GEO0/0/1 down down 0% 0% 0 0
Eth-TrunkO up up 0.01% 0.01% 0 0

GEO/0/3 up up 0.01% 0.01%

GEO/0/4 up up 0% 0% 0 0
GEO0/0/0 down down 0% 0% 0 0
GEO0/0/1 up down 0.01% 0% 0 0
GEO0/0/2 up up 0.01% 0.01% 0 0
GEO0/0/5 up up 0.01% 0.01% 0 0
GEO0/0/6 up up 0.01% 0.01% 0 0
GEO0/0/7 up down 0% 0% 0 0
GEO0/0/8 down down 0% 0% 0 0

GEO0/0/9 down down 0% 0%
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LoopBack0 up up(s) -- -- 0

MEth0/0/0 up up 0.01% 0.01% 0

NULLO up up(s) 0% 0% 0

Virtual-ifO up up(s) 0% 0% 0

HRP_M[FW?2]display interface brief

PHY: Physical

*down: administratively down

Adown: standby

(1): loopback

(s): spoofing

(b): BFD down

(e): ETHOAM down

(d): Dampening Suppressed

(p): port alarm down

(dl): DLDP down

(c): CFM down

(ed): error down

InUti/OutUti: input utility rate/output utility rate

Interface PHY Protocol InUti OutUti inErrors outErrors

10GEO/0/0 down down 0% 0% 0

10GEO0/0/1 down down 0% 0% 0

Eth-TrunkO up up 0.01% 0.01% 0
GEO0/0/3 up up 0.01% 0.01% 0
GEO0/0/4 up up 0% 0% 0

GEO0/0/0 down down 0% 0% 0

GEO0/0/1 up down 0.01% 0% 0

GE0/0/2 up up 0.01% 0.01% 0

GEO0/0/5 up up 0.01% 0.01% 0

GEO0/0/6 up up 0.01% 0.01% 0

GEO0/0/7 down down 0% 0% 0

GEO0/0/8 down down 0% 0% 0

GEO/0/9 down down 0% 0% 0

LoopBack0 up up(s) -- -- 0

MEth0/0/0 up up 0.01% 0.01% 0

NULLO up up(s) 0% 0% 0

Virtual-ifO up up(s) 0% 0% 0

# AL EESRILUEIE, AmamkiElSEORSIER.

# PEEGBEIE FW IS0 SED 1P B EE,

HRP_M[FW1]display ip interface brief
*down: administratively down

!down: FIB overload down

Adown: standby

(1): loopback

(s): spoofing

(d): Dampening Suppressed
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(ed): error down

The number of interface that is UP in Physical is 10
The number of interface that is DOWN in Physical is 5
The number of interface that is UP in Protocol is 8
The number of interface that is DOWN in Protocol is 7

_management...

Interface IP Address/Mask Physical Protocol VPN
10GEO0/0/0 unassigned down down
10GEO0/0/1 unassigned down down
Eth-TrunkO 10.10.10.1/24 up up
GEO0/0/0 unassigned down down
GEO0/0/1 unassigned up down
GEO0/0/2 10.3.1.2/30 up up
GEO/0/5 172.16.30.2/24 up up
GEO0/0/6 172.16.20.2/24 up up
GEO/0/7 unassigned up down
GEO0/0/8 unassigned down down
GEO0/0/9 unassigned down down
LoopBack0 11.11.11.1/32 up up(s)
MEth0/0/0 192.168.20.7/24 up up
NULLO unassigned up up(s)
Virtual-ifO unassigned up up(s)

5671

HRP_M[FW2]display ip interface brief

*down: administratively down

ldown: FIB overload down

Adown: standby

(1): loopback

(s): spoofing

(d): Dampening Suppressed

(ed): error down

The number of interface that is UP in Physical is 9
The number of interface that is DOWN in Physical is 6
The number of interface that is UP in Protocol is 8
The number of interface that is DOWN in Protocol is 7

Interface IP Address/Mask Physical Protocol VPN
10GE0/0/0 unassigned down down
10GE0/0/1 unassigned down down
Eth-TrunkO 10.10.10.2/24 up up
GEO/0/0 unassigned down down
GEO0/0/1 unassigned up down
GE0/0/2 10.6.1.2/30 up up
GEO0/0/5 172.16.20.3/24 up up
GEO0/0/6 172.16.30.3/24 up up
GEO0/0/7 unassigned down down
GEO0/0/8 unassigned down down
GEO0/0/9 unassigned down down
LoopBack0 22.22.22.1/32 up up(s)
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MEth0/0/0 192.168.20.6/24 up up _management...
NULLO unassigned up up(s) --
Virtual-ifO unassigned up up(s) --

# RLIEEERI, ME FWIREEARSLIGAZIRISSZOR IP Y EIFERE.
# BT FW IRENZEXIGRE.

HRP_M[FW1]display zone
local
priority is 100
interface of the zone is (0):
#
trust
priority is 85
interface of the zone is (2):
GEO0/0/5
GEO0/0/6
#
untrust
priority is 5
interface of the zone is (2):
GEO0/0/1
GEO0/0/2
#
dmz
priority is 50
interface of the zone is (1):
Eth-TrunkO
#

HRP_M[FW2]display zone
local
priority is 100
interface of the zone is (0):
#
trust
priority is 85
interface of the zone is (2):
GEO0/0/5
GEO0/0/6
#
untrust
priority is 5
interface of the zone is (2):
GE0/0/1
GEO0/0/2
#
dmz
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priority is 50
interface of the zone is (0):
#

# B LERAILIRT, FW2ig& EigEE0OBHED Eth-Trunk0 MXIHEZE X . FEH
ITLATREIEIERCE

HRP_M[FW2]firewall zone dmz
HRP_M[FW2-zone-dmz]add interface Eth-Trunk O
HRP_M[FW2-zone-dmz]quit

HRP_M[FW?2]

# TR EAMEXE, AJLARIIXNMNARZRSGKIBEN TR, SEMEHIEKRIE, BTG
& FW & isEORY VRRP ECE

HRP_M[FW1]dis cu interface g0/0/5

#

interface GE0O/0/5
ip address 172.16.30.2 255.255.255.0
vrrp vrid 2 virtual-ip 172.16.30.1 active
ospf enable 1 area 0.0.0.0

#

return

HRP_M[FW1]dis cu interface g0/0/6

#

interface GE0/0/6
ip address 172.16.20.2 255.255.255.0
vrrp vrid 1 virtual-ip 172.16.20.1 active
ospf enable 1 area 0.0.0.0

#

return

HRP_M[FW2]dis cu interface g0/0/5

#

interface GEO/0/5
ip address 172.16.20.3 255.255.255.0
vrrp vrid 1 virtual-ip 172.16.20.1 standby
ospf enable 1 area 0.0.0.0

#

return

HRP_M[FW2]dis cu interface g0/0/6

#

interface GE0/0/6
ip address 172.16.30.3 255.255.255.0
vrrp vrid 2 virtual-ip 172.16.30.1 active
ospf enable 1 area 0.0.0.0

#

return
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# HALIEESRILURIR, FW2IRE TiF G0/0/6 \533IRY VRRP EOERNSEC B S ML
WA, FEMTUTRIFELE.

HRP_M[FW?2]interface g0/0/6

HRP_M[FW2-GEQ/0/6]vrrp vrid 2 virtual-ip 172.16.30.1 standby
HRP_M[FW2-GEQ/0/6]quit

HRP_M[FW2]

# Sep LIMENSE, AILURIIRWASRAGRIBEN RS, TRREHEWNE, E ke
B OSPF $BEXEK.

HRP_M[FW1]display ospf peer brief
OSPF Process 1 with Router ID 11.11.11.1
Peer Statistic Information
Total number of peer(s): 3
Peer(s) in full state: 3

Area Id Interface Neighbor id State
0.0.0.0 GE0/0/2 33.33.33.1 Full
0.0.0.0 GE0/0/5 22.22.22.1 Full
0.0.0.0 GEO0/0/6 22.22.22.1 Full

HRP_M[FW2]display ospf peer brief
OSPF Process 1 with Router ID 22.22.22.1
Peer Statistic Information
Total number of peer(s): 3
Peer(s) in full state: 3

Area Id Interface Neighbor id State
0.0.0.0 GE0/0/2 44.44.441 Full
0.0.0.0 GE0/0/5 11.11.11.1 Full
0.0.0.0 GEO0/0/6 11.11.11.1 Full

# HUAEEERILIRTL, FWIRE L OSPF PEXRRIIIEE, BEHERS FW IREZE OB
BEORIIRHEALAM

HRP_M[FW1]interface Eth-Trunk O
HRP_M[FW1-Eth-TrunkO]service-manage ping permit
HRP_M[FW1-Eth-TrunkO]quit
HRP_M[FW1]security-policy
HRP_M[FW1-policy-security]default action permit
Warning:Setting the default packet filtering to permit poses security risks. You are advised to configure
the security policy based on the actual data flows. Are you sure you want to continue? Please select
[Y/N]y
HRP_M[FW1-policy-security]ping 10.10.10.2
PING 10.10.10.2: 56 data bytes, press CTRL_C to break
Reply from 10.10.10.2: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 10.10.10.2: bytes=56 Sequence=2 ttl=255 time=1 ms




Az

HUAWEI

HCIP-Security_V4.0 SCI& IS S EVADA

Reply from 10.10.10.2: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 10.10.10.2: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 10.10.10.2: bytes=56 Sequence=5 ttl=255 time=1 ms

--- 10.10.10.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

HRP_M[FW1-policy-security]default action deny

Warning: Setting the default interzone packet filtering to deny may affect actual data traffic. You are
advised to configure the security policy based on the actual services. Are you sure you want to continue?
Please select [Y/N]:y

HRP_M[FW1-policy-security]quit

HRP_M[FW1]

HRP_M[FW2]interface Eth-Trunk O
HRP_M[FW2-Eth-TrunkO]service-manage ping permit
HRP_M[FW2-Eth-Trunk0]quit
HRP_M[FW2]security-policy
HRP_M[FW2-policy-security]default action permit

Warning:Setting the default packet filtering to permit poses security risks. You are advised to configure
the security policy based on the actual data flows. Are you sure you want to continue? Please select

[Y/N]y
HRP_M[FW2-policy-security]ping 10.10.10.1
PING 10.10.10.1: 56 data bytes, press CTRL_C to break

Reply from 10.10.10.1: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 10.10.10.1: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 10.10.10.1: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 10.10.10.1: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 10.10.10.1: bytes=56 Sequence=5 ttl=255 time=1 ms

--- 10.10.10.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

HRP_M[FW2-policy-security] default action deny

Warning: Setting the default interzone packet filtering to deny may affect actual data traffic. You are
advised to configure the security policy based on the actual services. Are you sure you want to continue?
Please select [Y/N]:y

HRP_M[FW2-policy-security]quit

HRP_M[FW2]

# AL EEREILIRIE, WE FWIREZIEROHHEOSIRETIAR, EXHAERSERE
KIBRWERTS, FTEREHE HRP OBMEORER HRP INEEBESE
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HRP_M[FW1]dis cu | in hrp interface

hrp interface Eth-TrunkO remote 10.10.10.2

HRP_M[FW1]dis cu | in hrp au

HRP_M[FW1]dis cu | in hrp authentication

hrp authentication-key %-+%## !N TAVOK_g:3WLNI!AtII-

HRP_M[FW2]dis cu | in hrp interface

hrp interface Eth-TrunkO remote 10.10.10.1
HRP_M[FW2]dis cu | in hrp authentication
hrp authentication-

key %-+%##!11INIMINANHINTLTNVOK_g:f@Bf)APq]7$fDN<NmsWRFh8IUMN!2jp5IHITEIY42dJU3ENCA\{cO
nT509/3jbQJE+0/rX77!11111%+%#
HRP_M[FW2]

# HUAEEETLLRT, mE FWIRERIIOBHZEOEXEE IR, (B HRPINEFHEREE
HESIZFEHA—, BIETLUEMERE FWIg8EH HRP INERSAA—X, EEIHS
FW iR B EHECE HRP INIEEA, A FE—IRE “Huawei@123” ,

HRP_M[FW1]hrp authentication-key Huawei@123

Warning: This command affects the setup of the hot standby connection. A hot standby connection can
be set up only when the configurations on both ends are consistent. Continue?Please select [Y/N]:y

HRP_M[FW1]

HRP_M[FW2]hrp authentication-key Huawei@123

Warning: This command affects the setup of the hot standby connection. A hot standby connection can
be set up only when the configurations on both ends are consistent. Continue?Please select [Y/N]:y

HRP_M[FW2]

# R BAEREE, TLAET FW2 1850 HRP RS RC AT HEAZMNIRE, BRERS
15%% HRP A%,

HRP_M[FW1]display hrp state

Local role: Active, Peer role: Standby
Local priority: 0:2, Peer priority: 0:2
Connection state: succeeded
Stable time: 0 day, 0 hour, 1 minute

Last state change information: 20**-02-25 09:14:48 The HRP core state changed due to "Local priority
changed". (old_state=standby, new_state=active, local_fault_indicator=0, local_robustness_indicator=2,
peer_fault_indicator=0, peer_robustness_indicator=2)

HRP_M[FW1]

HRP_S[FW2]display hrp state

Local role: Standby, Peer role: Active
Local priority: 0:2, Peer priority: 0:2
Connection state: succeeded
Stable time: 0 day, 0 hour, 2 minutes
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Last state change information: 20**-02-25 09:16:56 The HRP core state changed due to "Peer priority
changed". (old_state=active, new_state=standby, local_fault_indicator=0, local_robustness_indicator=2,
peer_fault_indicator=0, peer_robustness_indicator=2)

HRP_S[FW2]

# HUELERRAILIRZIIRE FWiREH HRPIASELER, ESUWAEHIEHFRSEINSER o

23 BcESE
2.3.1 RT1 BcE&

#
sysname RT1

#

acl number 3500
rule 5 permit ip

#

bfd

#

interface GigabitEthernet0/0/1
undo portswitch

#

interface GigabitEthernet0/0/1.2
dot1q termination vid 2
ip address 4.4.4.2 255.255.255.252
nat outbound 3500

#

interface GigabitEthernet0/0/2
undo portswitch
ip address 10.1.1.1 255.255.255.252
ospf enable 1 area 0.0.0.0

#

interface GigabitEthernet0/0/4
undo portswitch
ip address 10.3.1.1 255.255.255.252
ospf enable 1 area 0.0.0.0

#

interface LoopBackO
ip address 33.33.33.1 255.255.255.255

#

bfd 1 bind peer-ip 10.3.1.2 source-ip 4.4.4.2
discriminator local 10
discriminator remote 20
commit

#

ospf 1 router-id 33.33.33.1
default-route-advertise always
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area 0.0.0.0

#

ip route-static 0.0.0.0 0.0.0.0 4.4.4.1

#

return

232 RT2 &

#
sysname RT2

#

acl number 3500
rule 5 permit ip

#

interface GigabitEthernet0/0/1
undo portswitch

#

interface GigabitEthernet0/0/1.40
dot1qg termination vid 40
ip address 3.3.3.2 255.255.255.252
nat outbound 3500

#

interface GigabitEthernet0/0/2
undo portswitch
ip address 10.1.1.2 255.255.255.252
ospf enable 1 area 0.0.0.0

#

interface GigabitEthernet0/0/4
undo portswitch
ip address 10.6.1.1 255.255.255.252
ospf enable 1 area 0.0.0.0

#

interface LoopBackO
ip address 44.44.44.1 255.255.255.255

#

ospf 1 router-id 44.44.44.1
default-route-advertise always

area 0.0.0.0

#

ip route-static 0.0.0.0 0.0.0.0 3.3.3.1

#

return

233 FW1 fc&

#
sysname FW1
#
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undo firewall packet-filter basic-protocol enable
#
hrp enable
hrp device active
hrp standby config enable
hrp mirror session enable
hrp interface Eth-TrunkO remote 10.10.10.2
hrp track bfd-session 20
hrp track interface GE0/0/2
hrp authentication-key Huawei@123
#
bfd
#
interface Eth-TrunkO
ip address 10.10.10.1 255.255.255.0
#
interface G0/0/2
undo shutdown
ip address 10.3.1.2 255.255.255.252
ospf enable 1 area 0.0.0.0
#
interface G0/0/3
undo shutdown
eth-trunk 0
#
interface G0/0/4
undo shutdown
eth-trunk 0
#
interface G0/0/5
undo shutdown
ip address 172.16.30.2 255.255.255.0
vrrp vrid 2 virtual-ip 172.16.30.1 active
ospf enable 1 area 0.0.0.0
#
interface G0/0/6
undo shutdown
ip address 172.16.20.2 255.255.255.0
vrrp vrid 1 virtual-ip 172.16.20.1 active
ospf enable 1 area 0.0.0.0
#
interface LoopBackO
ip address 11.11.11.1 255.255.255.255
#
firewall zone trust
set priority 85
add interface G0/0/5
add interface G0/0/6

5751
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#
firewall zone untrust
set priority 5
add interface G0/0/2
#
firewall zone dmz
set priority 50
add interface Eth-TrunkO
#
bfd 1 bind peer-ip 4.4.4.2 source-ip 10.3.1.2
discriminator local 20
discriminator remote 10
commit
#
ospf 1 router-id 11.11.11.1
area 0.0.0.0
#
security-policy
rule name policy_sec1
source-zone trust
destination-zone untrust
action permit
#
return

2.3.4 FW2 &

#
sysname FW2
#
undo firewall packet-filter basic-protocol enable
#
hrp enable
hrp device standby
hrp standby config enable
hrp mirror session enable
hrp interface Eth-TrunkO remote 10.10.10.1
hrp track interface GE0/0/2
hrp authentication-key Huawei@123
#
interface Eth-Trunk0O
ip address 10.10.10.2 255.255.255.0
#
interface G0/0/2
undo shutdown
ip address 10.6.1.2 255.255.255.252
ospf enable 1 area 0.0.0.0
#
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interface G0/0/3
undo shutdown
eth-trunk 0
#
interface G0/0/4
undo shutdown
eth-trunk 0
#
interface G0/0/5
undo shutdown
ip address 172.16.20.3 255.255.255.0
vrrp vrid 2 virtual-ip 172.16.20.1 standby
ospf enable 1 area 0.0.0.0
#
interface G0/0/6
undo shutdown
ip address 172.16.30.3 255.255.255.0
vrrp vrid 2 virtual-ip 172.16.30.1 standby
ospf enable 1 area 0.0.0.0
#
interface LoopBackO
ip address 22.22.22.1 255.255.255.255
#
firewall zone trust
set priority 85
add interface G0/0/5
add interface G0/0/6
#
firewall zone untrust
set priority 5
add interface G0/0/1
add interface G0/0/2
#
firewall zone dmz
set priority 50
add interface Eth-TrunkO
#
ospf 1 router-id 22.22.22.1
area 0.0.0.0
#
security-policy
rule name policy_sec1
source-zone trust
destination-zone untrust
action permit
#
return

$771
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2.3.5 SW1 Fific &

#
sysname SW1
#
vlan batch 2 40
#
interface vlanif2
ip address 4.4.4.1 255.255.255.252
#
interface vlanif40
ip address 3.3.3.1 255.255.255.252
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2 40
#
ip route-static 172.16.0.0 16 4.4.4.2
ip route-static 172.16.0.0 16 3.3.3.2 preference 70
#
return

2.3.6 SW2 Fific&

#

sysname SW2

#

vlan batch 30

#

interface GigabitEthernet0/0/1
port link-type access
port default vlan 30

#

interface GigabitEthernet0/0/2
port link-type access
port default vlan 30

#

interface GigabitEthernet0/0/14
port link-type access
port default vlan 30

#

return

2.3.7 SW3 &

#
sysname SW3
#
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vlan batch 40

#

interface GigabitEthernet0/0/1
port link-type access
port default vlan 40

#

interface GigabitEthernet0/0/2
port link-type access
port default vlan 40

#

interface GigabitEthernet0/0/13
port link-type access
port default vlan 40

#

return

2.3.8 Mirror-SW i &

#
sysname Mirror-SW
#
vlan batch 2 40
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 2 40
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk allow-pass vlan 2 40
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2 40
#
return

2.4 =R
A XIEBRENNAZRERINEEZRAERE(TA?

SEEER:

HRIHAEHRAIREESLAER . MERBFNEREEILARE. flil, —aRE%
KEE, m—AREILEERE, T2PMIWAENIET. EXRLEEENIREASEFESE
BiRFLETERANRE, MES BEINERTA.
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3 Bo KIS REHAR GE5E06
3.1 SEEEN 4R

3.1.1 XF AR

Ekimﬂ’\imﬂﬁmﬁhﬂ’ﬁﬁm 2HO (BEPRNAFNES FW3iRE ) , DI ARERE
WA ERFITIAERRE R (9 %J%IEP PC4 #1 PC5 #&#) ) , IIEEFERAEXIEEINRAID
fe, 4—:ﬁﬁ7i‘l3'5Fﬁiil‘BE’Jﬂ HEE, LHERISEBIIZiE. BBiJE Internet Z B
IREVBMILETR, IEREWS ?-;XEI’\JEHQ‘, RIEMENZE

3.1.2 SCIR EHARY
o FRUREEMNRAHHENRARRDE .
o ERENRSKEIIRRZZEDNEBERE.
o ERENRAIEMRSZ BNEBEEE.
o SCHIBN AR A BRI HIAER AT AR IR R SR — A MHBiE5E] Internet,

3.1.3 CAGHM 1 TM4E

Internet

himER
10.3.1.0/24

vsysb

E13-1 PSRRI R G SLIa s NE]

£ FW3 EGIEREHIZR S vsysa # vsysb, GE0/0/6 BFEHIZR S vsysa, GEO/0/7 BFEMAR
%t vsysb, GEO/0/1 BFBAXIE publico SW1 3l Internet, HEXECECSTEA, BifasE
“34FESE” .
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#=3-1 RS REOMKIE

5821

RE =0 BOMR EOGE iRH
100.1.1.8/24
G0/0/1 =E&EN0 22 X RO, & iInternet
Public/untrust
G0/0/6 =E#E0 10.30.1/24 IR S RIPIEXO
==i% R REHAFZEVSYSaHy
/0/ ZEXig: vsysa/trust y
o0/ | =EEO 10-3.1:1/24 IR SivsysbRIPEET
=% REHAR GV <
of > L Xid: vsysb/trust >
FW3
Virtualifo | =20 172.16.0.1/24 p“i;“’;ﬁi?f*uﬁ
t - == ’ ! ﬁf“ \’\— N
S > Z&[Xid: Public/trust H, veysa
vsysb
e 172.16.1.1/24 LR GivsysalI iz
Virtual-if1 =Er . [ .
et o 22 [Xid: vsysa/untrust O, EZpublichaXiE
o 172.16.2.1/24 REHLR GtvsysbHIREIE
Virtual-if2 | =E&O . . .
et = ZeXiF: vsysb/untrust | [, EREpublichiXiE
G0/0/2 Access PVID: 1 EEREBA XIS
SWi1
VLANIF1 | =E#&0O 100.1.1.1/24 EHlinternet, 23tk
bCa Eth 0 £ 10.3.0.100/24 -
t =)
erne " RI%: 10.3.0.1/24 .
ocs | ethermeto | me 10.3.1.100/24 -
t t Z=)
erne ~ RI%: 10.3.1.1/24 i

3.2 SCIG{ESSHcE

3.2.1 BcBEEIg

1. B XIEEIIRFINGE
2IREWSHBRECEZRE, HEREA T CIEREIAERS vsysa # vsysb, NEMRFDER

HE

3TEIRES . EBHARSE vsysa FIEHARSE vsysb ToBIECEREO, FREOMALZEXIE,
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ATERERS. EIES vsysa FOEILER S vsysb T RIECERRH, XHAEI IHZESS FERE
MiBIE Internet ASREHITS IR

5.ERES . EHIRS vsysa FIEIIR S vsysb FRIBWSE RO FIEBEL SR, BITHA
&8 10.3.0.100 ~10.3.0.110 F0AER FEAFB P EAIAIE Internet BIEXRE .

6. TEIRES FECEIR NAT RES, BMAMEE Internet AU AR AR IR R A A MIE
Ay 1P Btk

1 ERRFE IR ASESHIHEEIBNR TEERA
322 BB R - CL

TR 1 MEErSHES

# 12HR “5R 3-17 HUENIK, STRMBEASHES. H SW1 BEEfEL, BATSE “34
BRESE” & SW1 RIFES.

[FW3]interface g0/0/1

[FW3-GEO0/0/1]ip address 100.1.1.8 24
[FW3-GEO0/0/1]quit

[FW3]firewall zone untrust
[FW3-zone-untrust]add interface g0/0/1
[FW3-zone-untrust]quit

[FW3]

# HRWSEOEel@aEN R SaRE.
TR 2 ARBEMURSAIAE
# FEREIRS

‘ [FW3] vsys enable

J/H'R?) QBEJ\I 7:

[FW3] resource-class r1

[FW3-resource-class-r1] resource-item-limit session reserved-number 10000 maximum 50000
[FW3-resource-class-r1] resource-item-limit policy reserved-number 300
[FW3-resource-class-r1] resource-item-limit bandwidth 20 entire

[FW3-resource-class-r1] quit

TR 4 QIEEINRSR
# BUEEIIRS vsysa, HAEDBEZRIR,

[FW3] vsys name vsysa

[FW3-vsys-vsysa] assign resource-class r1

[FW3-vsys-vsysa] assign interface GO/0/6

Warning: All configurations related to this interface will be removed. Continue?Please select [Y/N]:y
Info: All related configurations on this interface are removed.

[FW3-vsys-vsysa] quit

[FW3]
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# BIEBEIIERS vsysb, FAESEERIE.

[FW3]vsys name vsysb

[FW3-vsys-vsysb]assign resource-class r1

[FW3-vsys-vsysb]assign interface GO/0/7

Warning: All configurations related to this interface will be removed. Continue?Please select [Y/N]:y
Info: All related configurations on this interface are removed.

[FW3-vsys-vsysb]quit

[FW3]

LB 5 BRAUSEOERS

[FW3] firewall zone trust
[FW3-zone-trust] add interface Virtual-if 0
[FW3-zone-trust] quit

[FW3]

LB 6 REFKEHES
# ECERESE Internet IR, XAABRSHIHER FRIABFENLIGE Internet AYRER-TT

5l

| [FW3] ip route-static 0.0.0.0 0.0.0.0 100.1.1.1

TR 7 BRALZLKREES
# EEBEREFR THREREE, BITHAISSHHERRIARENIAE Internet AIRE

[FW3] security-policy

[FW3-policy-security] rule name trust_to_untrust
[FW3-policy-security-rule-trust_to_untrust] source-zone trust
[FW3-policy-security-rule-trust_to_untrust] destination-zone untrust
[FW3-policy-security-rule-trust_to_untrust] source-address 10.3.0.0 24
[FW3-policy-security-rule-trust_to_untrust] source-address 10.3.1.0 24
[FW3-policy-security-rule-trust_to_untrust] action permit
[FW3-policy-security-rule-trust_to_untrust] quit

[FW3-policy-security] quit

£ 8 RES NAT BiE

# ECERES TRYTR NAT KB, KBMIAABBSHIZERATE Internet AR SZAYIRIBHIAEHE AR
R4 FRIAMIEN GEO/0/1 Y IP ftbhit,

[FW3] nat-policy

[FW3-policy-nat] rule name nat1
[FW3-policy-nat-rule-nat1] source-zone trust
[FW3-policy-nat-rule-nat1] egress-interface GO/0/1
[FW3-policy-nat-rule-nat1] source-address 10.3.0.0 24
[FW3-policy-nat-rule-nat1] source-address 10.3.1.0 24
[FW3-policy-nat-rule-nat1] action source-nat easy-ip
[FW3-policy-nat-rule-nat1] quit

[FW3-policy-nat] quit
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| [Fw3]

TR 9 EHIERS vsysa BcE
# BeEREIIRS vsysa FEYEO IP FREENMAZ X

[FW3]switch vsys vsysa

<FW3-vsysa> system-view

[FW3-vsysa]interface GO/0/6
[FW3-vsysa-GEO/0/6] ip address 10.3.0.1 255.255.255.0
[FW3-vsysa-GE0/0/6]quit

[FW3-vsysa]firewall zone trust
[FW3-vsysa-zone-trust] add interface GO/0/6
[FW3-vsysa-zone-trust] quit

[FW3-vsysa]firewall zone untrust
[FW3-vsysa-zone-untrust] add interface Virtual-if1
[FW3-vsysa-zone-untrust] quit

[FW3-vsysa]

# ECEREIURS vsysa SR RFRIIRE, SHARPRIBRENILE Internet AYRES AR
R,

[FW3-vsysa] ip route-static 0.0.0.0 0.0.0.0 public

# BCEREINERS vsysa THIZ SRS, 1FAERH 10.3.0.100 ~10.3.0.110 MEZAIFEFEM
/i) Internet,

[FW3-vsysa] security-policy

[FW3-vsysa-policy-security] rule name to_internet_allow
[FW3-vsysa-policy-security-rule-to_internet_allow] source-zone trust
[FW3-vsysa-policy-security-rule-to_internet_allow] destination-zone untrust
[FW3-vsysa-policy-security-rule-to_internet_allow] source-address range 10.3.0.100 10.3.0.110
[FW3-vsysa-policy-security-rule-to_internet_allow] action permit
[FW3-vsysa-policy-security-rule-to_internet_allow] quit

[FW3-vsysa-policy-security]quit

[FW3-vsysa]

# ECERIIRS vsysa THIREREE, SVFRRESFEIERAENIBEHZEREN.

[FW3-vsysa]security-policy

[FW3-vsysa-policy-security]rule name to_market_allow
[FW3-vsysa-policy-security-rule-to_market_allow]source-zone trust
[FW3-vsysa-policy-security-rule-to_market_allow]destination-zone untrust
[FW3-vsysa-policy-security-rule-to_market_allow]destination-address 10.3.1.0 24
[FW3-vsysa-policy-security-rule-to_market_allow]action permit
[FW3-vsysa-policy-security-rule-to_market_allow]quit
[FW3-vsysa-policy-security]quit

[FW3-vsysa]

S0 EHRS vsysb BtE
# BeEREIIRS vsysb RO IP FISENAZ X,
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[FW3-vsysa]quit

<FW3-vsysa>quit

[FW3]switch vsys vsysb

<FW3-vsysb>system-view

[FW3-vsysb]interface GEO/0/7
[FW3-vsysb-GEQ/0/7] ip address 10.3.1.1 255.255.255.0
[FW3-vsysb-GEQ/0/7] quit

[FW3-vsysb]firewall zone trust
[FW3-vsysb-zone-trust] add interface GEO/0/7
[FW3-vsysb-zone-trust] quit

[FW3-vsysb]firewall zone untrust
[FW3-vsysb-zone-untrust]add interface Virtual-if2
[FW3-vsysb-zone-untrust]quit

[FW3-vsysb]

# ECEREIARS vsysb BURRFRIIRE, HFHiHaRFRIAFENILE Internet AYRESINR
RER.

‘ [FW3-vsysb] ip route-static 0.0.0.0 0.0.0.0 public

# BCEREIIRS vsysb THIZ 2RI, RFmHAEtAIrEBEFENIAE Internet,

[FW3-vsysb]security-policy

[FW3-vsysb-policy-security]rule name to_internet_allow
[FW3-vsysb-policy-security-rule-to_internet_allow]source-zone trust
[FW3-vsysb-policy-security-rule-to_internet_allow]destination-zone untrust
[FW3-vsysb-policy-security-rule-to_internet_allow]action permit
[FW3-vsysb-policy-security-rule-to_internet_allow]quit
[FW3-vsysb-policy-security]quit

[FW3-vsysb]

£ 11 ERZEIHRS

# ERERNHARIATSHIHEBEILNRTEERE, BEREMNERSR vsysa. vsysb IRER
B, EASSHIZERTAILMEESLE,

[FW3-vsysb] quit
<FW3-vsysb> quit
[FW3] ip route-static vpn-instance vsysb 10.3.0.0 255.255.255.0 vpn-instance vsysa

[FW3] ip route-static vpn-instance vsysa 10.3.1.0 255.255.255.0 vpn-instance vsysb

# HNEINERS vsysa BLELEHRE, DIFEIIERSE vsysb FIFENIAIEAEILER S vsysa B9E
*J-l-l o

[FW3]switch vsys vsysa

<FW3-vsysa>system-view

[FW3-vsysa] security-policy

[FW3-vsysa-policy-security]rule name vsysb_to_vsysa
[FW3-vsysa-policy-security-rule-vsysb_to_vsysa] source-zone untrust
[FW3-vsysa-policy-security-rule-vsysb_to_vsysa] destination-zone trust
[FW3-vsysa-policy-security-rule-vsysb_to_vsysa] source-address 10.3.1.0 24

[FW3-vsysa-policy-security-rule-vsysb_to_vsysa] destination-address 10.3.0.0 24
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[FW3-vsysa-policy-security-rule-vsysb_to_vsysa] action permit
[FW3-vsysa-policy-security-rule-vsysb_to_vsysa] quit
[FW3-vsysa-policy-security]quit
[FW3-vsysal]

# HNEWURSR vsysb BEELERIE, RIFREIRS vsysa BIENIBIREIIZR S vsysb BYFE
Mo

[FW3]switch vsys vsysb

<FW3-vsysb>system-view

[FW3-vsysb]security-policy

[FW3-vsysb-policy-security] rule name vsysa_to_vsysb
[FW3-vsysb-policy-security-rule-vsysa_to_vsysb]source-zone untrust
[FW3-vsysb-policy-security-rule-vsysa_to_vsysb]destination-zone trust
[FW3-vsysb-policy-security-rule-vsysa_to_vsysb]source-address 10.3.0.0 24
[FW3-vsysb-policy-security-rule-vsysa_to_vsysb]destination-address 10.3.1.0 24
[FW3-vsysb-policy-security-rule-vsysa_to_vsysb]action permit
[FW3-vsysb-policy-security-rule-vsysa_to_vsysb]quit
[FW3-vsysb-policy-security] quit

[FW3-vsysb]

323 BcEZLR - Web
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[E3-33 BLBLEHIEIT vsysa BFi5(T) vsysb RSt

3.3 Z55REGIIE

3.3.1 & ERI BN

# B AZBRAIEN (PC4 ) WEM-ERY IP HEUEECE S 10.3.0.100/24, MXKIREH
10.3.0.1/24, MEXZNX Internet ( SW1i&E5HY 100.1.1.1 fiEdt ) ROIEEME, KR




Ve

: ' IstEE
HUAWEI HCIP-Security_V4.0 SCIESFAf 109

thls

indows IP Configuration
Ethernet adapter mgmt:

re7l12:61F11%13
IPv4 Address.
Subnet Mask

unnel adapter isatap.{D8FCAG72-EF4F-476C-97EB-C2BBF30B6A5A}:

Media 5 e . - v« « o« o« w W« . i Media disconnected
Connection-specific DNS Suffix

unnel adapter isatap.{C67F2CCD-8648-4987-8C6A-ES5B241DC2CCY:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix :

C:\Users\Security:

1
y from 166.1.1.1: time=1ms
y from 186.1.1.1: time=1ms
y from ¢
r from

= 1ms, Avers

E3-34 AR ERAE Internet ( RFRIENTEEIR )

# BIHAZRRHIEN ( PC4) WEM-ERY IP #EltEZE Y 10.3.0.120/24, MXIgER
10.3.0.1/24, MEXZEX Internet ( SW1ig2&HY 100.1.1.1 #edit ) AUIEEM, WERWT:
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C:Wsersh\Security>ipcontig

pindows IP Configuration

Subnet Mask

Default Gateway
unnel adapter isatap.{D8FCAG672-EF4F-476C-97EB-C2BBF2986A5AT:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

unnel adapter isatap.{C67F2CCD-8648-4987-8C6A-ES55B241DC2CCE:

Media disconnected

DMNS Suffix

1868.1.1.1 with 3
timed out.

out.

E3-35 FAERAIE Internet ( AFNENEER )
# PRE(FERAARREN (PC4 ) MIKFATIZEREN (PC5 ) RIEEM, WRINT:
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ecurity»ipconfig

Windows IP Configuration

t adapter mgmt:

Connection-specific DNS Suffix . :
al IPv6 Address . . . . . : feBB::596b:45687:e712:6F11%13
IPv4 Address. .o - 5.113
Subnet Mask
Default Gateway

adapter se
EDHHEE:iDﬂ-w e
Link-local I
IPv4 Adc
Subnet
Default
Tunnel adapter i .{DBFCAG72-EF4AF-476C-97EB-C2EBF3986A5A ] :

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Tunnel adapter isatap.{C67F2CCD-B648-4967-8CHA-ES5B241DC2CCE :

Media State . . &« + o+ e+« = « « i Media disconnected
tDﬂﬂE:tlﬂﬂ—wa'l+1- ' ix :

hUsersh\Securityrping 16.3.1.166

Piﬂﬁiﬂﬁ lﬁ

\ .3.1.100:
- pl +er 1€ .1aa:
Reply from 1€ L1e6:
Reply from 18.3.1.1886:

Approximate ruund trlp times
Minimum = &ms, Maximum

[E13-36 HAERAIETHER

3.3.2 MizERIk S

# BHimERhRIENL (PC5 ) WSSM-ERY IP HEHHEX9 10.3.1. 100/24 MKIZEN
10.3.1.1/24, MEXZNX Internet ( SW1i&£5HT 100.1.1.1 fiEdt ) AOIEEME, MR
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sh\Security>ipconfig

dindows IP Configuration

Ethernet adapter mgmt:

'-I:II'IT'I'E:_..lI'II'I-w[_l'-' ific DNE
IPvE Addres

Su Ll net .
Default Gateway

Ethernet adapter service:

specific DNS Suffix
Link- lu:al IPvE Address
IPv4 Address,
Subnet Mask
Default Gateway

unnel adapter isatap.{DBFCAG72-EF4F-476C-97EE-C2BEF39

Media State . . . -« « « . : Media disconnected
Connection- -‘[_l-.—_'_11'1' DHw Suffix :

Tunnel adapter isatap.{C67F2CCD-0648-4987-8C6A-E55B241DC2CC}:

Media State . . . . . . . . . . . ed
Connection-specif :

E3-37 thizEEiA(0] Internet
# (FEATHIFEREN (PC5 ) MIXERAAASRENL (PC4) ROEEME, WRINT:
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dindows IP Configuration

Ethernet adapter mgmt:
iFic DNS Suffix
Subnet
Default
Ethernet :

;i;iDﬂ-RpﬁfiFic DNS Suffix
Liﬂ{—

;ubne: Mask
Default Gateway

2-EFAF-476C-97EE-CZEEF3986A5A

Media disconnected
Lunnh_hlnn-wpﬂ_1+1_ DHw 5u FF'E

Tunnel adapter isatap.{ F2CCD- 8t

Media State .o
Connection-specific DNS Su FF'K

»ping 18.3.8.126

10.3.0.120 with
10.3.0.120:
1@
1@
10. 3

Sent 1, Recelved = 4,
round trip times in milli-
Minimum = ©ms, Maximum = 8ms, Aver:

%1131
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[E13-38 mizaBihEIaiAASD

34 fcESE
34.1 FW3 &

#

vsys enable

resource-class r1
resource-item-limit session reserved-number 10000 maximum 50000
resource-item-limit bandwidth 20 entire
resource-item-limit policy reserved-number 300

#

vsys name vsysa 1
assign interface GE0/0/6
assign resource-class r1

#

vsys name vsysb 2
assign interface GEO/0/7
assign resource-class r1

#

ip vpn-instance default
ipv4-family

#

ip vpn-instance vsysa
ipv4-family
ipv6-family

#

ip vpn-instance vsysb
ipv4-family
ipv6-family

#

#

interface GE0/0/1
undo shutdown
ip address 100.1.1.8 255.255.255.0
service-manage http permit
service-manage https permit
service-manage ping permit
service-manage ssh permit
service-manage snmp permit
service-manage telnet permit
service-manage netconf permit

#

interface GE0/0/6
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undo shutdown
ip binding vpn-instance vsysa
ip address 10.3.0.1 255.255.255.0
service-manage http permit
service-manage https permit
service-manage ping permit
service-manage ssh permit
service-manage telnet permit

#

interface GE0O/0/7
undo shutdown
ip binding vpn-instance vsysb
ip address 10.3.1.1 255.255.255.0
service-manage http permit
service-manage https permit
service-manage ping permit
service-manage ssh permit
service-manage telnet permit

#

firewall zone local
set priority 100

#

firewall zone trust
set priority 85
add interface Virtual-ifo

#

firewall zone untrust
set priority 5
add interface GE0/0/1

#

firewall zone dmz
set priority 50

#

ip route-static 0.0.0.0 0.0.0.0 100.1.1.1

ip route-static vpn-instance vsysa 10.3.1.0 255.255.255.0 vpn-instance vsysb
ip route-static vpn-instance vsysb 10.3.0.0 255.255.255.0 vpn-instance vsysa

#
security-policy
rule name trust_to_untrust
source-zone trust
destination-zone untrust
source-address 10.3.0.0 mask 255.255.255.0
source-address 10.3.1.0 mask 255.255.255.0
action permit
#
nat-policy
rule name nat1
source-zone trust

%1153
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egress-interface GE0/0/1
source-address 10.3.0.0 mask 255.255.255.0
source-address 10.3.1.0 mask 255.255.255.0
action source-nat easy-ip
#
switch vsys vsysa
#
interface GE0/0/6
undo shutdown
ip binding vpn-instance vsysa
ip address 10.3.0.1 255.255.255.0
service-manage http permit
service-manage https permit
service-manage ping permit
service-manage ssh permit
service-manage telnet permit
#
firewall zone local
set priority 100
#
firewall zone trust
set priority 85
add interface GE0/0/6
#
firewall zone untrust
set priority 5
add interface Virtual-if1
#
firewall zone dmz
set priority 50
#
security-policy
rule name to_internet_allow
source-zone trust
destination-zone untrust
source-address address-set 10.3.0.100-10.3.0.110
action permit
rule name to_market_allow
source-zone trust
destination-zone untrust
destination-address 10.3.1.0 mask 255.255.255.0
action permit
rule name vsysb_to_vsysa
source-zone untrust
destination-zone trust
source-address 10.3.1.0 mask 255.255.255.0
destination-address 10.3.0.0 mask 255.255.255.0
action permit

%1161
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#
ip route-static 0.0.0.0 0.0.0.0 public
#
switch vsys vsysb
#
interface GE0/0/7
undo shutdown
ip binding vpn-instance vsysb
ip address 10.3.1.1 255.255.255.0
service-manage http permit
service-manage https permit
service-manage ping permit
service-manage ssh permit
service-manage telnet permit
#
firewall zone local
set priority 100
#
firewall zone trust
set priority 85
add interface GE0O/0/7
#
firewall zone untrust
set priority 5
add interface Virtual-if2
#
firewall zone dmz
set priority 50
#
security-policy
rule name to_internet_allow
source-zone trust
destination-zone untrust
action permit
rule name vsysa_to_vsysb
source-zone untrust
destination-zone trust
source-address 10.3.0.0 mask 255.255.255.0
destination-address 10.3.1.0 mask 255.255.255.0
action permit
#
ip route-static 0.0.0.0 0.0.0.0 public
#

3.4.2 SW1 FificE&

#
interface vlanif1
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ip address 100.1.1.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type access
#

3.5 BEWm

B X IERIRAR RS EURFPECE Virtual-if ZEORMERREMA?

SEER: EMENREZENIRSEN RSB NEIZN—N2EED, (FAENRREES
SHEEN RS Z EBEED,
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= =
I Bo ISR E SIS
4.1 SERGR

4.1.1 XF AL

RSB KEFAE OMKEPEEMEZIAR, (EREERZS EPH’J)EHJ'—“'_JL‘JJLE@ Internet, FE7>
AWREH, ATRSEWRTHIENER, tUEEABIRTHREREN L FMTHREESE,
FHEE B KSR IEAMZERI AR P T Portal IAIE

4.1.2 SCESERY
o FOFEWIKHES, PREINM PC L&/ TR,
o SCIIXGMV R T T4 Portal IAIE
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Mirror-SW

RT1

Internet

Intranet

i I

El4-1

Piy=frSRogi iy

8512003

SW3. Mirror-SW A= —EHE£, RT1 5 SW1 Z[aEERAANLX, SW3. Mirror-SW . RT1
5 sw1 NEEELELSBPARMAIL, BAS2E “44 BE2%E” dHTEE, ALRE
BNE FW1 LR E S,

4.1.4 SCIGHRK

F=4-1 1gFEOMKIZ=E

54 O BEOMR BEOER iR
. 10.3.1.2/30 M%% EfTOMEO,
Go/0/2 | =E#&H L4 XiF: untrust SRTE&E
FW1
- 172.16.20.2/24 R
G0/0/6 == LLXig: trust B =
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o 4.4.42/30 _ \
G0/0/1.2 | =E#&O SMirror-SWHE
#REEVLAN 2
RT1
G0/0/4 =BE#0O 10.3.1.1/30 5rwi1aE
PVID: 1 \
G0/0/3 Trunk 5RrT1BE
Allow-pass VLAN: 2
EZFTP/WWW
G0/0/15 Access PVID: 300 TEHEFTP/
Server
SWi1
N SRT1EOERKEZE
VLANIF2 | =B#0 4.4.4.1/30 o
) EZ
I FTP/WWW Server
VLANIF300 | =E#&0O 100.20.1.1/24 / %
G0/0/2 PVID: 1 .
Mirror-SW Trunk BiEEO
G0/0/3 Allow-pass VLAN: 2
G0/0/2 TR
SW3 Access PVID: 40
G0/0/13 5rw2g&E
172.16.20.100/24 e
PC1 EthernetO RS A RN 22
Mx: 172.16.20.1/24
FTP/WWW 100.20.1.2/24
Ethernet0 RS InternetfR5322
Server " RI3E: 100.20.1.1/24 7

4.2 LIG{ESECE

4.2.1 BGeE B

1 MEEITSHEE (EOMI, Z2Xig) .

2EETEREE. FHSIRH. NAT 5RES, SSIFRMAFAE Internet,
B&, XSARAER L TERIERRHETIRG

3B E ek

ABRBRRBMIEIE, BFIAE Internet EES5ERL Portal IAILE .

4.2.2 BcEZ IR - CL

TR 1 MEEASHES
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# FW1 IZEZEMNESHEEIER “1.2.2 BEESE-CL” fhEE 1 BXEE, T E
ﬁ/ﬂﬁﬂgo

T 2 RBELLERS

# FW1 iRBFWSZERIAEETER “1.22 BRELR-CLI” FLR4BXEE, ATHE
BXECE

# (BREAIARLIEE FTP W SBEHL, FEFFEXT FTP AI5389 ASPF THaEE,

‘ HRP_M[FW1]firewall detect ftp

LR 3 BHRE
# FW1 IRRIEHEENEA “1.22 BEELE-CL” hLER 2 18XEkE, WEEBREE.
T 4 NAT HERECE

# RT1 1% NAT RESECEAUER “1.22 BEELE-CLI” LR 2 BXEE, LT EBRXE
EQ

LR/ 5 HRBEks

# A EMAFEERNATEEEE

HRP_M[FW1]bandwidth-policy

HRP_M[FW1-policy-bandwidth] profile name ftp

HRP_M[FW!1-policy-bandwidth-profile-ftp] bandwidth maximum-bandwidth whole downstream 20000
HRP_M[FW1-policy-bandwidth-profile-ftp] bandwidth maximum-bandwidth per-ip downstream 2000
HRP_M[FW!1-policy-bandwidth-profile-ftp] quit

HRP_M[FW1-policy-bandwidth]

TR 6 HERRERE

# X EMAPERETRRES

HRP_M[FW1-policy-bandwidth]rule name ftp

HRP_M[FW1-policy-bandwidth-rule-ftp] source-zone trust
HRP_M[FW1-policy-bandwidth-rule-ftp] destination-zone untrust
HRP_M[FW1-policy-bandwidth-rule-ftp] source-address 172.16.20.0 mask 255.255.255.0
HRP_M[FW1-policy-bandwidth-rule-ftp] action qos profile ftp

Warning: Using this feature will affect performance, please enable it with caution.
HRP_M[FW1-policy-bandwidth-rule-ftp] quit

HRP_M[FW1-policy-bandwidth]quit

HRP_M[FW1]

I8 7 Portal INIFEC S

# |2 Portal INIEFHFECE A Portal fRS3E: -

HRP_M[FW1] identity-management
HRP_M[FW1-identity-management]portal
HRP_M[FW1-identity-management-portal] portal enable
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Warning: The IP address is not specified, which expands the range of accessed IP.
HRP_M[FW1-identity-management-portal] server https ip 172.16.20.2 port 8887
HRP_M[FW1-identity-management-portal] quit
HRP_M[FW1-identity-management]quit

HRP_M[FW1]

# SRR 2ESHAR, BTAWAL,

HRP_M[FW1]ucl-group name staff

HRP_M[FW1]aaa

HRP_M[FW1-aaa] local-access-user user1l
HRP_M[FW1-aaa-access-user-user1] password cipher Huawei@123

Info: After changing the rights (including the password, access type) of a local access user, the rights of
users already online do not change. The change takes effect to users who go online after the change.

Info: The password of the local access user is saved in real time, but is not saved in the saved-
configuration file.

HRP_M[FW1-aaa-access-user-user1] service-type portal

Warning: If the service type of local access users is configured multiple times, the new configuration
overwrites the previous one. The new configuration may cause local access users unable to go online.
Continue? [Y/N]: y

Info: After changing the rights (including the password, access type) of a local access user, the rights of
users already online do not change. The change takes effect to users who go online after the change.
HRP_M[FW1-aaa-access-user-user1]ucl-group staff

HRP_M[FW1-aaa-access-user-user1] quit

HRP_M[FW1-aaa]quit

HRP_M[FW1]

# BCE Portal AIESERE .

HRP_M[FW1]auth-policy

HRP_M[FW1-policy-auth]rule name policy_auth_01
HRP_M[FW1-policy-auth-rule-policy_auth_01]source-zone trust
HRP_M[FW1-policy-auth-rule-policy_auth_01]source-address 172.16.20.0 24
HRP_M[FW1-policy-auth-rule-policy_auth_01]action portal
HRP_M[FW1-policy-auth-rule-policy_auth_01]quit
HRP_M[FW1-policy-auth]quit

HRP_M[FW1]

# BEEREREE, K& trust 2 local FILREHREE, WIRIAMEHRYAIERERE,

HRP_M[FW1]security-policy

HRP_M[FW1-policy-security]rule name trust-local
HRP_M[FW1-policy-security-rule-trust-local] source-zone trust
HRP_M[FW1-policy-security-rule-trust-local] destination-zone local
HRP_M[FW1-policy-security-rule-trust-local] action permit
HRP_M[FW1-policy-security-rule-trust-local] quit
HRP_M[FW1-policy-security]quit

HRP_M[FW1]

4.2.3 BcEZIR - Web

TR 1 NEErSHES




Az

HUAWEI

HCIP-Security_V4.0 SC3GIESFAR 124"

# FW1 ISR EMMESHNERETER “1.23 BEESE-Web” FLB 1 BHXEE, T
FEXEE.

TR 2 ReRIERE
# FW1 8B ISZ2RNEETER “1.2.3 BEESE-Web” FLB 5 HXEE, T

EBEREE
# (BE2EAARLIGE FTP 1Lﬂffi}u, EEFFEEXT FTP 5389 ASPF IHAE,
# £ FW1 184 Web SIERMEEIE “5FI8 > ASPFECE” 1\ ASPF BeBRME, HITUUTE

W2 uscesasr = &R 5'5 HE AE =&
1
@ =em ASPFECE
RO
LEEFRSBENET, ERETIUIMNUEIASPFIIEE. ASPFIRER]LARIEREST S BB ISR SR D ERIZTHROGTIERINAT,
FEEGAL 3
DNS HEre H.323 MSN

NetBIOS PPTP QQ RSH

SQL*Net XDMCP

El4-2 FW1 FSEt3d FTP B9 ASPF Theg

IR 3 WRERE
# FW1 RSB IRMEETER “1.23 BESE-Web” thE g 2 48XEE, T ERXE
=8

I 4 NAT £8ES
# RT118% NAT SBIREET S “1.22 BELSE-CLI” F£8 2 BXESE, T EBRE

5,
TR 5 SRS
# 7E FW1 i85 Web EIERMIER “HHS > wnESlE > ool gy , LR

FAFREREBE .
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s% USG6525F £

HUAWEL

© meme . EmEEE
womE 3
SEEERAL
©) NATHERE - &R
R BxmE
B AiEsEs .
B EEBARYE .
® =EE "
® mmeE A
mmmes

&

FRIEFR

%1250

&R m
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El4-3 AT B EEERE

T RiEE X
£ ftp ®
BRI
LTHR
2X kbps v | <60-2000000000>
{RiE kbps v | <60-2000000000>
TTHRR
—o
BX 20 Mbps v | <1-2000000>
{RiE kbps v | <60-2000000000>
BAOEE <1-4000000>
SIPRRR
LTFR
BX kbps v | <60-2000000000>
{RiE kbps v | <60-2000000000>
TTEFR
Bx | 2 Mbps v | <1-2000000>
{RiE kbps v | <60-2000000000>
BAOEE <1-4000000>
v R
3
BH . =
E4-4 SliEFREBE

£ FW1 1% Web BIEREILE “RIE > HREE > TERIE > #HE” , SN LENEFE
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bt BIPN: s ® FR2RE

trust | &
Ergss® ) 0 ® BEmzsXi

untrust | [

SRR IRRIRE. | UEEEX, EEnKIRFEE

TR @ 172.16.20.0/24 X

BEMNERO | RS |

Ar/zen E= v ]

20) | EAESEAES |

1o | mmEmsa AR e

BiEER | EEEER -

DSCPEESER®D | any - =3

aiE ® mR oF

BREE | fp v [ mm

S .
Lo S

El4-5 BLE T aaes
IR 6 portal INIFACE

# £ FW1i%% Web EEEFRMIEE ‘xR > AR > LMAR” BeERF EMAR A
“Portal IAIE” o
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!! USGE525F = 'R &= s’!Elﬁ &

'
@ s ~
HES ~ RADIUSHRERE
CAIES EARADIUSESER @
- | mm |
fz:]
2]
O - " FgporaER
Q@ BS v BR=PortaliAIE E)
s m -
o e WEBSHER ~
& AP ~ HTTPS |~ @)
mFER . IPtEsE 172.16.20.2
< =30 8887
EEAR - EEAPEETE 30 e
8 AIBss ~
RADIUS RRFARCR
ROFABURTF
HWTACACS
A0 =l in e et
LDAP i3 | B IE SRS
@ ks
B efEe
_ 4
= URLH% R

E4-6 Zsih Portal INEF2 BECE
# 1%F ‘g > AR > APPSR SIEAMERZ2EMNAR, BATF Portal A,
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E4-7 FZAFZEE

user] H

EEREORAEET, L. 126055
ERLACANTF XHEE. [ WES. BRES|(Fek?
) SEELME, 10 Passwordpaeword =

. RAETRARSNSASEOES

El4-8 #rE@ ity Portal IAIEFF

# IR CIREE > TNIESRRE” , FERIAIESRES, ESKFIFM trust Xigisia) untrust XIEAT,
HFTEEHLLZT Portal TAILE,
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FRTAESRER X
~ Bk
=L Portal
::)%.3
~ &
O SEFRMEBKIAGIE. nEESHXK, & NEeXREEE
iR
Z2XHg @ tust X e
IP 3ttt @ —
Bi 1
Z2XH & untrust X
IP 3ttt X @ any
BB @
EN any
~ BE

IAERNME RAE @ SINE @ SDPENIAIE
© PortaAiE TSMELBRREZF

BE L HE

E4-9 FEAIESRES

# IR REE > REHRE > FERERE , IBERERE, BT trust 2l local (IRER
B, RINEHRYAIESERE.,




N

; ; IAEE
HUAWEI HCIP-Security_V4.0 SE3635 S #1311
TR X
~ R
1
A
~
FEaE -- NONE --
~ &
O SFERIIRIERERISERE, ORESEX, & NREEEEIFHIE
b |
f’éztﬁ @ trust X
Bt AEK @ any
e
am 1
Bry3EE P 22X ELRS
=22KiE & local X
ikAEE @ any
T
B O
il any

BF v NA/BR/RLE/81ER/VLAN ID

N o

RERLSRE ¥ RHAES/\S1E/URLTE/AEITE/ IR/ ai T 8/DNSIT 8

: 4
A CEs i) WE

El4-10 L2 RIRERRE Portal INIERIIEFEZE

~ afE

i

1

|

4.3 EEIGIF

4.3.1 INUEBUNV S,
# {£/ RDP &% PC1 Kix, 1Ei#1T Portal INERIFTH&®S1T, MXFHA FTP/WWW Server
ROEEE .
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E timed out.
timed out.

timed out.
timed out.

El4-11 PC1 i5ial Internet (AIERT )
# BILURIIERRF#T Portal IAIERT, Foi&iAial Internet FiR .

4.3.2 Portal IAIEME

..,

# FTFF PC1 RimNILSEE, N: “https://172.16.20.2:8887” , i5(d) Portal IAMERE -

v = X
Privacy error X + o

= C A Notsecure | hitps//172.16.20.2:8887 L2 w |

L
o=

Your connection is not private

Attackers might be trying to steal your information from 172.16.20.2 (for example, passwords, messages, or

Q T get Chrome’s highest level of security, turn on enhanced protection

vk €d_protection

Advanced Back to safety
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El4-12 PC1 518 Portal IAERE (1)

Privacy error X +

- C A Notsecure | hitps;//172.16.20.2:8887 © w O &

This server could not prove that it is 172.16.20.2; its security certificate is not trusted by your computer’s

operating system. This may be caused by a misconfiguration or an attacker intercepting your connection.

Proceed to 172.16.20.2 (unsafe)

Hide advanced Back to safety

E4-13 PC1 (8] Portal IAESRE (2)

# A PortalANIERES, MIANZBITE FW1 IREBARMBEIZENEFER
(user1/Huawei@123)
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@ Login x + M - H S
& > C A Notsecure | hitps//172.16.20.2:8887 L w O &

Login

Authentication is required before you can use the network

user1

E4-14 PC1 347 Portal JAILE
# HPEXHIT PortalIAIERT, 2B S@HIERIEMVIAZ .
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@ Login X + M = (m] X
& > C A Notsecure | hitps//172.16.20.2:8887 2 w O & :

Change Password

Set a new password upon your first login

sesssssees HM@ 23

sesssscscne m@zu

The password contains 8 to 128 characters and cannot be thp same as the user name

The password must contain at least 2 types of the following: fligits, uppercase letters, lowercase letters, and special characters (excluding
, '), for example, Password@ or password8#

The password cannot contain spaces and double quotation r§arks at the same time

5

E4-15 PC1 {24 Portal IAIEERS

# EiMENTRE, REBIERBIRIEIT Portal IAIE,
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@ Login x + Y
& > C A Notsecure | hitps//172.16.20.2:8887 2
Login

Authentication is required before you can use the network

user1
........... Huawei@1234
Confirm
E4-16 PC1 H14T PortaliAIE ((¥IHAZETHHEXUS )
@ Login x  + b
& > C A Notsecure | hitps//172.16.20.2:3887 2

Success

Online Duration: Oh Om 5s

Logout

Change Password




Az

- i STIMEE
HUAWEI HCIP-Security_V4.0 SL815SF #137)

E4-17 PC1 IAMERRIH
4.3.3 INIEfF S

# (P8 RDP &3 PC1 Rix, TGS, MidZIX FTP/WWW Server HOEE M

‘ BN C:\Windows\system32\cmd.exe

® x +

& C A Notsecure | hitps//172.1620.2

Logout

E4-18 PC1 /(4] Internet (IAIES )
# ALARIERR#ET Portal IAIEfS, BILATEESIE Internet &iR o

4.3.4 R EENK
# 1 PC1 £@E_E3TFF “MobaXterm” &4, HITLATIRIE, 51 FTP/WWW Server B9 FTP

AR5

2

N @R ¥ ¥ U@  E O Em @ x a2
= SSH Telnet Rsh Xdmcp RDP  VNC FTP | SFTP  Serial File Shell Browser Mosh AwsS3 WSL
e
Servers Te
@ Basic Ftp settings
) User sessions Remote host 1 100.20.1.2 Usemame |1 vl |& Port |21 &
@ wo.0.4
@ Advanced Ftp settings Bookmark settings
MobaXterm X
Please enter your password for 1 on 100.20.1.2
l 5 |
/\ Show password @
[ovg o
6
UNREGISTERED VERSION




Az

- i STIAEE
HUAWEI HCIP-Security_V4.0 L35S F 28138

E4-19 PC1 EBZFTPESIE (1)

MobaXterm X

Do you want to save password for 1@100.20.1.2?

@ Yes © No

/\

[(] po not show this message again o
E4-20 PC1 E3ZFTP£iE (2)
# FRINGESZ FTP £iEfE, 15 FTPBRSZSE L “PixPin_10.0.9.1.exe” M{4HEZE PC1 52, #
TETE, WEPSERBREEETRHHES, RIS FEIERRIGREISTIRENIR
BT, EPATRERREE.

¥ 100.20.1.2(1) - ] X

MobaXterm will use your "Master Password™ in order to secure
all your stored passwords with strong encryption.

Terminal Sessions View Xserver Tools Games Settings Macros Help

@ % % <« x ® 82 VY B & 5 0 X ©

Session  Servers Tools Games  Sessions View Spiit MultiExec Tunneling Packages Settings Help X server Exit

A/ @3.1002012(1) 4

T3 user sessions I Desktop Al pe T s
— 4@ OneDrive ® % - L i
@ 100.20.1.2(1) + a Security ¥ Name Size (KB) Last modified Owner
o[B8 Thie O~ b
< > = New Text Document.txt 1 Document.txt

U T8 ]PocPin_1.0.9.1.exe 28671 |
~

Name
neDrive

& security
Bl is PC
4 Libraries

d Network
4 Homegroup v
< > < >

Downloading PixPin_1.0.9.1.exe

i | - ] © cancel
<<< 227 Entering Passive Mode (100,20,1,2,15,13) A
>>> RETR /PixPin_1.0.9.1.exe 1893 kb/s
<<< 150 Opening data channel for file download from server of "/PxPin_1.0.9.1.exe"

El4-21 PC1 ST{HEHIE

4.4 BcESE
4.4.1 FW1 28

#

sysname FW1

#

interface GE0/0/2
ip address 10.3.1.2 255.255.255.252
ospf enable 1 area 0.0.0.0
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service-manage ping permit
#
interface GE0/0/6
ip address 172.16.20.2 255.255.255.0
vrrp vrid 1 virtual-ip 172.16.20.1 active
ospf enable 1 area 0.0.0.0
#
ospf 1 router-id 11.11.11.1
opaque-capability enable
area 0.0.0.0
network 10.3.1.2 0.0.0.0
network 172.16.20.0 0.0.0.255
network 172.16.30.0 0.0.0.255
#
firewall zone local
set priority 100
#
firewall zone trust
set priority 85
add interface GE0O/0/5
add interface GE0O/0/6
#
firewall zone untrust
set priority 5
add interface GE0/0/1
add interface GE0/0/2
#
firewall zone dmz
set priority 50
add interface Eth-TrunkO
#
firewall detect ftp
#
security-policy
rule name t2u
source-zone trust
destination-zone untrust
action permit
rule name trust-local
source-zone trust
destination-zone local
action permit
#
bandwidth-policy
profile name ftp
bandwidth maximum-bandwidth whole downstream 20000
bandwidth maximum-bandwidth per-ip downstream 2000
rule name ftp

51393
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source-zone trust
destination-zone untrust
source-address 172.16.20.0 mask 255.255.255.0
action qgos profile ftp
#
auth-policy
rule name policy_auth_01
source-zone trust
source-address 172.16.20.0 mask 255.255.255.0
action portal
#
identity-management
sso-radius
Sso-tsm
portal
server https ip 172.16.20.2 port 8887
portal enable
#
return

140

4.4.2 RT1 fific &

#
sysname RT1

#

acl number 3500
rule 5 permit ip

#

bfd

#

interface GigabitEthernet0/0/1
undo portswitch

#

interface GigabitEthernet0/0/1.2
dot1q termination vid 2
ip address 4.4.4.2 255.255.255.252
nat outbound 3500

#

interface GigabitEthernet0/0/2
undo portswitch
ip address 10.1.1.1 255.255.255.252
ospf enable 1 area 0.0.0.0

#

interface GigabitEthernet0/0/4
undo portswitch
ip address 10.3.1.1 255.255.255.252
ospf enable 1 area 0.0.0.0

#
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interface LoopBackO
ip address 33.33.33.1 255.255.255.255
#
bfd 1 bind peer-ip 10.3.1.2 source-ip 4.4.4.2
discriminator local 10
discriminator remote 20
commit
#
ospf 1 router-id 33.33.33.1
default-route-advertise always
area 0.0.0.0
#
ip route-static 0.0.0.0 0.0.0.0 4.4.4.1
#
return

4.4.3 Mirror-SW Fific&

#
sysname Mirror-SW
#
vlan batch 2 40
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk allow-pass vlan 2 40
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2 40
#
return

4.4.4 SW1 ific&

#
sysname SW1
#
vlan batch 2 40 300
#
interface vlanif2
ip address 4.4.4.1 255.255.255.252
#
interface vlanif40
ip address 3.3.3.1 255.255.255.252
#
interface vlanif300
ip address 100.20.1.1 255.255.255.0
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#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2 40
#
interface GigabitEthernet 0/0/15
port link-type access
port default vlan 300
#
ip route-static 172.16.0.0 16 4.4.4.2
ip route-static 172.16.0.0 16 3.3.3.2 preference 70
#

return

4.5 BEm

EREPIR BN MRS SR KT sl X B?

EELE:

WZKE’\J{%E?HIE BHNTRBEREAENRN TR, BINERTREBitANT
BERERENE T RIR

nEHATEEEE, RERBIRRES S%EJEEEPiﬁ%ﬂ’\]ﬁiﬁ%ﬁ/ﬁ'ﬁiﬁ%ﬁﬁtbﬁ S
HYZ:HE?JLIEEEE :

© WRRENTRIEFER, XEoREEHEORIEATIREBIHRIGER
© WRREXRTEATER, UEREFBEEXHRRE.
© BHERIERRARE, EREOKKR, BREETIEE.

W

NE']
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5 Ba KIS RE IS SL0E

5.1 SEIG 4B

5.1.1 XFASLLEG

HW4SBIM ISP FISP2 FHAE Y —5%55EE, ISP1 §4I8A9 a0 50 M, ISP2 §5IRATH 2a
100 M, (DI HEERSIRBEELLEAISIEE] ISP1 FI1SP2 5518 F, (R s SBEERIZESF]
. HEA—F ISP HIRSTHA, BRERSEBEITS—5 ISP 5iigER, RahapasEtt.

AL BIS KIS EET R RARD BN RERERES, THMEWER,

5.1.2 s HAY
o THEBKESEGAENS.
o BEBKESEEESROEBSE,

5.1.3 SCIGZAMN A

Server1

BE5-1 PrkiEERee iR LI NE]

FW1 BRI ORX, BI85 pli%R: ISP1 #0 ISP2, RT1. RT21&E#) Internet, E[E]
/1 Server1 A =iRMPAY Attack PC, Server2 A2 =#FMHAY Legal PC, SW3., RT1,
RT2. Mirror-SW #1 SW1 i8XEcEELNRELSBRRA, B58%E “‘CA4RESE” THM
fcE, ALWESNE FW1 EXREES.,
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5.1.4 SCIGHRKI
#=5-1 EEOMKIZE
RE 0 BOMR EOER 588
. 10.5.1.2/30 EEISP1RY O,
G0/0/1 =20 ‘ X
0/ = R X untrust 5Rr12B%E
_ 10.3.1.2/30 EREISP2IIHiEO,
FW1 2 b =2 .
Go/0/ s LeXiE: untrust 5rTB%E
o 172.16.20.2/24 5SW3EE, &E
G0/0/6 =20 . o
ol s LZEXIE: trust i K
_ N 4.4.4.2/30 5SW1HIVLANIF2
G0/0/12 | =BFEO s
RT1 /ol BT REEVILAN2 FRETERER
G0/0/4 =20 10.3.1.1/30 5rwWi1EE
. N 3.3.3.2/30 5SW1HVLANIF40
G0/0/1.40 | =BFEO e
RT2 /ol BT £245VIAN4O FRETERER
G0/0/3 =E=#E0 10.5.1.1/30 5rwi1EE
- SRT1#ZOE/mEE
VLANIR2 | =E&0 4.4.4.1/30 SRTTELAEMNEE
I
L SRTEOEMESE
VLANIF40 | =E#O 3.3.3.1/30 = &Dn PUEE
P B2
Allow-pass VLAN:
G0/0/3 Trunk llow-pass SMirror-SWHiE
SW1 2, 40
G0/0/13 Access PVID: 1000 iE$EServer
G0/0/14 Access PVID: 2000 i&E$EServer2
VLANIF1000 | =E#O 100.30.1.1/24 Server1HIM bl
VLANIF2000 | =E#O 100.40.1.1/24 Server2 A9 <t
GO/0/1 PVID: 1
Mirror-SW G0/0/2 Trunk Allow-pass VLAN: BiEEO
G0/0/3 2, 40
SW3 G0/0/2 Access PVID: 40 S5rwWEE
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VLANIF40 | =E&0O 172.16.20.100/24 XHEFW
G0/0/13 Access PVID: 34 ERZPC
G0/0/14 Access PVID: 35 ERZPC2
VLANIF34 | =E&N0O 172.17.10.1/24 PC1M>%
VLANIF35 | =E&N0O 172.17.20.1/24 PC2p>%
PCT Ethernet0 RS 1721710100724 RIRI£Li%

M: 172.17.10.1/24

172.17.20.100/24 "
PC2 Ethernet0 RS AL
W% 172.17.20.1/24

servert Ethernet0 (RS 100:30.1.2/24 AN TS
( Attack PC) " RI3: 100.30.1.1/24 =
Server2 100.40.1.2/24
Ethernet0 RS AN i
( Legal PC) M>: 100.40.1.1/24

5.2 SLIMFSERHECE

5.2.1 BcBEEIg

1. ECEREISEINEE, P57 I1SP1F01SP2 §EiE B 2RSS,
2 FeER SRR IP il R2XiE. WXL, RS ERFRE.

JEEEBIEIREE, BESERANARERET RO E. AREERIEESLA, FHiE
TE FW1 #0ISP1. ISP2 MEEEMBZEOME S sEEIERRZEO .

4 FCE LTSRS NAT 5EE8, RiFe W ARMBEFIARSNYER .
522 BB’ - CLI

TR 1 RNBERSHERE
# 208 “F5-17 BIEY, TRANEEASHESE ., H+ SW3. RT1. RT2. Mirror-SW #[]
SW1ig&BEES, BiRa2E “S4EBEESE”

# FW1 18800 EinEsRE RT2 18Ea034# 0 GE0/0/1, EERLE IP tthlit, FFE OSPF, HiFk
I0iE Untrust Xiag,

HRP_M[FW1]interface GEO/0/1
HRP_M[FW1-GEO/0/1] ip address 10.5.1.2 255.255.255.252
HRP_M[FW1-GE0/0/1]ospf enable 1 area 0.0.0.0
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HRP_M[FW1-GEO/0/1]quit

HRP_M[FW1]firewall zone untrust

HRP_M[FW1-zone-untrust] add interface GE0/0/1

HRP_M[FW1-zone-untrust]quit

HRP_M[FW1]

TR 2 RERERGEIRY

# £ FW1 LECEEBREEINEE.

HRP_M[FW1]healthcheck enable

HRP_M[FW1]healthcheck name isp-healthcheck

HRP_M[FW1-healthcheck-isp-healthcheck] destination 100.30.1.2 interface GEO/O/1 protocol icmp
HRP_M[FW1-healthcheck-isp-healthcheck] destination 100.40.1.2 interface GE0/0/2 protocol icmp
HRP_M[FW1-healthcheck-isp-healthcheck] quit

HRP_M[FW1]

LB 3 REEO

# ECEROPTERERAYHRMEEAIFRE, FE LTISSEOR ping MIXTORE, MR
RIEEIRNAEERE.

HRP_M[FW1] interface GEO/0/1

HRP_M[FW1-GE0/0/1] gateway 10.5.1.1

HRP_M[FW1-GE0/0/1] bandwidth ingress 50000 threshold 90

Warning: Using this feature will affect performance, please enable it with caution.
HRP_M[FW1-GE0/0/1] bandwidth egress 50000 threshold 90

Warning: Using this feature will affect performance, please enable it with caution.
HRP_M[FW1-GE0/0/1] service-manage ping permit

HRP_M[FW1-GE0/0/1] quit

HRP_M[FW1] interface GE 0/0/2

HRP_M[FW1-GEO0/0/2] gateway 10.3.1.1

HRP_M[FW1-GE0/0/2] bandwidth ingress 100000 threshold 95

Warning: Using this feature will affect performance, please enable it with caution.
HRP_M[FW1-GE0/0/2] bandwidth egress 100000 threshold 95

Warning: Using this feature will affect performance, please enable it with caution.
HRP_M[FW1-GE0/0/2] service-manage ping permit

HRP_M[FW1-GE0/0/2] quit

HRP_M[FW1]

£ 4 RELBIEEE

# BEEERGRRRE, RERERETRAESE,

HRP_M[FW1]multi-interface
HRP_M[FW1-multi-inter]mode proportion-of-bandwidth
HRP_M[FW1-multi-inter]healthcheck isp-healthcheck
HRP_M[FW1-multi-inter]add interface GEO/0/1
HRP_M[FW1-multi-inter]add interface GEO/0/2
HRP_M[FW1-multi-inter]quit

HRP_M[FW1]
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LR 5 BERLHRE

# FW1 iIRR I RLeERNERSTER “1.22 BEEEE-CLI” B 4 BXES, i EE
BXEE .

TR 6 FELE NAT HhE

# BeEdEOB AR NAT RE&, [FRMNEFEZERBEXE FW1 B9AR IP tbikSkisia)

Internet,

HRP_M[FW1]nat-policy

HRP_M[FW1-policy-nat]rule name trust-untrust
HRP_M[FW1-policy-nat-rule-trust-untrust]source-zone trust
HRP_M[FW1-policy-nat-rule-trust-untrust]destination-zone untrust
HRP_M[FW1-policy-nat-rule-trust-untrust]action source-nat easy-ip

Warning: Services will be interrupted after an active/standby switchover due to the different public IP
addresses of the devices. Therefore, the address pool configuration mode is recommended.
HRP_M[FW1-policy-nat-rule-trust-untrust]quit

HRP_M[FW!1-policy-nat]quit

HRP_M[FW1]

523 BcEZE - Web

T NEERrSHES
# S8 “R5-17 HEAK, STRMEERSHECE. H SW3. RT1. RT2. Mirror-SW [
SW1iREEME, BAASE “S4BESE

# 1£ FW1iR% Web SIEFREIEE “WEL > #O7 , #NZEOFIRFE, HITLUTRE, <
Bl S5 CIERRCE .

§"é[ USG6525F = R e FR MR
P-4 1
BOFIE
Csmg O8k%

Q ==X

& DNs wOS|R i) REXE EERIRS/VPNEF IP3BiiE R

e rp R 92.168.20.7 IP (IPv

B4 DHCPERSRR MEth0/0/0 -- NONE -- & _management_vpn_ 19271600 Z, o :z 4:
— RexIP (IPvb)

C') e [l public

EaisE

” GEO ) -- NONE -- Bl public
- 3
e [ Georort |
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E]5-2 #\ GE0/0/1 #EOEERE
EXGE :

BEOESTRSSITHIESESE, FERSME

#OER GE 1
@ik
EHEE® e
VPNSEf) v
1
BIDBEHERO @
P
HTTP HTTPS SSH
Telnet NETCONF SNMP
#1e (o FBH v EREIS #0O33
IPv4 IPv6
e OF : =5l DHCP PPPOE®)
IPHBIIE 10.5.1.2/255.255.255.252
ERAR% 10.5.1.1
| BHOER
Yt 0
FiEEHERSE O
BOWR
AFEHR 50 Mbit/s ¥ | <1-1000> HEEFRE® | 9 %
HEEHR 50 Mbit/s ¥ | <1-1000> UREFHE® | 9 %
v BR

6
E]5-3 GE0/0/1 #ZEOEMES

# [FARESVEAN GE0/0/2 EOEERME, ehk GE0/0/2 ZEOEMES .
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2% GE

BElERTESSICTHVSEYS, FRERE,

#OEMm GE0/0/2
fi=)u
EHFER®
VPNzZf public N
22X ’ untrust -
HOEHEE® a
P
HTTP HTTPS
Telnet NETCONF SNMP
i 5HO) e PEH v =t FEEET
IPv4 IPv6
EESERY OF : =5l DHCP PPPoE®
IPHBsIE 10.3.1.2/255.255.255.252
FOARISE 10.3.1.1
« ZHOEM
R#EIEE @
BEFHEREE®
BOFR
AFETR 100 Mbit/s ¥ | <1-1000>
HEETE 100 Mbit/s v @ <1-1000>
~ BR

%1491

SSH

O3
IRFPRE® | 95 %
UREFRE® | 95 %

6
i L

E5-4 GE0/0/2 ZEOEMESE

TR 2 FBRENEINEY

# FFEAIERERERETINEE, FFEHXD ISP1 #0ISP2 HOSIEFHE— MBI ELA, BRI
ISP1 LAY E AVHBHERIER 9 100.20.1.0/24, 1SP2 MZ&H9 B a9t RMER 9 100.40.1.0/24

# £ FW11IRE Web EEERERE “WR > #REE" , & “BREEBIIR KigRE ‘W

27 HUTLATRIE:
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RS
4

RREOER 5§

|
|
EMER RS 3 -
BIFETERO T
R =P |
e

EL

Y | HENEMIPARE w0 | 0 r | T8

ICMP 100.30.1.2 GEO/0/1

ICMP 100.40.1.2 GEO0/0/2

6
Eres] e

El5-5 LSRN

$IR 3 RELBkIEER

# EEMXENERIEIERE, RERERETRAHSE, 1 GE0/0/1 71 GE0/0/2 HIALE
ZO%IxE, FERZRtIZRRRREESA,

# £ FW1 IRE Web SIERMEIAE “W48 > IRM >ERGRE , £ ‘ERGERIIIER" X
g, BE ‘BB HITLAUTERME,




e

HUAWEI

RWEEQ

SRERERQ
SHERT

BFRRSUHNO

HsO5=

sami

[] Geo/o72
GE0/0/1

HCIP-Security_V4.0 SLISIESF A

BT RARSE

%1513

isp-healthcheck

-- NONE --

b, 1

32

[E5-6 LB = BikiRRE

T 4 BRERLEE

[Nt
A5E | A

# FW1 BB RL2ERERETER “1.22 BBSE-CLY B 4 BERE, HTE

BXEE.

TR 5 FLE NAT 5

# EcEHEROT5zCRYIR NAT 5RiE, (ERMAEFEZERPE FW RIRR IP ihEsSEi5iE

Internet,

# £ FW1 g% Web SEERMIERE “REE > NAT ZRHBE > NAT RHE” , BEF “FiE” #HA

NAT SRESECERE, HITIATERIE,
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-!’wl: USG6525F * R 4= El
@ =ome A 3

Weeatnnn EesseiEit

s

SRR A THk 085 <83 SEA DARSSeTAN AR 05 D HEBEaasses
© NATESS - - Q BEAEEENRE @FN=TA

g
&R e NAT i

e— 37 seiaiEst BHiEER
@ SAIESERE < default This is the defau... Esgl
B BSuane @

® FEE v
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SEpEsd)

FHE @
Bt @
=10

HRENEER

IEHbIEEIES

1®) NAT

HCIP-Security_V4.0 SLIGESFAR %1533
E]5-7 I NAT HIEERTE
X

trust-untrust

e b o

[
e

SR EER

trust

) BRR=XE

untrust

=B AN L

AR St

il

BEiEEEEN RS

Bl nhihle

NAT64 NATES

4
W
letF

HiEll

4
IS

2

(® SO

BSFENSTSRENARIIEA—E, IWASDIRESIUSFIRESEE, Bl
BB R ST,

5.3 £5RIG Ik
# Fe, “STH 47 SREMEROAM Portal INERINASEIRASINE, TS FW1 88 |
SBEONEREMIR, 2 ATIMLSIIE,

HRP_M[FW1]auth-policy
HRP_M[FW1-policy-auth]undo rule name Portal

SEEE. FFREISSM)
4
BiE BE
E]5-8 BCEiR NAT SRS
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HRP_M[FW1-policy-auth]quit
HRP_M[FW1]

# {FF3 RDP &5 PC1 RimF PC2 &, ¥Fa<1T, @ ping apSiMidZl Server1
( Attack PC) #0 Server2 ( Legal PC) HU&EEME, LALLERIRMIGIE) Internet FOWVSERE .

E5-10 PC2 Bl

# EIRWSIEHIATLITSIR, EIUARRRIRMIGIE Internet ROMVSERE, Z/EHE FW1IRE
ERITLAITRE, &8 W1 iIRERD ERISZEONSIEEG, JLULIR L SEZ O
FEBRISIEHERLEAED 12, FEWSEONTEIE.

7B BARSIEH AL EBEE SRR Rk AREAEISE, FSLRMEPIEEUAE
BONPSSR, FRLASERRSIEEG LA sERFIRiCERRE, BEEIR.

HRP_M[FW1]display firewall session table interface ge 0/0/1

Current Total Sessions : 3

Slot: 0 CPU: O

ICMP VPN: public --> public 10.5.1.2:63775 --> 100.30.1.2:2048

ICMP VPN: public --> public 172.17.10.100:1[10.3.1.2:2049] --> 100.30.1.2:2048
ICMP VPN: public --> public 172.17.20.100:1[10.3.1.2:2050] --> 100.40.1.2:2048
HRP_M[FW1]display firewall session table interface ge 0/0/2

Current Total Sessions : 5

Slot: 0 CPU: O

ICMP VPN: public --> public 172.17.10.100:1[10.3.1.2:2049] --> 100.40.1.2:2048
udp VPN: public --> public 10.3.1.2:49172 --> 4.4.4.2:4784

ICMP VPN: public --> public 172.17.20.100:1[10.3.1.2:2050] --> 100.30.1.2:2048
ICMP  VPN: public --> public 10.3.1.2:64141 --> 100.40.1.2:2048

ICMP VPN: public --> public 172.17.20.100:1[10.3.1.2:2049] --> 100.40.1.1:2048
HRP_M[FW1]
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54 fcESE
541 FW1 &

#
sysname FW1
#
healthcheck enable
healthcheck name isp-healthcheck
destination 100.30.1.2 interface GEO/0/1 protocol icmp
destination 100.40.1.2 interface GEO/0/2 protocol icmp
#
interface GE0O/0/1
undo shutdown
ip address 10.5.1.2 255.255.255.252
gateway 10.5.1.1
bandwidth ingress 50000 threshold 90
bandwidth egress 50000 threshold 90
#
interface GE0O/0/2
undo shutdown
ip address 10.3.1.2 255.255.255.252
gateway 10.3.1.1
bandwidth ingress 100000 threshold 95
bandwidth egress 100000 threshold 95
#
firewall zone untrust
set priority 5
add interface GE0/0/1
add interface GE0/0/2
#
multi-interface
mode proportion-of-bandwidth
healthcheck isp-healthcheck
add interface GE0/0/1
add interface GE0/0/2
#
nat-policy
rule name trust-untrust
source-zone trust
destination-zone untrust
action source-nat easy-ip
#

5.4.2 RT1 FificE

| #
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sysname RT1
#
interface GigabitEthernet0/0/1
undo portswitch
#
interface GigabitEthernet0/0/1.2
dot1q termination vid 2
ip address 4.4.4.2 255.255.255.252
#
interface GigabitEthernet0/0/4
undo portswitch
ip address 10.3.1.1 255.255.255.252
#
ip route-static 0.0.0.0 0.0.0.0 4.4.4.1
#

5.4.3 RT2 Fific &

#

sysname RT2

#

interface GigabitEthernet0/0/1
undo portswitch

#

interface GigabitEthernet0/0/1.40
dot1qg termination vid 40
ip address 3.3.3.2 255.255.255.252

#

interface GigabitEthernet0/0/3
undo portswitch
ip address 10.5.1.1 255.255.255.252

ospf enable 1 area 0.0.0.0

#

ip route-static 0.0.0.0 0.0.0.0 3.3.3.1

#

5.4.4 SW1 &

#
sysname SW1
#
vlan batch 2 40 1000 2000
#
interface vlanif2
ip address 4.4.4.1 255.255.255.252
#
interface vlanif40
ip address 3.3.3.1 255.255.255.252
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#
interface vlanif1000
ip address 100.30.1.1 255.255.255.0
#
interface vlanif2000
ip address 100.40.1.1 255.255.255.0
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2 40
#
ip route-static 10.3.1.0 255.255.255.252 4.4.4.2
ip route-static 10.5.1.0 255.255.255.252 4.4.4.2
ip route-static 172.17.0.0 16 4.4.4.2
ip route-static 172.17.0.0 16 3.3.3.2 preference 70
#
interface GigabitEthernet0/0/13
port link-type access
port default vlan 1000
#
interface GigabitEthernet0/0/14
port link-type access
port default vlan 2000
#

5.4.5 Mirror-SW FRfic &

#
sysname Mirror-SW
#
vlan batch 2 40
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 2 40
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk allow-pass vlan 2 40
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2 40
#

5.4.6 SW3 fufic &

| #
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interface Vlanif34
ip address 172.17.10.1 255.255.255.0
ospf enable 1 area 0.0.0.0
#
interface Vlanif35
ip address 172.17.20.1 255.255.255.0
ospf enable 1 area 0.0.0.0
#
interface Vlanif40
ip address 172.16.20.100 255.255.255.0
ospf enable 1 area 0.0.0.0
#
interface GigabitEthernet0/0/2
port link-type access
port default vlan 40
#
interface GigabitEthernet0/0/13
port link-type access
port default vlan 34
#
interface GigabitEthernet0/0/14
port link-type access
port default vlan 35
#

5.5 BE;W

NRNAEFEREERNESRE AL OBRIR EHTRESE, Wgsem?

S2EER: SETHERLURHNENRERRAENE, FEELFIRKRIL, kKBS
GRS ARIEHEIINEREHIE, 18 FW IRESAE ISP MEBEERHIZEOENEREIA
pRIEL, HAEOIRENEE.
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VLNAIF2 =EEN0O 4.4.4.1/30 SRT1#Z2OERBEIEMER
VLNAIF40 | =E#&0O 3.3.3.1/30 S5RT21zOEEBEIEMER
G0/0/1 Access PVID: 30 5rwi1EE
SW2
G0/0/15 Access PVID: 30 EEWWW Server
G0/0/1 Access PVID: 40 5rw2E1E
SW3
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6.2 SLIG{ESSHECE

6.2.1 o ERIR

1IRSER P HHHEIE, FW1. FW2. FW3 E0O/Y IP tbitfiZelEiEs% L RS, WWW
Server, PC2 #1 PC5 It M Ki5SE FRECE, SW1. SW2. SW3, Mirror-SW. RT1#0
RT2 WECEIBESEETRN “6.4 BLBESE” PAIFREC.

2.BLE untrust 1 local XiFgERN O EiBLEHRAE, iR IPSec VPN IR AIIEEREH
EERESHERZIERY IPSec HHXSH, EIHERSZEBAY IPSec VPN,
ABEDES SRV SReHRE, IF WWW Server, PC2 #1 PC5 [EHG,

6.2.2 BcEZR - CLI

TR 1 MEEASHES
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# 2% “FR6-17 MYEIE, THANEEASHEE ., H+H RT1. RT2, SW1, SW2, SW3

0 Mirror-SW EFific, BAII2%E “64EBEBSE” , RINnISHIMNESHILE “K6-1" X
ELECERNAT .

# EMEZEINY “SEI6 17 248 FW1 1 FW2 BN EZEXHOBWAE RS, SEIREIWL

MEERSG, HRARLRENBAZIWSED, iR E7E FW1 1 FW2 i85 L2382
B9 OSPF,

HRP_M[FW1]undo hrp enable

Warning: Disabling the hot standby function will interrupt related services. Are you sure you want to
continue? [Y/N]y

[FW1]int Eth-Trunk 0

[FW1-Eth-TrunkO]shutdown

Warning: This interface is configured as HRP heartbeat interface.
Continue? [Y/N]y

[FW1-Eth-Trunk0]quit

[FW1]int g0/0/6

[FW1-GE0/0/6]shutdown

[FW1-GEOQ/0/6]quit

[FW1]int g0/0/1

[FW1-GE0/0/1]shutdown

[FW1-GEO/0/1]quit

[FW1]Jundo ospf 1

Warning: The OSPF process will be deleted. Continue? [Y/N]:y
[FW1]

HRP_M[FW2]undo hrp enable

Warning: Disabling the hot standby function will interrupt related services. Are you sure you want to
continue? [Y/N]y

[FW2]int Eth-Trunk 0

[FW2-Eth-TrunkO]shutdown

Warning: This interface is configured as HRP heartbeat interface.
Continue? [Y/N]:y

[FW2-Eth-Trunk0]quit

[FW2]int g0/0/6

[FW2-GE0/0/6]shutdown

[FW2-GE0/0/6]quit

[FW2]int g0/0/1

[FW2-GEO0/0/1]shutdown

[FW2-GE0/0/1]quit

[FW2]undo ospf 1

Warning: The OSPF process will be deleted. Continue? [Y/N]:y
[FW2] [FW2]interface ge0/0/5

[FW2-GEO0/0/5]ip add 172.16.40.2 24

[FW2-GEO0/0/5]quit

[FW2]
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# SR EIRRIER, FIFREMWEEEIIEERSERZAE ‘0 17 PEER FW1 1 FW2
RS EONEMEE, HETFEBRERE.

# BZA) ‘3086 37 HhiE FW3 IRE ERE T RIREREXEE, FTEMRZACEEIENER
%, FEHECEWSSEOR IP LTS X,

[FW3]Jundo vsys name vsysa

Warning: All related configurations will be deleted.Please select [Y/N]:y
[FW3]undo vsys name vsysb

Warning: All related configurations will be deleted.Please select [Y/N]:y
[FW3]int g0/0/7

[FW3-GEO0/0/7]ip add 100.100.1.1 24

[FW3-GEO0/0/7]quit

[FW3]

[FW3]firewall zone trust

[FW3-zone-trust]ad interface g0/0/7

[FW3-zone-trust]quit

[FW3]

# TR ERRES, FISEMNEERETIERSERZAE L8 37 hEER FW3 k&
SEONEMERE, T EBFXEE.

LI 2 HXIEEHERE

# EoE FW1. FW2 F0 FW3 Fl Internet BIGREIEH

‘ [FW1] ip route-static 0.0.0.0 0.0.0.0 10.3.1.1

‘ [FW2] ip route-static 0.0.0.0 0.0.0.0 10.6.1.1

‘ [FW3] ip route-static 0.0.0.0 0.0.0.0 100.1.1.1

TR 3 FBERSE

# BCE FW1. FW2 1 FW3 i2BHEHEIZ 2 %8, BT local #1 untrust XigZ (BRI [E)R
&, FAIR IPSec VPN iR ATIEE3H,

[FW1] security-policy

[FW1-policy-security] rule name untrust-local
[FW1-policy-security-rule-untrust-local] source-zone untrust
[FW1-policy-security-rule-untrust-local] source-zone local
[FW1-policy-security-rule-untrust-local] destination-zone untrust
[FW1-policy-security-rule-untrust-local] destination-zone local
[FW1-policy-security-rule-untrust-local] action permit
[FW1-policy-security-rule-untrust-local] quit
[FW1-policy-security] quit

[FW2]security-policy
[FW2-policy-security]rule name untrust-local
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[FW2-policy-security-rule-untrust-local] source-zone untrust

[FW2-policy-security-rule-untrust-local] source-zone local

[FW2-policy-security-rule-untrust-local] destination-zone untrust
[FW2-policy-security-rule-untrust-local] destination-zone local

[FW2-policy-security-rule-untrust-local] action permit

[FW2-policy-security-rule-untrust-local] quit

[FW2-policy-security]quit

[FW2]

[FW3]security-policy

[FW3-policy-security]rule name untrust-local
[FW3-policy-security-rule-untrust-local] source-zone untrust
[FW3-policy-security-rule-untrust-local] source-zone local
[FW3-policy-security-rule-untrust-local] destination-zone untrust
[FW3-policy-security-rule-untrust-local] destination-zone local
[FW3-policy-security-rule-untrust-local] action permit
[FW3-policy-security-rule-untrust-local] quit
[FW3-policy-security]quit

[FW3]

I8 4 EE IPSec VPN

# REHHPEZNDE, FLESIFHOIEE FW3 L REBERIS RS IPSec VPN, £/
PMHREBE RS FW1 F1 FW2 E{#EF ISAKMP 5037 IPSec VPN,

# £ FW1 652 ACL 3500 PLELER FW1 ESER FW3 BIRS SRR o

[FW1]acl number 3500

[FW1-acl4-advance-3500] rule permit ip source 172.16.30.0 0.0.0.255 destination 100.100.1.0 0.0.0.255
[FW1-acl4-advance-3500] quit

[FW1]

# £ FW1 L8 IPSec ZL1BiIN .

[FW1] ipsec proposal 1

Warning: GCM/GMAC are authenticated encryption algorithms, esp authentication config is ignored.
[FW1-ipsec-proposal-1] esp authentication-algorithm sha2-256

[FW1-ipsec-proposal-1] esp encryption-algorithm aes-256-gcm-128

[FW1-ipsec-proposal-1] quit

# £ FW1 LECE IKE 22181,

[FW1] ike proposal 1

[FW1-ike-proposal-1] encryption-algorithm aes-gcm-256
[FW1-ike-proposal-1] dh group14

[FW1-ike-proposal-1] authentication-algorithm sha2-256
[FW1-ike-proposal-1] authentication-method pre-share
[FW1-ike-proposal-1] integrity-algorithm hmac-sha2-256
[FW1-ike-proposal-1] prf hmac-sha2-256
[FW1-ike-proposal-1] quit

# 7£ FW1 LBECE IKE IR,
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[FW1] ike peer 1

[FW1-ike-peer-1] pre-shared-key Huawei@123
[FW1-ike-peer-1] remote-address 100.1.1.8
[FW1-ike-peer-1] ike-proposal 1
[FW1-ike-peer-1] quit

[FW1]

# Ea% IPSec %Bgo

[FW1] ipsec policy 1 10 isakmp

Info: The ISAKMP policy sequence number should be smaller than the template policy sequence number
in the policy group. Otherwise, the ISAKMP policy does not take effect.

[FW1-ipsec-policy-isakmp-1-10] ike-peer 1

[FW1-ipsec-policy-isakmp-1-10] proposal 1

[FW1-ipsec-policy-isakmp-1-10] security acl 3500

[FW1-ipsec-policy-isakmp-1-10] quit

[FW1]

# £ FW1 B9 OER IPSec 5REE .

[FW1] interface GE 0/0/2
[FW1-GE0/0/2] ipsec policy 1
[FW1-GE0/0/2] quit

[FW1]

# 7£ FW2 LE8I## ACL 3500 PLEC/HEB FW2 EISEE FW3 BURSEHER

[FW2]acl number 3500

[FW2-acl4-advance-3500] rule permit ip source 172.16.40.0 0.0.0.255 destination 100.100.1.0 0.0.0.255
[FW2-acl4-advance-3500] quit

[FW2]

# £ FW2 L8 IPSec ZL1BIN .

[FW2]ipsec proposal 1

Warning: GCM/GMAC are authenticated encryption algorithms, esp authentication config is ignored.
[FW2-ipsec-proposal-1] esp authentication-algorithm sha2-256

[FW2-ipsec-proposal-1] esp encryption-algorithm aes-256-gcm-128

[FW2-ipsec-proposal-1] quit

[FW2]

# £ FW2 LECE IKE 22181,

[FW2]ike proposal 1

[FW2-ike-proposal-1] encryption-algorithm aes-gcm-256
[FW2-ike-proposal-1] dh group14

[FW2-ike-proposal-1] authentication-algorithm sha2-256
[FW2-ike-proposal-1] authentication-method pre-share
[FW2-ike-proposal-1] integrity-algorithm hmac-sha2-256
[FW2-ike-proposal-1] prf hmac-sha2-256
[FW2-ike-proposal-1] quit

[FW2]

# 7£ FW2 EBCE IKE XFEK,
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[FW2] ike peer 1

[FW2-ike-peer-1] pre-shared-key Huawei@123
[FW2-ike-peer-1] remote-address 100.1.1.8
[FW2-ike-peer-1] ike-proposal 1
[FW2-ike-peer-1] quit

[FW2]

# Ea% IPSec %Bgo

[FW2] ipsec policy 1 10 isakmp

Info: The ISAKMP policy sequence number should be smaller than the template policy sequence number
in the policy group. Otherwise, the ISAKMP policy does not take effect.

[FW2-ipsec-policy-isakmp-1-10] ike-peer 1

[FW2-ipsec-policy-isakmp-1-10] proposal 1

[FW2-ipsec-policy-isakmp-1-10] security acl 3500

[FW2-ipsec-policy-isakmp-1-10] quit

[FW2]

# 1£ FW2 AR IPSec 5RE

[FW2] interface GE 0/0/2
[FW2-GE0/0/2] ipsec policy 1
[FW2-GE0/0/2] quit

[FW2]

# £ FW3 L8132 ACL 3500 PLHECEER FW3 BI9EE FW1. FW2 BRI

[FW3] acl number 3500

[FW3-acl-adv-3500] rule permit ip source 100.100.1.0 0.0.0.255 destination 172.16.30.0 0.0.0.255
[FW3-acl-adv-3500] rule permit ip source 100.100.1.0 0.0.0.255 destination 172.16.40.0 0.0.0.255
[FW3-acl-adv-3500] quit

# £ FW3 L8 IPSec ZL1BIN .

[FW3] ipsec proposal 1

Warning: GCM/GMAC are authenticated encryption algorithms, esp authentication config is ignored.
[FW3-ipsec-proposal-1] esp authentication-algorithm sha2-256

[FW3-ipsec-proposal-1] esp encryption-algorithm aes-256-gcm-128

[FW3-ipsec-proposal-1] quit

[FW3]

# 1€ FW3 LECE IKE 22181,

[FW3]ike proposal 1

[FW3-ike-proposal-1] encryption-algorithm aes-gcm-256
[FW3-ike-proposal-1] dh group14

[FW3-ike-proposal-1] authentication-algorithm sha2-256
[FW3-ike-proposal-1] authentication-method pre-share
[FW3-ike-proposal-1] integrity-algorithm hmac-sha2-256
[FW3-ike-proposal-1] prf hmac-sha2-256
[FW3-ike-proposal-1] quit

[FW3]

# 7£ FW3 LBECE IKE XK,
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[FW3] ike peer 1

[FW3-ike-peer-1] pre-shared-key Huawei@123
[FW3-ike-peer-1] ike-proposal 1
[FW3-ike-peer-1] quit

[FW3]

# BoE IPSec 18R, TEREMRPIERRIGETR. IPSec ZEIRINAN IKE XFEK,

[FW3] ipsec policy-template map1 10
[FW3-ipsec-policy-templet-map1-10] security acl 3500
[FW3-ipsec-policy-templet-map1-10] ike-peer 1
[FW3-ipsec-policy-templet-map1-10] proposal 1
[FW3-ipsec-policy-templet-map1-10] quit

[FW3]

# BoERIEIENRFSTURY IPSec SRHBK

[FW3] ipsec policy 1 10 isakmp template map1

# £ FW3 F9H1Z A A IPSec ZRE&.

[FW3]interface GE0O/0/1
[FW3-GE0/0/1] ipsec policy 1
[FW3-GEO0/0/1] quit

[FW3]

L' 5 BBEIVSRERE

# BCE FW1. FW2 #1 FW3 iRERFBZ2REE, BiTih=ERRENSRE
# FoE FW1 &b trust Xigi5 untrust Xigp9< 25508,

[FW1] security-policy

[FW1-policy-security] rule name IPSec_OA

[FW1-policy-security-rule-IPSec_OA] source-zone trust untrust
[FW1-policy-security-rule-IPSec_OA] destination-zone untrust trust
[FW1-policy-security-rule-IPSec_OA] source-address 172.16.30.0 mask 255.255.255.0
[FW1-policy-security-rule-IPSec_OA] source-address 100.100.1.0 mask 255.255.255.0
[FW1-policy-security-rule-IPSec_OA] destination-address 100.100.1.0 mask 255.255.255.0
[FW1-policy-security-rule-IPSec_OA] destination-address 172.16.30.0 mask 255.255.255.0
[FW1-policy-security-rule-IPSec_OA] action permit

[FW1-policy-security-rule-IPSec_OA] quit

[FW1-policy-security] quit

[FW1]

[FW2] security-policy

[FW2-policy-security] rule name IPSec_OA

[FW2-policy-security-rule-IPSec_OA] source-zone trust untrust
[FW2-policy-security-rule-IPSec_OA] destination-zone untrust trust
[FW2-policy-security-rule-IPSec_OA] source-address 172.16.40.0 mask 255.255.255.0
[FW2-policy-security-rule-IPSec_OA] source-address 100.100.1.0 mask 255.255.255.0
[FW2-policy-security-rule-IPSec_OA] destination-address 100.100.1.0 mask 255.255.255.0
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[FW2-policy-security-rule-IPSec_OA] destination-address 172.16.40.0 mask 255.255.255.0
[FW2-policy-security-rule-IPSec_OA] action permit

[FW2-policy-security-rule-IPSec_OA] quit

[FW2-policy-security] quit

[FW2]

[FW3] security-policy

[FW3-policy-security] rule name IPSec_OA

[FW3-policy-security-rule-IPSec_OA] source-zone trust untrust
[FW3-policy-security-rule-IPSec_OA] destination-zone untrust trust
[FW3-policy-security-rule-IPSec_OA] source-address 172.16.40.0 mask 255.255.255.0
[FW3-policy-security-rule-IPSec_OA] source-address 172.16.30.0 mask 255.255.255.0
[FW3-policy-security-rule-IPSec_OA] source-address 100.100.1.0 mask 255.255.255.0
[FW3-policy-security-rule-IPSec_OA] destination-address 100.100.1.0 mask 255.255.255.0
[FW3-policy-security-rule-IPSec_OA] destination-address 172.16.40.0 mask 255.255.255.0
[FW3-policy-security-rule-IPSec_OA] destination-address 172.16.30.0 mask 255.255.255.0
[FW3-policy-security-rule-IPSec_OA] action permit

[FW3-policy-security-rule-IPSec_OA] quit

[FW3-policy-security] quit

[FW3]

IR 6 FLE NAT S5tk

# B BIROSTIGTE FW iS85 FI97H0E NAT 505, J98HE NAT S8 IPSec VPN AVSSTE
BXE, BB IPSec VPN REAVSHEIETR NAT EIRAGIRIE,

[FW1]nat-policy

[FW1-policy-nat]rule name no-nat
[FW1-policy-nat-rule-no-nat]source-zone trust
[FW1-policy-nat-rule-no-nat]source-address 172.16.30.0 24
[FW1-policy-nat-rule-no-nat]destination-zone untrust
[FW1-policy-nat-rule-no-nat]destination-address 100.100.1.0 24
[FW1-policy-nat-rule-no-nat]action no-nat
[FW1-policy-nat-rule-no-nat]quit

[FW1-policy-nat]rule move no-nat top
[FW1-policy-nat]quit

[FW1]

[FW2]nat-policy

[FW2-policy-nat]rule name no-nat
[FW2-policy-nat-rule-no-nat]source-zone trust
[FW2-policy-nat-rule-no-nat]source-address 172.16.40.0 24
[FW2-policy-nat-rule-no-nat]destination-zone untrust
[FW2-policy-nat-rule-no-nat]destination-address 100.100.1.0 24
[FW2-policy-nat-rule-no-nat]action no-nat
[FW2-policy-nat-rule-no-nat]quit

[FW2-policy-nat]rule move no-nat top
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[FW2-policy-nat]quit
[FW2]

[FW3]nat-policy

[FW3-policy-nat]rule name no-nat
[FW3-policy-nat-rule-no-nat]source-zone trust
[FW3-policy-nat-rule-no-nat]source-address 100.100.1.0 24
[FW3-policy-nat-rule-no-nat]destination-zone untrust
[FW3-policy-nat-rule-no-nat]destination-address 172.16.40.0 24
[FW3-policy-nat-rule-no-nat]destination-address 172.16.30.0 24
[FW3-policy-nat-rule-no-nat]action no-nat
[FW3-policy-nat-rule-no-nat]quit

[FW3-policy-nat]rule move no-nat top

[FW3-policy-nat]quit

[FW3]

6.2.3 BcEZE - Web

TR 1 RNBERSHEE
# ¥ZEE “FT6-17 FAOKIEIE, TRMEERSEEE., HF RT1. RT2. SW1. SW2,
SW3 # Mirror-SW IR & Effc, BRnj2%E “64 BiESE” ,
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tslzepssAdninistrator>ipoconf ig

Jindows IP Configuration

thernet adapter service:

Connection—specific DNS
Link-local IPv6 Address
IPv4 Addres=s. . . . . .
Subnet Mazk . . . . . .
Default Gateway . . . .

fef@:tadbZ:-d4dd-aefbh:=74f 713
172.16.38.18

255 _255.255.8

172.16.38.2

thernet adapter mgmt:

Connection—specific DNS Suffix
Link-local IPv6s Address . . .
IPv4 Address. . . . . . . . .
Subnet Mask . . . . . . . . . 255 _ 2552558
Default Gateway . . . . . . . 1?2.168.20.254

unnel adapter iszatap.{CE3IB6T7BS-F74E—4E?C—2D2A—C55461647F7C3:

feB@::-216%9:-hebacaldl:-3falx12
122.168.28.187

Media State . - . - . . - . - . . = Media disconnected
Connection—specific DNS Suffix . =

unnel adapter isatap.{B8157AELS—-456B—4427-AYE1-B?6ED4CBIAAAS -

Media State . . . . . . . . . . . = Media dizconnected
Connection—specific DNS Suffix . =

FislserssAdminiztrator>ping 18A.100.1 .18

*nging 188.188.1_18 vwith 32 hytes of data:s

teply from 188.16068.1.18: bytes=32 time=1mns TTL=126

teply from 188.1080.1.18: bytes=32 time<lns TTL=126

teply from 188_.1688.1.18: hytes=32 time<imsz TTL=126
teply from 1808.160680.1.18: bytes=32 time<ins TTL=126

ing statistics for 16860.108.1.18:

Packets: Sent = 4, Received = 4, Lost = 8 {8x loss>.
pproximate round trip times in milli-—seconds:

Hinimum = Bms, MHaximum = 1ns. Average = Bmns

sUzepssAdninistratori_
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Ethernet adapter

IPv4A Address.
Subnet Mask
Default |

Tunnel adapter is; .{DBFCAGBT2-EF4F-476C-97EB-C2BBF39B6A5A

; .- ' Media disconnec
EUHHELCIUH—1UE:l+l' DNS 5 FF'H

Tunnel adapter isatap.{C67F2CCD-0648-4987 6A-ESSB241DC2CCY:

Media State . . . . . . . . . . . : Media disconnected

Connect

y tTrom 166.
r from 16
r from 186

A wow|mowm

* 186.166.1.16:
4, Received = 4, Lo
ﬂd trlp times in milli-
Maximum = 1ms, Averag

LA
Un rTJ |J'|

[E16-36 5P 2 ihinSSBEEENh

# {EF3 RDP &R PC5, FJFHars1T, PNt 2EmzoEs 1 WEBLRiw WWW Server F1955F 2
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thernet adapter service:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : Te80::7546:23ec:6f35:66c¢C
IPVE Address. « « « = 5 @+ @ « ¢« 5 190.100.1.10

Subnet Mask . . . . . . . . . . . ¢ 255,255,.255.0

Default Gateway . . . . . . . . . : 100.100.1.1

Tunnel adapter isatap.{D8FCA672-EF4F-476C-97EB-C2BBF3906A5A}:

Media State . . . . . . . Media disconnected
Connection- <pec1F1L DHS Sufflx

unnel adapter isatap.{C67F2CCD-0648-4907-8C6A-E55B241DC2CC}:

Media State . . . . . . : Media disconnected
Connection- spec1f1c DHS bufflx

C:\Users\Security>ping 172.16.30.10

?inging 172.16.30. with 32 bytes of data:

Reply from 172.16.30.10: bytes=32 time=1ms TTL=126
Reply from 172.16.30.10: bytes=32 time<ims TTL=126
Reply from 172.16.30.10: bytes=32 time<ims TTL=126
Reply from 172.16.30.10: bytes=32 time<ims TTL=126

cs for 172.16.30.10:
Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:
Minimum = ©ms, Maximum = 1ms, Average = ©Oms

C:\Users\Security>ping 172.16.40.10

Pinging 172.16.40.10 with 32 bytes of data:
Reply from 172.16.40.10: bytes=32 time=1ms TTL=126
from 172.16.40.10: bytes=32 time<ims TTL=126
y from 172.16.40.10: bytes=32 time<ims TTL=126
y from 172.16.40.10: bytes=32 time<ims TTL=126

Ping statistics for 172.16.40.10:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = ©ms, Maximum = 1ms, Average = Oms
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6.4 FLES®E
6.4.1 FW1 e &

E6-40 FW3 i85 IPSec VPN HE(=R

HCIP-Security_V4.0 SLEIGIESFH 51971
miE M R U ES
1
IPSecizizFI=
T ks
WEESIR IKEFFiER WIS /CPUS ERES s ESeiinld BSr vl THHIDHE JTWIDRE
© IKEff...
1-10 0/0 public e :PSE}:.‘. 10.3.1.2 100.1.1.8 ip 100.1.1.8
[&Z] L. (¢ =
E6-38 FW1 i8%% IPSec VPN [$ESR
mR M EE S EZ
1
IPSeciaizFIE
O Bk
FEEEIR IKEFBF &R B/US/CPUS ENFES K& Zgmitit Pur e TTRIDSEER IHIDRE
1-10 /0 public 8 :E:L’z 10.6.1.2 100.1.1.8 ip 100.1.1.8
[Z] D, . =
E6-39 FW2 i8%% IPSec VPN [$EER
EE L EE e 2%
1
IPSeciEisFIFE
[o g3
RESEIR IKEFRFiEiE BIS/CPUS ERlEs s it Tusdthit FTimIDEE
map1-10 0/0 public 8 :::‘:ﬁ 100.1.1.8 10.3.1.2 ip
map1-10 0/0 public g ::?:i 100.1.1.8 10.6.1.2 ip

#
sysname FW1
#
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acl number 3500
rule 5 permit ip source 172.16.30.0 0.0.0.255 destination 100.100.1.0 0.0.0.255

#
interface GE0/0/2
ip address 10.3.1.2 255.255.255.252
service-manage ping permit
ipsec policy 1
#
interface GEO/0/5
ip address 172.16.30.2 255.255.255.0
service-manage ping permit
#
ip route-static 0.0.0.0 0.0.0.0 10.3.1.1
#
ike proposal 1
encryption-algorithm aes-gcm-256
dh group14
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ipsec proposal 1
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256-gcm-128
#
ike peer 1
pre-shared-key Huawei@123
ike-proposal 1
remote-address 100.1.1.8
#
ipsec policy 1 10 isakmp
security acl 3500
ike-peer 1
proposal 1
#
firewall zone trust
set priority 85
add interface GE0/0/5
add interface GE0/0/6
#
firewall zone untrust
set priority 5
add interface GE0/0/1
add interface GE0/0/2
#
security-policy

5198
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rule name untrust-local
source-zone local
source-zone untrust
destination-zone local
destination-zone untrust
action permit
rule name IPSec_OA
source-zone trust
source-zone untrust
destination-zone trust
destination-zone untrust
source-address 100.100.1.0 mask 255.255.255.0
source-address 172.16.30.0 mask 255.255.255.0
destination-address 100.100.1.0 mask 255.255.255.0
destination-address 172.16.30.0 mask 255.255.255.0
action permit
#
nat-policy
rule name no-nat
source-zone trust
destination-zone untrust
source-address 172.16.30.0 mask 255.255.255.0
destination-address 100.100.1.0 mask 255.255.255.0
action no-nat
rule name trust-untrust
source-zone trust
destination-zone untrust
action source-nat easy-ip
#
return

5199

6.4.2 FW2 Bt &

#
sysname FW2
#
acl number 3500
rule 5 permit ip source 172.16.40.0 0.0.0.255 destination 100.100.1.0 0.0.0.255
#
interface GE0/0/2
ip address 10.6.1.2 255.255.255.252
service-manage ping permit
ipsec policy 1
#
interface GEO/0/5
ip address 172.16.40.2 255.255.255.0
service-manage ping permit
#
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ip route-static 0.0.0.0 0.0.0.0 10.6.1.1
#
ike proposal 1
encryption-algorithm aes-gcm-256
dh group14
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ipsec proposal 1
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256-gcm-128
#
ike peer 1
pre-shared-key Huawei@123
ike-proposal 1
remote-address 100.1.1.8
#
ipsec policy 1 10 isakmp
security acl 3500
ike-peer 1
proposal 1
#
firewall zone trust
set priority 85
add interface GE0O/0/5
add interface GE0/0/6
#
firewall zone untrust
set priority 5
add interface GE0/0/1
add interface GE0/0/2
#
security-policy
rule name untrust-local
source-zone local
source-zone untrust
destination-zone local
destination-zone untrust
action permit
rule name IPSec_OA
source-zone trust
source-zone untrust
destination-zone trust
destination-zone untrust
source-address 100.100.1.0 mask 255.255.255.0
source-address 172.16.40.0 mask 255.255.255.0
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destination-address 100.100.1.0 mask 255.255.255.0
destination-address 172.16.40.0 mask 255.255.255.0
action permit

#

nat-policy

rule name no-nat
source-zone trust
destination-zone untrust
source-address 172.16.40.0 mask 255.255.255.0
destination-address 100.100.1.0 mask 255.255.255.0
action no-nat
rule name trust-untrust
source-zone trust
destination-zone untrust
action source-nat easy-ip
#
return

6.4.3 FW3 Bd&

#
sysname FW3
#
acl number 3500
rule 5 permit ip source 100.100.1.0 0.0.0.255 destination 172.16.30.0 0.0.0.255
rule 10 permit ip source 100.100.1.0 0.0.0.255 destination 172.16.40.0 0.0.0.255
#
interface GE0O/0/1
ip address 100.1.1.8 255.255.255.0
service-manage ping permit
ipsec policy 1
#
interface GE0O/0/7
ip address 100.100.1.1 255.255.255.0
service-manage ping permit
#
ip route-static 0.0.0.0 0.0.0.0 100.1.1.1
#
ike proposal 1
encryption-algorithm aes-gcm-256
dh group14
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ipsec proposal 1
esp authentication-algorithm sha2-256
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esp encryption-algorithm aes-256-gcm-128
#
ike peer 1
pre-shared-key Huawei@123
ike-proposal 1
#
ipsec policy-template map1 10
security acl 3500

ike-peer 1

proposal 1

alias map1-10
#
ipsec policy 1 10 isakmp template map1
#

firewall zone trust
set priority 85
add interface GE0O/0/7
#
firewall zone untrust
set priority 5
add interface GE0O/0/1
#
security-policy
rule name untrust-local
source-zone local
source-zone untrust
destination-zone local
destination-zone untrust
action permit
rule name IPSec_OA
source-zone trust
source-zone untrust
destination-zone trust
destination-zone untrust
source-address 100.100.1.0 mask 255.255.255.0
source-address 172.16.30.0 mask 255.255.255.0
source-address 172.16.40.0 mask 255.255.255.0
destination-address 100.100.1.0 mask 255.255.255.0
destination-address 172.16.30.0 mask 255.255.255.0
destination-address 172.16.40.0 mask 255.255.255.0
action permit
#
nat-policy
rule name no-nat
source-zone trust
destination-zone untrust
source-address 100.100.1.0 mask 255.255.255.0
destination-address 172.16.30.0 mask 255.255.255.0

5202




Az

HUAWEI HCIP-Security_V4.0 SL815SF #2035
destination-address 172.16.40.0 mask 255.255.255.0
action no-nat

rule name nat1
source-zone trust
egress-interface GE0/0/1
source-address 10.3.0.0 mask 255.255.255.0
source-address 10.3.1.0 mask 255.255.255.0
action source-nat easy-ip

#

return

6.4.4 RT1 Fific &

#
sysname RT1
#
interface GigabitEthernet0/0/1
undo portswitch
#
interface GigabitEthernet0/0/1.2
dot1q termination vid 2
ip address 4.4.4.2 255.255.255.252
#
interface GigabitEthernet0/0/4
undo portswitch
ip address 10.3.1.1 255.255.255.252
#
ospf 1 router-id 33.33.33.1
import-route direct
import-route static
area 0.0.0.0
network 4.4.4.0 0.0.0.3
#
ip route-static 172.16.30.0 24 10.3.1.2
#
return

6.4.5 RT2 Fific e

#
sysname RT2

#

interface GigabitEthernet0/0/1
undo portswitch

#

interface GigabitEthernet0/0/1.40
dot1q termination vid 40
ip address 3.3.3.2 255.255.255.252
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#
interface GigabitEthernet0/0/4

undo portswitch

ip address 10.6.1.1 255.255.255.252
#
ospf 1 router-id 33.33.33.2

import-route direct

import-route static

area 0.0.0.0

network 3.3.3.0 0.0.0.3

#
ip route-static 172.16.40.0 24 10.6.1.2
#
return

6.4.6 SW1 FifcE

#
sysname SW1
#
vlan batch 2 40
#
interface vlanif1
ip address 100.1.1.1 255.255.255.0
#
interface vlanif2
ip address 4.4.4.1 255.255.255.252
#
interface vlanif40
ip address 3.3.3.1 255.255.255.252
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2 40
#
ospf 1 router-id 33.33.33.3
import-route direct
import-route static
area 0.0.0.0
network 3.3.3.0 0.0.0.3
network 4.4.4.0 0.0.0.3
#
ip route-static 100.100.1.0 24 100.1.1.8
#
return
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6.4.7 Mirror-SW Fhfic &

#
sysname Mirror-SW
#
vlan batch 2 40
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 2 40
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk allow-pass vlan 2 40
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2 40
#
return

6.4.8 SW2 Fific &

#

sysname SW2

#

vlan batch 30

#

interface GigabitEthernet0/0/1
port link-type access
port default vlan 30

#

interface GigabitEthernet0/0/15
port link-type access
port default vlan 30

#

interface GigabitEthernet0/0/13

shutdown

#

interface GigabitEthernet0/0/14

shutdown

#

return

6.4.9 SW3 FificE

#
sysname SW3
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#

vlan batch 40

#

interface GigabitEthernet0/0/1
port link-type access
port default vlan 40

#

interface GigabitEthernet0/0/14
port link-type access
port default vlan 40

#

return

6.5 BEM

STRASLEEEER, BN SEHZERETLURIR? AMTA?
SEER: TiXEN, BARTDEZEFHAREE IPSec VPN f&iE, SEBEIBAINSERFAR
0 IPSec VPN BRI, HAXZERIEBHARMIT,
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#24EVILAN4O B EIEMES
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#
acl number 3500
rule 5 permit ip source 172.16.30.0 0.0.0.255 destination 100.100.1.0 0.0.0.255
#
ipsec proposal 1
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256
#
ike proposal 1
encryption-algorithm aes-256
dh group14
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ike peer 1
pre-shared-key Admin@123
ike-proposal 1
remote-address 100.1.1.8
rsa encryption-padding oaep
rsa signature-padding pss
local-id-preference certificate enable
#
ipsec policy 1 10 isakmp
security acl 3500
ike-peer 1
proposal 1
tunnel local applied-interface
sa trigger-mode auto
#
interface GE0/0/2
undo shutdown
ip address 10.3.1.2 255.255.255.252
service-manage ping permit
ipsec policy 1
#
interface GEO/0/5
undo shutdown
ip address 172.16.30.2 255.255.255.0
service-manage http permit
#
firewall zone local
set priority 100
#
firewall zone trust
set priority 85
add interface GE0O/0/5

52103
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#
firewall zone untrust
set priority 5
add interface GE0/0/2
#
firewall zone dmz
set priority 50
#
ip route-static 0.0.0.0 0.0.0.0 10.3.1.1
#
security-policy
rule name untrust-local
source-zone untrust
source-zone local
destination-zone untrust
destination-zone local
action permit
rule name trust-untrust
source-zone trust
destination-zone untrust
source-address 172.16.30.0 mask 255.255.255.0
destination-address 100.100.1.0 mask 255.255.255.0
action permit
rule name untrust-trust
source-zone untrust
destination-zone trust
source-address 100.100.1.0 mask 255.255.255.0
destination-address 172.16.30.0 mask 255.255.255.0
action permit
#
nat-policy
rule name nat
source-zone local
source-zone trust
destination-zone untrust
action source-nat easy-ip
#
return

$21131

# F2ER FW2 B9FhRECE

#

sysname FW2

#

acl number 3500

rule 5 permit ip source 172.16.40.2 0.0.0.0 destination 100.100.1.0 0.0.0.255

#
ipsec proposal 1
transform ah
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ah authentication-algorithm sha2-256
#
ike proposal 1
encryption-algorithm aes-256
dh group14
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ike peer 1
pre-shared-key Huawei@123
ike-proposal 1
remote-address 100.100.1.1
remote-address 100.1.1.8
rsa encryption-padding oaep
rsa signature-padding pss
local-id-preference certificate enable
ikev2 authentication sign-hash sha2-256
#
ipsec policy 1 1 isakmp
security acl 3500
ike-peer 1
proposal 1
#
interface GE0O/0/2
undo shutdown
ip address 10.6.1.2 255.255.255.252
service-manage ping permit
ipsec policy 1
#
interface GEO/0/5
undo shutdown
ip address 172.16.40.2 255.255.255.0
service-manage ping permit
#
firewall zone local
set priority 100
#
firewall zone trust
set priority 85
add interface GE0O/0/5
#
firewall zone untrust
set priority 5
add interface GE0/0/2
#
firewall zone dmz

52121
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set priority 50
#
ip route-static 0.0.0.0 0.0.0.0 10.6.6.1
#
security-policy
rule name untrust-local
source-zone untrust
source-zone local
destination-zone untrust
destination-zone local
action permit
rule name trust-untrust
source-zone trust
destination-zone untrust
source-address 172.16.40.0 mask 255.255.255.0
destination-address 100.100.1.0 mask 255.255.255.0
action permit
rule name untrust-trust
source-zone untrust
destination-zone trust
source-address 100.100.1.0 mask 255.255.255.0
destination-address 172.16.40.0 mask 255.255.255.0
action permit
#
return

52131

# SEhk FW3 B9TRECE .

#
sysname FW3
#
acl number 3500
rule 5 permit ip source 100.100.1.0 0.0.0.255 destination 172.16.30.0 0.0.0.255
rule 10 permit ip source 100.100.1.0 0.0.0.255 destination 172.16.40.0 0.0.0.255
#
ipsec proposal 1
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256
#
ike proposal 1
encryption-algorithm aes-256
dh group14
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ike peer 1
pre-shared-key Huawei@123
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ike-proposal 1
rsa encryption-padding oaep
rsa signature-padding pss
local-id-preference certificate enable
ikev2 authentication sign-hash sha2-256
#
ipsec policy-template map1 10
security acl 3500
ike-peer 1
proposal 1
#
ipsec policy 1 1 isakmp template map1
#
interface GE0/0/1
undo shutdown
ip address 100.1.1.8 255.255.255.0
service-manage ping permit
ipsec policy 1
#
interface GEO/0/7
undo shutdown
ip address 100.100.1.1 255.255.255.0
service-manage ping permit
#
firewall zone local
set priority 100
#
firewall zone trust
set priority 85
add interface GE0/0/7
#
firewall zone untrust
set priority 5
add interface GE0/0/1
#
firewall zone dmz
set priority 50
#
ip route-static 0.0.0.0 0.0.0.0 100.1.1.1
#
security-policy
rule name untrust-local
source-zone untrust
source-zone local
destination-zone untrust
destination-zone local
action permit
rule name trust-untrust

2141




Az

HUAWEI HCIP-Security_V4.0 SL815SF #2155
source-zone trust
destination-zone untrust
source-address 100.100.1.0 mask 255.255.255.0
destination-address 172.16.30.0 mask 255.255.255.0
destination-address 172.16.40.0 mask 255.255.255.0
action permit
rule name untrust-trust
source-zone untrust
destination-zone trust
source-address 172.16.30.0 mask 255.255.255.0
source-address 172.16.40.0 mask 255.255.255.0
destination-address 100.100.1.0 mask 255.255.255.0
action permit
#
return

#RT1. RT2. Mirror-SW. SW1. SW2 1 SW3 iBXEBEASRE S EEBhRAT, Bk
A% “73 BESE” HXREWMEE., FEIfEE “E7-17 HEMKITR WWW Server,
PC2. PC5 BN EM-RSHBIEE -

LI’ 2 KWBEHE 1 SEEWES

# WAl KEZEFERE IPSec VPN RIRTIREIER Internet AUEEOIRAHANX . FRLABSEG
EIREARAM .

<FW1> ping 100.1.1.8

PING 100.1.1.8: 56 data bytes, press CTRL_C to break
Reply from 100.1.1.8: bytes=56 Sequence=1 ttl=253 time=22 ms
Reply from 100.1.1.8: bytes=56 Sequence=2 ttl=253 time=4 ms
Reply from 100.1.1.8: bytes=56 Sequence=3 ttl=253 time=56 ms
Reply from 100.1.1.8: bytes=56 Sequence=4 tt|=253 time=5 ms
Reply from 100.1.1.8: bytes=56 Sequence=5 tt|=253 time=54 ms

--- 100.1.1.8 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 4/28/56 ms

# LA EEERETRDE 1 SEEE O KSR AMIZORARNEL, ZEHEENSEREM,
£ FW1 _ERBISEMISE ping SEBRYMISSMIK

<FW1> ping -a 172.16.30.2 100.100.1.1

PING 100.100.1.1: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 100.100.1.1 ping statistics ---
5 packet(s) transmitted




Az

HUAWEI

HCIP-Security_V4.0 SC3GIESFAR 21611

0 packet(s) received
100.00% packet loss

# WX AT ESZaAEE ., HEEE FW1 _EE2EELT IKE SA F IPSec SA,

<FW1> display ike sa

<FW1> display ipsec sa

# I EFRAI IKE SA F1 IPSec SA, 18A IPSec VPN ;&BERKID, HATEESLIS IKE
SA B 7iiesk, EHIE—MER IKE tBXEE .

# BF KE IPEXMAIEE .

[FW1] display ike error-info verbose
current info Num :17
Ike error information:
current ike Error-info number :17

Peer :100.1.1.8

Port : 500

version 1v2

Reason : authentication fail

Detail : recv peer auth fail notification(pre-share-key)

Error-time : 20XX-XX-XX

# 2 ERMEERILUATL IKE R Ma BARRE SRHEEZAELRY .
# 183 FW1 89 IKE —PhERBOEETRECS .

#
ike proposal 1
encryption-algorithm aes-256
dh group14
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ike peer 1
pre-shared-key Admin@123
ike-proposal 1
remote-address 100.1.1.8
rsa encryption-padding oaep
rsa signature-padding pss
local-id-preference certificate enable
#

# 198 FW2 RY IKE —B ERAYIBXTRECE -

ike proposal 1
encryption-algorithm aes-256
dh group14
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authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ike peer 1
pre-shared-key Huawei@123
ike-proposal 1
remote-address 100.100.1.1
remote-address 100.1.1.8
rsa encryption-padding oaep
rsa signature-padding pss
local-id-preference certificate enable
ikev2 authentication sign-hash sha2-256
#

21731

# XEEAI FW1 B9 ike peer 5 FW2 | ike peer FIREZZ SRR EIA—
# 18X FW1 B9 ike peer %58,

[FW1] ike peer 1
[FW1-ike-peer-1] pre-shared-key Huawei@123
[FW1-ike-peer-1] quit

# SRR DIMRIFfR, £ FW1 _EBR(ERILSSMX ping SEBRILSSRK o

<FW1> ping -a 172.16.30.2 100.100.1.1
PING 100.100.1.1: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
--- 100.100.1.1 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

# MRS 2ZEMAERE,
# YREERGEE FWT _EAY IKE SA 0 IPSec SA,

<FW1> display ike sa
IKE SA information :

Conn-ID Peer VPN Flag(s) Phase RemoteType RemotelD
55 100.1.1.8/500 RD|STI|A v2:2 IP 100.1.1.8
54 100.1.1.8/500 RD|STI|A v2:1 IP 100.1.1.8

Number of IKE SA : 2

<FW1> display ipsec sa
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ipsec sa information:
Interface: GigabitEthernet0/0/2
IPSec policy name: “1”
Sequence number : 10
Acl group : 3500/IPv4
Acl rule 210
Mode : ISAKMP
Connection ID 145
Encapsulation mode: Tunnel
Holding time : 0d Oh Om 45s
Tunnel local :10.3.1.2/500
Tunnel remote : 100.1.1.8/500
Flow source : 172.16.30.0/255.255.255.0 0/0-65535

Flow destination :100.100.1.0/255.255.255.0 0/0-65535

[Outbound ESP SAs]
SPI: 187369605 (0xb2b0885)
Proposal: ESP-ENCRYPT-AES-256 ESP-AUTH-SHA2-256-128
SA remaining soft duration (kilobytes/sec): 17825792/1397
SA remaining hard duration (kilobytes/sec): 20971520/1936
Max sent sequence-number: 13
UDP encapsulation used for NAT traversal: N
SA encrypted packets (number/bytes): 5/720

[Inbound ESP SAs]
SPI: 187186009 (0xb283b59)
Proposal: ESP-ENCRYPT-AES-256 ESP-AUTH-SHA2-256-128
SA remaining soft duration (kilobytes/sec): 18035507/1433
SA remaining hard duration (kilobytes/sec): 20971520/1936
Max received sequence-number: 12288
UDP encapsulation used for NAT traversal: N
SA decrypted packets (number/bytes): 5/720
Anti-replay : Enable

Anti-replay window size: 1024

# HFEEAI FW1 E7Z7E IKE SA 1 IPSec SA, {BRIWEARE, 1ETRKREE ACL 3500 28
imikl S RE.

<FW1> display acl all
Advanced ACL 3500, 1 rule ( Reference counter 1)
Acl's step is 5
rule 10 permit ip source 172.16.30.0 0.0.0.255 destination 100.100.1.0 0.0.0.255 (0 times matched)

# HFEAI ACL 3500 BCETIR, {BasPit#FRIENN, HLHIEHRERBET IPSec &R
Sh1E  HRIERIIEAMBIRSGRE, RN AEET NAT &8, ASEH IPSec {RIRITACLE,
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B53#8 1 Binid Internet BIFER, FEEPEIR NAT kK. EILLFRHE FW1 125 NAT fc
Ho

[FW1]nat-policy
[FW1-policy-nat]display this
#
nat-policy
rule name nat
source-zone local
source-zone trust
destination-zone untrust
action source-nat easy-ip
#
return

# LLE NAT B2& 3R FW1 B9 local XigiF0 trust XIgA7EE A8 untrust XIERYZER, 15
SEPHITIREMBIIEEE, FW1 _ERRAEIZEON G0/0/2, FRLARIIX IPSec /2 HR4MERT R
10.3.1.2, FiEPTEZE) ACL 3500, #niEfiA IPSec IEHXAMERIZ

# B2 FW1 1% NAT BcE .

[FW1] nat-policy

[FW1-policy-nat] undo rule name nat

[FW1-policy-nat] rule name IPSec-deny
[FW1-policy-nat-rule-IPSec-deny] destination-address 100.100.1.0 mask 255.255.255.0
[FW1-policy-nat-rule-IPSec-deny] source-zone local
[FW1-policy-nat-rule-IPSec-deny] source-zone trust
[FW1-policy-nat-rule-IPSec-deny] destination-zone untrust
[FW1-policy-nat-rule-IPSec-deny] action no-nat
[FW1-policy-nat-rule-IPSec-deny] quit

[FW1-policy-nat] rule name nat

[FW1-policy-nat-rule-nat] source-zone local
[FW1-policy-nat-rule-nat] source-zone trust
[FW1-policy-nat-rule-nat] destination-zone untrust
[FW1-policy-nat-rule-nat] action source-nat easy-ip
[FW1-policy-nat-rule-nat] quit

[FW1-policy-nat] quit

# TR EARCERS, & FW1IRE EBXASSMX ping SEFRIMSSMIX o

[FW1] ping -a 172.16.30.2 100.100.1.1

PING 100.100.1.1: 56 data bytes, press CTRL_C to break
Reply from 100.100.1.1: bytes=56 Sequence=1 ttl=255 time=4 ms
Reply from 100.100.1.1: bytes=56 Sequence=2 ttl=255 time=2 ms
Reply from 100.100.1.1: bytes=56 Sequence=3 ttl=255 time=2 ms
Reply from 100.100.1.1: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 100.100.1.1: bytes=56 Sequence=5 ttl=255 time=2 ms

--- 100.100.1.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
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round-trip min/avg/max = 1/2/4 ms
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

# BREERDER 1 A SSRim WWW Server UHZEIIX S 3Bl 554%01m PC5 RUEBENE .
:\Users\Administrator>ipconfig

Jindows IP Configuration

thernet adapter service:

Connection—specific DNS

Link—local IPuv6 Address feB8O::adb2:d4d4:aefh:74f7213
IPv4 Address. . . . . 172.16.30.10

Subnet Mask . . . . . 255 .255.255.9

Default Gateway . . . 172.16.30.2

thernet adapter mgmt:

Connection—specific DNS Suffix

Link—-local IPv6 Address . . . . fe80B::216%9:hebazaldl:3fa1z12
IPu4 Address. . . . -« -« « o« . . 192.168.20.107

subnet Mask . <« w ' & o & & = e 255.255.255.0

Default Gateway . . . . . . . . 192.168.20.254

Tunnel adapter isatap.{CE386785-F74E-4E9C-9D2A-C55461647F7C>:

Medila State . . & v e el % & e i@ - Media disconnected
Connection—specific DNS Suffix .

Tunnel adapter isatap.{8157AE65-456B-4427-A7E1-B96ED4CB30808A> :

Media State . . . Media disconnected

Connection— °pe01f1c DNS Sufflx & :

>:\Users\Administrator>ping 100.100.1.10

?inging 1008.10808.1.108 with 32 bhytes of data:

leply from 100.100.1.10: hbytes=32 time=1ms TTL=126
leply from 180.1608.1.108: bhytes=32 time{ims TTL=126
leply from 100.1008.1.108: bytes=32 time{ims TTL=126
leply from 180.1080.1.10: hytes=32 time<ims TTL=126

ing statistics for 100.10606.1.10:

Packets: Sent = 4, Received = 4, Lost = 8@ (Bx loss).
pproximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 1ms, Average = Bms

:\Users\Administrator)
El7-2 5588 1 5288ziERYLsEliz
# AILARILER 1 S2EZENSErLAEERE, 2980 1 ZEEBRY IPSec VPN HERESE
o
LB 3 KREDI 2 525HLE
# SRLR 2 PHIERE, BB AMNEOZERIIEHAIAMY .

<FW2> ping 100.1.1.8
PING 100.1.1.8: 56 data bytes, press CTRL_C to break
Request time out
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Request time out

Request time out

Request time out

Request time out

--- 100.1.1.8 ping statistics ---

5 packet(s) transmitted

0 packet(s) received
100.00% packet loss

# ZHER, AMZEOZERBAARDIL, HEEF FW2 RENZERIEEE.

security-policy
rule name untrust-local
source-zone untrust
source-zone local
destination-zone untrust
destination-zone local

action permit

# ZHERN, ZERBECELIR, BEEFKAR, KLU FW2 IREEE Internet AYRE

iz=7=2 8
<FW2> display ip routing-table
Proto: Protocol Pre: Preference
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route
Routing Table : _public_
Destinations : 11 Routes : 11
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.6.1.0/30 Direct 0 0 D 10.6.1.2 GE0/0/2
10.6.1.2/32 Direct 0 0 D 127.0.0.1 GE0/0/2
10.6.1.3/32 Direct 0 0 D 127.0.0.1 GE0/0/2
22.22.22.1/32 Direct 0 0 D 127.0.0.1 LoopBack0
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBackO0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
172.16.40.0/24 Direct 0 0 D 172.16.40.2 GEO0/0/5
172.16.40.2/32 Direct 0 0 D 127.0.0.1 GEO0/0/5
172.16.40.255/32 Direct 0 0 D 127.0.0.1 GEO0/0/5
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
# BEERBEANES.
<FW2> display current-configuration | include route-static
ip route-static 0.0.0.0 0.0.0.0 10.6.6.1

# RMREEHN T —HERERR, TE2E89106.1.1,
‘ [FW2]ip route-static 0.0.0.0 0.0.0.0 10.6.1.1
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# TR LAERER, BXid Fw2 287 LA ping 18 FW3 #9 G0/0/1 #0O ., AILALKISH
HOIRES2EHHOIREZBIEARNA

52223

3z
).L

I:I

<FW2> ping 100.1.1.8

PING 100.1.1.8: 56 data bytes, press CTRL_C to break

Reply from 100.1.1.8: bytes=56 Sequence=1 ttl=253 time=2 ms
Reply from 100.1.1.8: bytes=56 Sequence=2 tt|=253 time=3 ms
Reply from 100.1.1.8: bytes=56 Sequence=3 ttl=253 time=33 ms
Reply from 100.1.1.8: bytes=56 Sequence=4 ttl=253 time=2 ms
Reply from 100.1.1.8: bytes=56 Sequence=5 ttl=253 time=2 ms

--- 100.1.1.8 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 2/8/33 ms

# MRERTE FW2 198 RV SSMIKIBIR S BRI SS MK, AILAREIERIGIE .

<FW2> ping -a 172.16.40.2 100.100.1.1
PING 100.100.1.1: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
--- 100.100.1.1 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

# T—LHENE FW2 18T E2BEL 7 IKE SA F IPSec SA,

<FW2> display ike sa
IKE SA information :
Conn-ID Peer VPN Flag(s) Phase RemoteType RemotelD
14 100.1.1.8/500 RDIST|A v2:1 IP 100.1.1.8
Number of IKE SA : 1

‘ <FW2> dis ipsec sa

# ZIEBE R IKE SAHEIERE, (BERTFE IPSec SA, 588 IKE —[ERIDEIRLIN, ZBERHD

AR, XMEREEREERNNRSHA—HSHH.
# 1B FW2. FW3iRE L IPSec REIZINMIEE

[FW2] ipsec proposal 1
[FW2-ipsec-proposal-1] display this
#
ipsec proposal 1

transform ah
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ah authentication-algorithm sha2-256
#

52231

[FW3]ipsec proposal 1
[FW3-ipsec-proposal-1]display this
#
ipsec proposal 1

esp authentication-algorithm sha2-256

esp encryption-algorithm aes-256-gcm-128
#

# KERI FW2 25 ERY IPSec ZEIRINAVFIEINYII AH, {B FW3iR&E L IPSec RE1RIN

AYEFEEN R ESP, “EEEARA—H
# 45 FW2 L IPSec ZIBNIER NI TEE -

[FW2] ipsec proposal 1

[FW2-ipsec-proposal-1] transform esp

[FW2-ipsec-proposal-1] esp authentication-algorithm sha2-256
[FW2-ipsec-proposal-1] esp encryption-algorithm aes-256
[FW2-ipsec-proposal-1] quit

# TR EARRCERS, & FW2iR%E EBRXASSKX ping SEFRYSSMIX o

<FW2> ping -a 172.16.40.2 100.100.1.1

PING 100.100.1.1: 56 data bytes, press CTRL_C to break
Request time out
Reply from 100.100.1.1: bytes=56 Sequence=2 ttl=255 time=3 ms
Reply from 100.100.1.1: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 100.100.1.1: bytes=56 Sequence=4 ttl=255 time=2 ms
Reply from 100.100.1.1: bytes=56 Sequence=5 ttl=255 time=2 ms

--- 100.100.1.1 ping statistics ---
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss
round-trip min/avg/max = 1/2/3 ms

# BILARINSSMFERTLA ping 38, iBA IKE SA #0 IPSec SA @RI .
# REENRKHER 2 W BRIRE SIS Ein 2 BRNER M
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y>ping 168.186.1.10

.”-.'l-._,.

(100% loss),

7-3 8B 2 ARl ERSS N (AATE )

# WA FWIRERSMXbitaT A EE, (BERELAIERNE, IEERE I SEiEH
MESHECERT IR ( ALRELIFREMESHEOATIR ) , LIk FW2 I§& BT ik
IPSec VPN WVSZimH ACL BR B 2B 1EMf o

# KB ACL 2B 8aPITHEEH,

<FW2> display acl all
Advanced ACL 3500, 1 rule ( Reference counter 1)
Acl's step is 5
rule 5 permit ip source 172.16.40.2 0.0.0.0 destination 100.100.1.0 0.0.0.255 (5 times matched)

# MBERI ACL si+57E PC2 3518 PC5 HIEITEURAN 5, SR EFTEK ., B ACL
3500 AYIRHBUER B E B 2 BV SSMES o

# {24 FW2 | ACL 3500 BYFCE .

[FW2] acl number 3500

[FW2-acl-adv-3500] rule permit ip source 172.16.40.0 0.0.0.255 destination 100.100.1.0 0.0.0.255
[FW2-acl-adv-3500] undo rule 5

[FW2-acl-adv-3500] quit

# ST DAFCESS, dREERDHER 2 BY PC2 i5(a)2ERAY PC5,
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IPwv "-1 l—-l']']f Bs5s.
Subnet Mask
Default Gateway

Tunnel adapter isatap.{D8FCAGY72-EFAF-476C-97EB-C2EBF3I986A5A

Media disconnected

Tunnel adapter isatap.{C67F2CCD-P648-4987-8CBA-ESSE241DC2CCY:

Media State . . . . . ! Media disconnected
Connection-spec 1+1' DHw :

\Security>pin

Approximate r in milli-seconds:
Minimum ax = lNSJ Average = 8ms

El7-4 588 2 15ialS BBk sS it

# BILARIIDER 2 52EZENWSEnLAEERE, 280 2 ZSEBRY IPSec VPN HEESE
}520

L], 4 MBS 5HE0 2 ks

# DEZ EEEEEEERIL gL, SiEERN:
WWW Server&>FW1&>FW3ES>FW2E>PC2, XFA DSR2 a1 82T IPSec VPN,
5B 1 B9 WWW Server i51a)93EF 2 B9 PC2 BIEHEEIA SR 1 A9H O FW1 BF, FW1 SRS
453 IPSec VPN 3543 FW3, FW3 iBiZ IPSec VPN SHRSEER LS FW2, R KIBIE—
o

# gelitosfziarlEZiEEsE, FRDER 1 WE2im WWW Server 151819380 2 BY PC2,
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sUzerssAdminiztratorXipconf ig

dindows IP Configuration

thernet adapter service:

Connection—specific DMES Suffix
Link—-local IPve Address . . .

IPv4 Address. . . . . .
Subnet Mask . . . . .
Default Gateway . . .

felBf::adb2:d4d4:aefbh:74f 7213
172.16.38.18

255.255.255.08

172.16.38.2

thernet adapter ngnmt:
Connection—specific DME Suffix
Link-local IPvé Address . . .
IPv4 Address. . . . . .

Subnet Mask . . . . . - . - . . 955 255255 @
Default Gateway . . . - . - . = 1?2.168.28.254

unnel adapter isatap.{CE306785-F74E-4E?C-2D2A—-C55461647F7C>:

feBB::2169:hebataldl:3falxi2
192.168.28.187

Media State . . . . . . . . - Media disconnected

Connection—specific DMS Sufflx -

unnel adapter izatap.{815YAEGS—456B—4427-A7E1-B76ED4ACB30AAA =

Media State . . . - - - Media disconnected

Cunnectlun—dpec1f1c DNS Suffix . ;

C:slUzerssAdministrator>ping 172 _16.40.18

172.16.48.18 with 32 bytesz of data:
timed out.

lequest timed out.

lequest timed out.

lequest timed out.

statistics for 172.16.48.108:
Packets: Sent = 4, Received = B, Lost = 4 {188+ loss>.

El7-5 5588 1 361E5388 2 kS5l (FAK )

# MRS ER 1 55988 2 ZIEWSAETIA
# BEEEDE 1 HORE FW1 B ACL &THiE TiE[a9E0 2 A SRE.

<FW1> display acl all
Advanced ACL 3500, 2 rules ( Reference counter 1)
Acl's step is 5
rule 10 permit ip source 172.16.30.0 0.0.0.255 destination 100.100.1.0 0.0.0.255 (13 times matched)

# TLAET FW1 i85 LAY ACL ;8 BEE WWW Server WESE! PC2 MESRORSLIITE, A
o

# 1£ FW1 A9 ACL 3500 7500 WWW Server WEZZE! PC2 MIEZRYBESLHEIT o

[FW1] acl number 3500
[FW1-acl-adv-3500] rule permit ip source 172.16.30.0 0.0.0.255 destination 172.16.40.0 0.0.0.255
[FW1-acl-adv-3500] quit

# B2, FW2 F1 FW3 fYRSGIR L E B EEIN TR E -
# 1€ FW2 B9 ACL 3500 370 PC2 MERE] WWW Server X EZHYRSCHENT o
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[FW2] acl number 3500
[FW2-acl-adv-3500] rule permit ip source 172.16.40.0 0.0.0.255 destination 172.16.30.0 0.0.0.255
[FW2-acl-adv-3500] quit

# 1€ FW3 B9 ACL 3500 ;&80 WWW Server EZE! PC2 (EZ . PC2 RJERZE! PC1 [ ERAYEEHER

pr
Lo

[FW3] acl number 3500
[FW3-acl-adv-3500] rule permit ip source 172.16.30.0 0.0.0.255 destination 172.16.40.0 0.0.0.255
[FW3-acl-adv-3500] rule permit ip source 172.16.40.0 0.0.0.255 destination 172.16.30.0 0.0.0.255
[FW3-acl-adv-3500] quit

# STRX EIAMRIESS, 988 1 WSSRim WWW Server {KIBFZIBEI D ER 2 A 554%im PC2,
sUzeprssAdministratorXipconf ig

Jindows IP Configuration

thernet adapter service:

Connection—specific DME Suffix
Link-local IPve Address . . .

IPv4 Address. . . . . . .
Subnet Mask . . . . . . .
Default Gateway . . . . .

feB8B::tadb2:d4d4:aefh:74f7:213
172.16.30.108

255.255.255.8

172.16.30.2

thernet adapter mgmt:

Connection—specific DNS Suffix
Link—-local IPvh Address . . . .
IPv4 Address. . . . . & & - - .
Subnet Mask . . . . . . . . . . 255.255.255.8@
Default Gateway . . . . . . . . 172168 .20_254

unnel adapter izatap.{CE306735-F74E—4E?C-?2D2A-C55461647F7C>:

fed@::216%2:bhebaaldl:3falx12
1?22.168.268.187

Media State . . - Media disconnected

Cunnectlun—dpec1f1c DNS Suffix .

unnel adapter izatap.{815%7YAEGS—456B-4427-AVE1-B?6ED4CB380AA% =

Media State . . - Media disconnected

Cunnectlun—ﬂpec1f1c DNS Suffix .

C:slUzerssAdministrator>ping 172 _16.40.18

Yinging 172.16.48.18 with 32 bytes of data:
fequest timed out.
fequest timed out.
fequest timed out.
lfequest timed out.

ing statistics for 172.16.48.18:
Packets: Sent = 4, BReceived = B, Lost = 4 (188x loss).

E7-6 588 1 i5a19388 2 k5 (FAhX)
# REEFEESER 1 HOIRE FW1 89 ACL SR EL

<FW1> display acl all
Advanced ACL 3500, 2 rules ( Reference counter 1)
Acl's step is 5
rule 5 permit ip source 172.16.30.0 0.0.0.255 destination 100.100.1.0 0.0.0.255 (13 times matched)
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| rule 10 permit ip source 172.16.30.0 0.0.0.255 destination 172.16.40.0 0.0.0.255 (0 times matched)

# ALIKISER 1 2288 2 B ACL INFRas, RIBZBIRIEZE, WRRER

VPN RIS TRIE, TTREREIEMUIHE NAT &bE,
# B FW1 I NAT BCE o

B IPSec

[FW1]nat-policy
[FW1-policy-nat]dis this
#
nat-policy
rule name IPSec-deny
source-zone local
source-zone trust
destination-zone untrust
destination-address 100.100.1.0 mask 255.255.255.0
action no-nat
rule name nat
source-zone local
source-zone trust
destination-zone untrust
action source-nat easy-ip
#

# TTLARI FW1 LAY NAT SRREEEHR T WWW Server i518] PC2 iR SRR ENE .
# 1822 FW1 B9 NAT BL&

[FW1] nat-policy

[FW1-policy-nat] rule name IPSec-deny

[FW1-policy-nat-rule-IPSec-deny] destination-address 172.16.40.0 mask 255.255.255.0
[FW1-policy-nat-rule-IPSec-deny] quit

[FW1-policy-nat] quit

# TR EARES, HEHGE FW1 (IR ERBEE

[FW1]security-policy
[FW1-policy-security]dis this
#
security-policy
rule name untrust-local
source-zone untrust
source-zone local
destination-zone untrust
destination-zone local
action permit
rule name trust-untrust
source-zone trust
destination-zone untrust
source-address 172.16.30.0 mask 255.255.255.0
destination-address 100.100.1.0 mask 255.255.255.0
action permit
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rule name untrust-trust
source-zone untrust
destination-zone trust
source-address 100.100.1.0 mask 255.255.255.0
destination-address 172.16.30.0 mask 255.255.255.0
action permit
#

# ALAAI untrust 5 trust Z[BYLZ 2 REERMOE 172.16.40.0/24 WEZ .
# 1B FW1 BIL 258,

[FW1] security-policy

[FW1-policy-security] rule name trust-untrust

[FW1-policy-security-rule-trust-untrust] destination-address 172.16.40.0 mask 255.255.255.0
[FW1-policy-security-rule-trust-untrust] rule name untrust-trust
[FW1-policy-security-rule-untrust-trust] source-address 172.16.40.0 mask 255.255.255.0
[FW1-policy-security-rule-untrust-trust] quit

[FW1-policy-security] quit

# BN FW2 BNEZ 25

[FW2] security-policy

[FW2-policy-security] rule name trust-untrust

[FW2-policy-security-rule-trust-untrust] destination-address 172.16.30.0 mask 255.255.255.0
[FW2-policy-security-rule-trust-untrust] rule name untrust-trust
[FW2-policy-security-rule-untrust-trust] source-address 172.16.30.0 mask 255.255.255.0
[FW2-policy-security-rule-untrust-trust] quit

[FW2-policy-security] quit

# TR DREEE, FADER 1 A9ESER WWW Server SIHZERXSE8 2 (53481% PC2 (19
B
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swUzerssAdministrator>ipconfig

Jdindows IP Configuration

Ethernet adapter service:

Connection—specific DHS Suffix

Link—-local IPuvb Adderes=z . . . fefd:tadbZ:ddd4-aefh:74f 713
IPv4 Address. . . . . . . . . 172.16.38.18

Subnet Mask . . . . . . . . . 255 .255.255.8

Default Gateway . . . . . . . 172_16.38.2

Ethernet adapter mgmt:

Connection—specific DMS Suffix

Link—-local IPuv6 Address . . . . feBB::216%hebataldl=3falx12
IPv4d Addwess. . . . . . - 1922 .168.20.187

Subnet Mask . . . . . . - 255 _255.255.A

Default Gateway . . . . - 1922 .168.20.254

unnel adapter isatap.{CE3B6785-F74E-4E?C—9D2A-C5546164YF7CS:

Media State . . . . . . . . . . . & Media dizconnected
Connection—specific DNS Suffix . =

unnel adapter isatap.{8157AERS—456B—-4427-AYE1-B?6ED4CBIBABAZ =

Media State . . . . . . . . . . . & Media dizconnected
Connection—specific DNS Suffix . =

CiwlUzerssAdministrator>ping 172.16_48.1A8

Pinging 172.16.48.18 with 32 hytes of data:

Reply from 172_16_48.18: hytez=32 time=3mz TTL=125%

Reply from 172.16.48.18: bhytez=32 time=1mz TTL=125

Reply from 172_.16_48.10: hytez=32 time=1m=z TTL=125%
Reply from 172.16.48.18: hytez=32 time=1msz TTL=125%

ing statistics for 172_16.48.108:

Packets: Sent = 4, Received = 4, Lost = @ {Bx loss),
pproximate round trip times in milli—seconds:

Hinimum = 1ims, Maximum = 3ms. Average = 1nms

E7-7 988 1 5199956 2 Wzt

# ALARISER 1 5988 2 ZErSEAIEERE, 588 1 =528 2 A9 IPSec VPN HEE
5eRk o

73 BcESE
7.3.1 FW1 &

#
sysname FW1
#
acl number 3500
rule 10 permit ip source 172.16.30.0 0.0.0.255 destination 100.100.1.0 0.0.0.255
rule 15 permit ip source 172.16.30.0 0.0.0.255 destination 172.16.40.0 0.0.0.255
#
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ipsec proposal 1
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256
#
ike proposal 1
encryption-algorithm aes-256
dh group14
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ike peer 1
pre-shared-key Huawei@123
ike-proposal 1
remote-address 100.1.1.8
rsa encryption-padding oaep
rsa signature-padding pss
local-id-preference certificate enable
#
ipsec policy 1 10 isakmp
security acl 3500
ike-peer 1
proposal 1
tunnel local applied-interface
sa trigger-mode auto
#
interface GE0O/0/2
undo shutdown
ip address 10.3.1.2 255.255.255.252
service-manage ping permit
ipsec policy 1
#
interface GEO/0/5
undo shutdown
ip address 172.16.30.2 255.255.255.0
service-manage http permit
#
firewall zone local
set priority 100
#
firewall zone trust
set priority 85
add interface GE0O/0/5
#
firewall zone untrust
set priority 5
add interface GE0/0/2

52313
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#
firewall zone dmz
set priority 50
#
ip route-static 0.0.0.0 0.0.0.0 10.3.1.1
#
security-policy
rule name untrust-local
source-zone untrust
source-zone local
destination-zone untrust
destination-zone local
action permit
rule name trust-untrust
source-zone trust
destination-zone untrust
source-address 172.16.30.0 mask 255.255.255.0
destination-address 100.100.1.0 mask 255.255.255.0
destination-address 172.16.40.0 mask 255.255.255.0
action permit
rule name untrust-trust
source-zone untrust
destination-zone trust
source-address 100.100.1.0 mask 255.255.255.0
source-address 172.16.40.0 mask 255.255.255.0
destination-address 172.16.30.0 mask 255.255.255.0
action permit
#
nat-policy
rule name IPSec-deny
source-zone local
source-zone trust
destination-zone untrust
destination-address 100.100.1.0 mask 255.255.255.0
destination-address 172.16.40.0 mask 255.255.255.0
action no-nat
rule name nat
source-zone local
source-zone trust
destination-zone untrust
action source-nat easy-ip
#
return

7.3.2 FW2 fic&

#
sysname FW2
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#
acl number 3500
rule 5 permit ip source 172.16.40.0 0.0.0.255 destination 100.100.1.0 0.0.0.255
rule 5 permit ip source 172.16.40.0 0.0.0.255 destination 172.16.30.0 0.0.0.255
#
ipsec proposal 1
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256
#
ike proposal 1
encryption-algorithm aes-256
dh group14
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ike peer 1
pre-shared-key Huawei@123
ike-proposal 1
remote-address 100.100.1.1
remote-address 100.1.1.8
rsa encryption-padding oaep
rsa signature-padding pss
local-id-preference certificate enable
ikev2 authentication sign-hash sha2-256
#
ipsec policy 1 1 isakmp
security acl 3500
ike-peer 1
proposal 1
#
interface GE0/0/2
undo shutdown
ip address 10.6.1.2 255.255.255.252
service-manage ping permit
ipsec policy 1
#
interface GEO/0/5
undo shutdown
ip address 172.16.40.2 255.255.255.0
service-manage ping permit
#
firewall zone local
set priority 100
#
firewall zone trust
set priority 85

5233
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add interface GE0O/0/5
#
firewall zone untrust
set priority 5
add interface GE0/0/2
#
firewall zone dmz
set priority 50
#
ip route-static 0.0.0.0 0.0.0.0 10.6.1.1
#
security-policy
rule name untrust-local
source-zone untrust
source-zone local
destination-zone untrust
destination-zone local
action permit
rule name trust-untrust
source-zone trust
destination-zone untrust
source-address 172.16.40.0 mask 255.255.255.0
destination-address 100.100.1.0 mask 255.255.255.0
destination-address 172.16.30.0 mask 255.255.255.0
action permit
rule name untrust-trust
source-zone untrust
destination-zone trust
source-address 100.100.1.0 mask 255.255.255.0
source-address 172.16.30.0 mask 255.255.255.0
destination-address 172.16.40.0 mask 255.255.255.0
action permit
#
return

733 FW3 fic&

#
sysname FW3
#
acl number 3500
rule 5 permit ip source 100.100.1.0 0.0.0.255 destination 172.16.30.0 0.0.0.255
rule 10 permit ip source 100.100.1.0 0.0.0.255 destination 172.16.40.0 0.0.0.255
rule 15 permit ip source 172.16.30.0 0.0.0.255 destination 172.16.40.0 0.0.0.255
rule 20 permit ip source 172.16.40.0 0.0.0.255 destination 172.16.30.0 0.0.0.255
#
ipsec proposal 1

esp authentication-algorithm sha2-256




Ve

HUAWEI

HCIP-Security_V4.0 SLIGESFAR

esp encryption-algorithm aes-256
#
ike proposal 1
encryption-algorithm aes-256
dh group14
authentication-algorithm sha2-256
authentication-method pre-share
integrity-algorithm hmac-sha2-256
prf hmac-sha2-256
#
ike peer 1
pre-shared-key Huawei@123
ike-proposal 1
rsa encryption-padding oaep
rsa signature-padding pss
local-id-preference certificate enable
ikev2 authentication sign-hash sha2-256
#
ipsec policy-template map1 10
security acl 3500
ike-peer 1
proposal 1
#
ipsec policy 1 1 isakmp template map1
#
interface GE0/0/1
undo shutdown
ip address 100.1.1.8 255.255.255.0
service-manage ping permit
ipsec policy 1
#
interface GE0O/0/7
undo shutdown
ip address 100.100.1.1 255.255.255.0
service-manage ping permit
#
firewall zone local
set priority 100
#
firewall zone trust
set priority 85
add interface GE0/0/7
#
firewall zone untrust
set priority 5
add interface GE0/0/1
#
firewall zone dmz

5235
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set priority 50
#
ip route-static 0.0.0.0 0.0.0.0 100.1.1.1
#
security-policy
rule name untrust-local
source-zone untrust
source-zone local
destination-zone untrust
destination-zone local
action permit
rule name trust-untrust
source-zone trust
destination-zone untrust
source-address 100.100.1.0 mask 255.255.255.0
destination-address 172.16.30.0 mask 255.255.255.0
destination-address 172.16.40.0 mask 255.255.255.0
action permit
rule name untrust-trust
source-zone untrust
destination-zone trust
source-address 172.16.30.0 mask 255.255.255.0
source-address 172.16.40.0 mask 255.255.255.0
destination-address 100.100.1.0 mask 255.255.255.0
action permit
#
return

7.34 RT1 Fific &

#
sysname RT1
#
interface GigabitEthernet0/0/1
undo portswitch
#
interface GigabitEthernet0/0/1.2
dot1q termination vid 2
ip address 4.4.4.2 255.255.255.252
#
interface GigabitEthernet0/0/4
undo portswitch
ip address 10.3.1.1 255.255.255.252
#
ospf 1 router-id 33.33.33.1
import-route direct
import-route static
area 0.0.0.0
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network 4.4.4.0 0.0.0.3

#

ip route-static 172.16.30.0 24 10.3.1.2

#

return

523731

7.3.5 RT2 Fific &

#
sysname RT2
#
interface GigabitEthernet0/0/1
undo portswitch
#
interface GigabitEthernet0/0/1.40
dot1qg termination vid 40
ip address 3.3.3.2 255.255.255.252
#
interface GigabitEthernet0/0/4
undo portswitch
ip address 10.6.1.1 255.255.255.252
#
ospf 1 router-id 33.33.33.2
import-route direct
import-route static
area 0.0.0.0
network 3.3.3.0 0.0.0.3
#
ip route-static 172.16.40.0 24 10.6.1.2
#
return

7.3.6 SW1 FificE

#
sysname SW1
#
vlan batch 2 40
#
interface vlanif1
ip address 100.1.1.1 255.255.255.0
#
interface vlanif2
ip address 4.4.4.1 255.255.255.252
#
interface vlanif40
ip address 3.3.3.1 255.255.255.252
#
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interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2 40
#
ospf 1 router-id 33.33.33.3
import-route direct
import-route static
area 0.0.0.0
network 3.3.3.0 0.0.0.3
network 4.4.4.0 0.0.0.3
#
ip route-static 100.100.1.0 24 100.1.1.8
#
return

7.3.7 Mirror-SW i &

#
sysname Mirror-SW
#
vlan batch 2 40
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 2 40
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk allow-pass vlan 2 40
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2 40
#
return

7.3.8 SW2 fifc &

#

sysname SW2

#

vlan batch 30

#

interface GigabitEthernet0/0/1
port link-type access
port default vlan 30

#

interface GigabitEthernet0/0/15
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port link-type access
port default vlan 30
#
interface GigabitEthernet0/0/13
shutdown
#
interface GigabitEthernet0/0/14
shutdown
#
return

7.3.9 SW3 Fific&

#

sysname SW3

#

vlan batch 40

#

interface GigabitEthernet0/0/1
port link-type access
port default vlan 40

#

interface GigabitEthernet0/0/14
port link-type access
port default vlan 40

#

return

7.4 BEI

AELIGMKIF, DEZEREET IPSec VPN Hifi, SEHXENLZEREZTEZITIRE?

S2EER: EosfEIpRSREX T 2EEOMXIERR, FREBEHEZEXE, PRLATHE
BRXNRZEREEBITHRBREINHYRE .
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SSL VPN ZR&E=CEE

8.1 LIS/ M8

8.1.1 XF AL

HEekHOREXERSE, W EERT (Legal PC) FEEMH SSL VPN 89 “MEIRRE” I
geipIEE N S ERARMAYISS (PCT1) o

ASCISEmid e S OB A FW2 188 EEBE SSL VPN EHAMX, FHEcEMLEY EINgE, #
EWEER TinaEIAMEIFEK
8.1.2 LB
o ZERSSL VPN EXEEFIE.
o SCHIBIERR T XS ERAI M SSHYAIE .
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/ Legal PC Dj

Swi

Mirror-SW

RT2

SW3

™

N\

NdA 1SS

Internet /
Intran&

E8-1 SSL VPN #FEHEBRSCIGHRFM

24131

FW2 fERTRIE O% iR, & SSL VPN EIIMX, ®fE&ARF (Legal PC) 5 Fw2
#8137 SSL VPN p%i&E, FiEid SSL VPN MLEi RIhgeima e pakss (PC1) o

SW3. RT2. Mirror-SW #1 SW1 188 Effic, EFEEEALIELSEBPARNEA, FHEER
2 “84 FESE” PEXIGENMECE, ALIWESANDG FW2 188 FXERE .

8.1.4 SLIGHIXI

#=8-1 IgFiEOMKIZE

RE =0 FOMR EORER i5EA
PVID: 1
SW1 G0/0/3 Trunk SMirror-SWHiE
Allow-pass VLAN: 40
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242

HUAWEI
5RT2i%%
VLANIF40 =E#E0 3.3.3.1/30 GEO0/0/1.408O=F
HEX
G0/0/14 Access PVID: 1000 iE$ELegal PC
VLANIF1000 =BE#0 100.20.1.1/24 Legal PCAIRIZE
G0/0/2 PVID: 1 e
Mirror-SW Trunk BHi&EEO
G0/0/3 Allow-pass VLAN: 40
G0/0/1 Access PVID: 40 5rwaHE
SW3
G0/0/13 Access PVID: 40 ERZPCI
o 10.6.1.2/30 InternetthiZ0, 5
GEO/0/2 =R ZeXia: untrust RT2EE
FW2
- —En 172.16.10.1/24 PRI
/0/ —== ZeXid: trust
_ N 3.3.3.2/30 5SW1i£&VLANIF40
GE0/0/1.40 | =B+ - — .
2T ol BrE #2425V AN4O EO=RE%
GEQ/0/4 === 10.6.1.1/30 5rmwW2H%E
Ceantpe | Etherneto . 100.20.1.2/24 -~
€93 thernet ) R 100.20.1.1 S
172.17.10.2/24 .
PC1 EthernetO RS g
R 172.17.10.1
<
8.2 SCUG{ESS
8.2.1 BLEEBIR
1. ESEOEMESE, HicBEZE2RERITHRENERRERISEZR.
2.8l% UCL BFNFETF SSL VPN iIZiEEANBFRKS,
3. BcE AR AR T imte B P\ A BT SRER A P ittt
48132 SSL VPN EHIM%, HiREMXZIRFIMXinOEFSE.
5.FF/3 SSL VPN WM& EIhee, HigEBEXSH.
6.B28 SSL VPN (I, HISAEXEE UCL BFNalimaaRMEE, & EH g
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822 BcEZXR - CLI

1 EOEMERS
# BE FW2 ir&WsiE0 1P it e X,

[FW2]interface GE0/0/2

[FW2-GE0/0/2] ip address 10.6.1.2 255.255.255.252
[FW2-GE0/0/2] service-manage ping permit
[FW2-GE0/0/2]quit

[FW2]interface GEO/0/5

[FW2-GEO0/0/5] ip address 172.16.10.1 255.255.255.0
[FW2-GE0/0/5] service-manage ping permit
[FW2-GEO0/0/5]quit

[FW2]firewall zone trust

[FW2-zone-trust] add interface GEO/0/5
[FW2-zone-trust]quit

[FW2]firewall zone untrust

[FW2-zone-untrust] add interface GEO/0/2
[FW2-zone-untrust]quit

[FW2]

LB 2 RELLERE

# TERAKEE FW21RE LR ER S5, fo1F SSL VPN BEEhERER W ERBFITEh
[l A RIRYILSSIRE o

[FW2]security-policy

[FW2-policy-security]rule name ssl_gw
[FW2-policy-security-rule-ssl_gw]source-zone untrust
[FW2-policy-security-rule-ssl_gw]destination-zone local
[FW2-policy-security-rule-ssl_gw]destination-address 10.6.1.2 32
[FW2-policy-security-rule-ssl_gw]action permit
[FW2-policy-security-rule-ssl_gw]quit

[FW2-policy-security]rule name ssl_oa
[FW2-policy-security-rule-ssl_oa]source-zone untrust
[FW2-policy-security-rule-ssl_oa]destination-zone trust
[FW2-policy-security-rule-ssl_oaldestination-address 172.16.10.0 24
[FW2-policy-security-rule-ssl_oa]action permit
[FW2-policy-security-rule-ssl_oa]quit

[FW2-policy-security]quit

[FW2]

EI8 3 HlER UCL BFNARS

# B3 UCLZH (group1) FIFAF SSL VPN =i \MI RS
( User001/Huawei@123) .

[FW2]ucl-group name group1
[FW2]aaa
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[FW2-aaa] local-access-user User001
[FW2-aaa-access-user-User001]password cipher Huawei@123

Info: After changing the rights (including the password, access type) of a local access user, the rights of
users already online do not change. The change takes effect to users who go online after the change.

Info: The password of the local access user is saved in real time, but is not saved in the saved-
configuration file.

[FW2-aaa-access-user-User001]service-type sslvpn

Warning: If the service type of local access users is configured multiple times, the new configuration
overwrites the previous one. The new configuration may cause local access users unable to go online.
Continue? [Y/N]:y

Info: After changing the rights (including the password, access type) of a local access user, the rights of
users already online do not change. The change takes effect to users who go online after the change.
[FW2-aaa-access-user-User001]ucl-group group1

[FW2-aaa-access-user-User001]quit

[FW2-aaa]quit

[FW2]

LI 4 gttt

# BCEMMIHELIED (172.16.10.200-250 ) , BFiERFEARNES, AESEARMBILE,

[FW2] ip pool ip_pool

[FW2-ip-pool-ip_pool] section 0 172.16.10.200 172.16.10.250
[FW2-ip-pool-ip_pool] quit

[FW2]

I8 5 FiE SSL VPN EHR%

# GUE SSL VPN EiMX, FHREMXZIMFIMXiCESE, EIIFE SSL VPN MR =
Ige, FHRERXSH.

[FW2] virtual-gateway SSL_Gateway_1

Warning: The SSL VPN function affects the performance of the entire system. Pay attention to the traffic
and CPU usage of the device.

[FW2-virtual-gateway-SSL_Gateway_1] service address 10.6.1.2 port 443
[FW2-virtual-gateway-SSL_Gateway_1] service
[FW2-virtual-gateway-SSL_Gateway_1-service] network-extension keep-alive timeout 120
[FW2-virtual-gateway-SSL_Gateway_1-service] network-extension ip-pool ip_pool
[FW2-virtual-gateway-SSL_Gateway_1-service] network-extension mode adapt

[FW2-virtual-gateway-SSL_Gateway_1-service] network-extension resource test ip-subnet 172.16.10.0
255.255.255.0

[FW2-virtual-gateway-SSL_Gateway_1-service] quit
[FW2-virtual-gateway-SSL_Gateway_1] quit
[FW2]

$IE 6 #E SSL VPN BRAE

# BCE SSL VPN B9 E, FHEAEXEE UCL BRIAFRIIRIAMEIR, HITRIRERE
*y o

[FW2] virtual-gateway SSL_Gateway_1
[FW2-virtual-gateway-SSL_Gateway_1] role Role1
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[FW2-virtual-gateway-SSL_Gateway_1-role-Role1] group group1
[FW2-virtual-gateway-SSL_Gateway_1-role-Role1] resource test
[FW2-virtual-gateway-SSL_Gateway_1-role-Role1] quit
[FW2-virtual-gateway-SSL_Gateway_1] quit

[FW2]

8.2.3 BCEZ IR - Web

T EOEMERS

# £ FW2 18 Web EERMIEF “WE > &0 , #AEOYXREERE, EF “6.2.3
BeELE - Web” hECELIE, &% “X8-17 HUBMLI, Thk FW21R&E IS EOAIMELEFD
ZEXIGHEE, BcESRENERUT:

\"é USG6525F R s R R
1
2
@ =0O%
Csiz T8k
Q@ =2xXm
& DNs #OER @ik REXIE SRS/ VPNF IP3tBE R
@ DHCPER:=I: — e o s » 192.168.20.6 EASIP (IPva)
< - NONE -- % _management_vpn_ BIP (IPv6)
@ =aE Virtual-if NONE B public
B Ipsec o " BSIP (1Pv4)
NON J: public BEIP (IPv6)
) GRE 7EIP (IPv4)
@ GRE GE0/0/1 Intrust B: public :‘3’:P €)
#IP (IPv6)
@ SSLVPN E . R 10.6.1.2 BSIP (IPva)
) Fl: public E2ZSIP (IPv6)
g b 172.16.10.1 ESIP (IPv4)
public BEIP (IPV6)

BE8-2 FW2 i\ siEOEmMA S
TR 2 MBREHEK

# 1£ FW2 igeF Web SIERMEIEE “RIE > T2HRIK > Z2RE > TEREER #AR
SREEEERE, FITLATERE, @U@ﬁz@‘*ﬂﬁ, H4T SSL VPN BHEMERENITIZERFIA
[l AR SSIRE o
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~ BeR
&R ssl_gw
g
2k
4
SRR -- NONE --
~ &

O S=FRNERERSER, URESER, § NREEKRINSEE

=X & untrust X

kX @ any

= BEE

B 1}
BrYEE 0 =X ERERS
=2k & local X

it AX @ 10.6.1.2/255... X

= e

BE O

Y any

BE v NA/ER/R2E/EE/VLAN ID

~ TE

RERLSRE ¥ RHS/\S0HE/URLE /ARSI S/ i E8/a5i3 8/DNSIS 8

) 4
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El8-3 FW2 Z25RARECE (SSL VPN thasin )

~ #BR
1
ik
-
SRREAH -- NONE --
~ ¥

=X & untrust X

itk AX @ any

e

B 1
BRy=E 0 =X EHIRS
=2XiE @ trust X

HhAtX @ 172.16.100/.. X

e

B O

71,04 any

BE v NA/AF/RLE/HER/VLAN ID

~ aF

ABRLRE v RES/\EHE/URLE /WSS E/ i sls/ el B/DNSE 2

4
BGA SofE e

E]8-4 FW2 2258 ECE (SSL VPN W3 )

IR 3 I3 UCL BFNAEF

# 1£ FW2 igeF Web SIERMEIEE “WR > AF > AFEE" | #EAX AR SRR,
HATLATRIE, €2 UCL BFIAHAR,, AT SSL VPN #ANRFIAILE,
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E8-5 elE UCLA

[E8-6 BlEEZth SSL VPN AR

LI 4 gttt

# TE FW2iR%E Web EIEFREEE “Mx > ikt > #{E” , #HAICORERE, HiT
ATRE, SIZAmithiltith AT imiZ A PR\ METREX A RIBE .

:?k USG6525F miR e RER RE  REH

@ iIs - HBHEmF

TS 3
o B

CAIES
=2 sehbnEE DNSBESS =R
CRL
iEBE
Q swie v
@ Es v
8 =A v
& AR ~
AFER
LR5E <
EEAP
B AR v
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[E8-7 ML ECE R
b 1che w63 172.16.10.200-172.16.10.250

7 RMERIE
ESEDNSEES S
EHEDONSIESEE
EENENSIES

FHIZNBNSIRS &=

ol
[E]8-8 GlIEEA Mttt
I 5 FIE SSL VPN iM%

# 1F FW2 184 Web E1BREIEFE “M4& > SSL VPN > SSL VPN > $fiE” , ## SSL VPN

MXECEFRE, HATLATRIE, BcE SSL VPN EHANXHEIEMEY RINeE, e R
AT WAMAIFER

ﬂ USGE525F

mE M AR MR P D 2 O & webuser
® =0 SSLVPN i . ——
Q@ m2Em

8 o 0 | mxan ol e

RS BERCAES
(m]
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E]8-9 A SSL VPN ¥t E R m

1

‘ S ES © FEMREithE
@ Asre

l-f-;ngawm;_t 10.6.1.2 #0443 qdoza»sooum W 443
& meEn BT NRBRTAZELREDE, SERSEESSENES, USISSTUESERAE,
E O
® MAGUE
(RS
[ZESNES ] 0 LNEEENEAMASLSSERRAEZNVINESBRTEER,
DPEE O RsA sM2
£ N default (ERIAIES)
BFAE "
S,
c)
DNSHERS
=] N
[E8-10 SSL VPN EHI R ERtSH T E
B m=EE B RSN T PN REERARRS, RERSANSLSERE, IRERFTIUERSERREE.
1 e
@ mErm
EERaTaE <60-600>8>
A maEn * Pt
RESHEE
@ MAGAE
N =0
e
3
ENERENES Q SRR
RiE mEFEE
4
E ] c
0O | &% \PRIER faik
| D test 172.16.10.0/255.255.255.Dé
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[E8-11 SSL VPN MR RS S

R A=Es RBENGIE 2
emsuime o

@ mAErE
- O == =BEF HEE2E
@) MAGAIE
E]8-12 ¥ SSL VPN A eIERmE

AR BT
=== Role1

XEAP User001 X

XBR2H groupl X

= 2

EREE R

O  =Esen i

3

H1E 1 20%/m BE 1 [l

#BR ATRDzASRFERINBNERIIER, REAERSHNE. FRmss]

4
BH =
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[E18-13 feE SSL VPN fa&igi

R mxEs REEIE
@ RErE

O BE XBAR FERR=H
8 aemg O  Rolet A User001 A group1 I
@ MAGAE

vd
H
2
™
A

E]8-14 H%E SSL VPN RS HFHER GRS

8.3 L ERIGIE
# (£ RDP ZF Legal PC, EHIIDIWEERT, FIHSEE “univpn” ZERFEE, HITLATE
E:

VPNConnect

2]
UniVPN Select Connection: &) Proxy Settings -+

P

VPN Name:

Bytes Sent:
Bytes Received:

Duration:

User Name:
Virtual Ip Address:

Status:  -----

Connect
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E]8-15 ¥JFF SSL VPN EFimFFA SSL VPN S B R
© New Connection X
P SSLVPN 1
nnection Name:
L2TP/IPSec Connection Name
test a '3
Import
Description:
Gateway Address: o
10.6..2 * port: |443 ¥*®
Tunnel Mode:

|Auto-sensing ~] @

[v Route Overwrite @
I~ GmSSL algorithm ®

=9
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E8-16 EZE SSL VPN iEEZS#
VPNConnect g - x
(%) ' Select Connection: & Proxy Settings <+ New Connection
=
= test o
VPN Name: test o
Bytes Sent:
Bytes Received:
Duration:
User Name:
Virtual Ip Address:
Status: -----
[ Connect 9
[E]8-17 %88 SSL VPN Ri€
Login S
Server Address: 10.6.1.2:443 Vl [T Automatic

User Name:

Password:

User001

0000000000 |uawei@123

[v save password [~ Automatic login

Login

g
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[E]8-18 5% SSL VPN [3€

© Warning X

Safety warning: untrusted VPN server certificate!

Issued by the server certificate is not credible, you can

choose “Change Setting” , in the subsequent login to
R ignore this warning. Or reference “Help Document” by

importing the certificate method to eliminate the alarm.

Change Setting Help Document

Continue [ Cancel ]

El8-19 PRSI LR EE

VPNConnect o - x
' Select Connection: {5 Proxy Settings < New Connection
@
— VPN
i v test w0
VPN Name: test

Bytes Sent: 0.00 KB
Bytes Received: 0.00 KB

Duration: 00:00:20

User Name: User001 Switch Account

Virtual Ip Address: 172.16.10.215

Status:  successfully connect!

Disconnect ]

E]8-20 SSL VPN &R TH

# FI7F Legal PC <1780, A “ipconfig” BEMLESH, aILALKIBRIEIREAMIL
Sttt :
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C:\Users\Security>ipconfig

Windows IP Configuration

Unknown adapter Local Area Connection:
Connection
Link-local IPvé6
IPv4 Address.
Subnet Mask
Default Gateway

-specific DN
Addre

S Suffix
s

:7c¢5d: bL!Z 4e03:b46e%21

S

Ethernet adapter mgmt:

Connection-specific DNS S
Link-local IPv6 Address
IPv4 Address.

Subnet Mas .

Default Gateway

._h
O M
NN

8070%13

®
= N =2 e

w

W
OWnN oL
Y
N e
Ui
B

1:7a81:dlef:

L

=N

O Ul o
S Oy e
o wvicow

N NN

o0

ls]

i

Ethernet adapter service:

Connection-specific DNS

Link- 10&81 IPv6 Address
IPv4 Add

Subnet Ha:k

Default Gatew

D
(o]
D Y
= B
w

i

D =
Vi~
wn .

=N =
[a»] ® D
DN O

N NN -
(93]
v
[ %)

[av]
= .
=

Tunnel adapter isatap.{D8FCA672-EF4F-476C-97EB-C2BBF3906A5A}:

Media State
Connection-specific

Tunnel adapter i

Media State
Connection-specific

DNS Suffix

.{C67F2CCD-064

DNS Suffix

Media disconnected

-4907-8C6A-ES55B241DC2CC}:

Media disconnected

E]8-21 Legal PC HEMKZSH
# {£F8 Legal PCifjaliddlkPgR) PC1, $ERUIT:
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C:\Users\Security>ping 172.16.10.2

Pinging 172.16.10.2 with 32 bytes of data:

Reply from 172.16.10.2: bytes=32 time=2ms TTL=127
Reply from 172.16.10.2: bytes=32 time=1ms TTL=127
Reply from 172.16.10.2: bytes=32 time=1ms TTL=127
Reply from 172.16.10.2: bytes=32 time=1ms TTL=127

Ping statistics for 172.16.10.2:

Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1ms

C:\Users\Security>_

E18-22 Legal PC ifjaltNkPIR PCT

8.4 BcES=E
84.1 FW2 icE&E

#
sysname FW2
#
ucl-group name group1
#
ip pool ip_pool
section 0 172.16.10.200 172.16.10.250
#
aaa
local-access-user User001
service-type sslvpn
ucl-group group1
y
#
interface GE0O/0/2
ip address 10.6.1.2 255.255.255.252
service-manage ping permit
#
interface GEO/0/5
ip address 172.16.10.1 255.255.255.0
service-manage ping permit
#
ip route-static 0.0.0.0 0.0.0.0 10.6.1.1
#
firewall zone trust
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add interface GE0O/0/5
#
firewall zone untrust
add interface GE0/0/2
#
security-policy
rule name ssl_gw
source-zone untrust
destination-zone local
destination-address 10.6.1.2 mask 255.255.255.255
action permit
rule name ssl_oa
source-zone untrust
destination-zone trust
destination-address 172.16.10.0 mask 255.255.255.0
action permit
#
virtual-gateway SSL_Gateway_1 0
service address 10.6.1.2 port 443
service
network-extension ip-pool ip_pool
network-extension resource test ip-subnet 172.16.10.0 255.255.255.0
role Role1 0
group group1
resource test
#
return

8.4.2 SW1 FRfic &

#
sysname SW1
#
vlan batch 40 1000
#
interface vlanif40
ip address 3.3.3.1 255.255.255.252
#
interface vlanif1000
ip address 100.20.1.1 255.255.255.0
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 40
#
interface GigabitEthernet0/0/14
port link-type access
port default vlan 1000
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#
ospf 1 router-id 33.33.33.3

import-route direct

area 0.0.0.0

network 3.3.3.0 0.0.0.3

#
return

8.4.3 Mirror-SW Fific &

#
sysname Mirror-SW
#
vlan 40
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk allow-pass vlan 40
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 40
#
return

8.4.4 RT2 FificE

#
sysname RT2
#
interface GigabitEthernet0/0/1
undo portswitch
#
interface GigabitEthernet0/0/1.40
dot1q termination vid 40
ip address 3.3.3.2 255.255.255.252
#
interface GigabitEthernet0/0/4
undo portswitch
ip address 10.6.1.1 255.255.255.252
#
ospf 1 router-id 33.33.33.2
import-route direct
area 0.0.0.0
network 3.3.3.0 0.0.0.3
#
return
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8.4.5 SW3 Fific&

52603

#

sysname SW3

#

vlan batch 40

#

interface GigabitEthernet0/0/1
port link-type access
port default vlan 40

#

interface GigabitEthernet0/0/13
port link-type access
port default vlan 40

#

return

8.5 BEE

B KIEERE T SSL VPN FEHIAMXS, EReR SR IPSec VPN R%?
SELER:

AILAEF, (BRIMXIEZEELM IPSec VPN [k, B SSL VPN MXATHEETE:

1.IPSec VPN {RIFEIAIMRERD SSL VPN (RIFEIAMIREREES o
2.5SL VPN SMNERKERYREAEETE IPSec (RIFRERTSEEA o
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DDoS K5 HHISELS

9.1 LIS/ M8

90.1.1 XF AL

FIEHEAHUE DDoS ISR S lT, B EHOXERE Anti-DDoS i85, FiEid
SecoManager 1Z#283F Anti-DDoS I8 &ZHHTEFSIEINRIE T A

9.1.2 LI HAY
o Z2fFM SecoManager EIEFMAE Anti-DDoS I8 .
o EiR SecoManager BB MERAA %,
o ZEE{EF BGP HiTaISS IRAECE TS E .
o ZBET SecoManager #2283 Anti-DDoS 18 & & RIEFH IR R REARE .
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0.1.3 SCIGZHM 1B

Swi1

Internet

P
Intranet

.COM
S I T )

[19-1 DDoS HphfEIsCiSHn

Attack PC #&#l DDoS IZHiR, RT1 bl OERAES, EHOMEE LfEE T —8% 5
15845 Anti-DDoS &l &ExdHE, STImESIQN, &I AMNERE TXIIMNIIRMARSSAI Web AR
28 (WWW Server) ,

i54B8: SecoManager ( ATIC ) 5 Detecting. Cleaning 18 ZI8ISEFRE Mirror-SW i&#&&i%E
B, ATENR, AEZEWE, SRR . SW1 1 SW2 ig& ek, BfEE
2% ‘94 EESE .

RIEE AR EHTI AT -

1. Internet #F4>: Attack PC fMIEE SW1 L,
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2. DIWHO: SAMUREGREY,, A= Internet iFlAIR S ZBAMAYREE4E Anti-
DDoS 1R SZiTRIAETN . HOREEES Anti-DDoS &% E 2 BiEIS2E BGP &
Internet 15{a)E N AMASTEERES IRE Anti-DDoS ;&% &AL

3. Anti-DDoS E#%: SecoManager fAazR{lE Anti-DDoS &85 . Anti-DDoS &5i%iRE,
FH A RAMGUFDE RS .
4, IAM: Web IRZEFERT Internet 2RSS, MFEE FW1 L,

9.1.4 SEIGHLK!

#F9-1 1 RFREOMKIE

RE iwEA ZEOMR ZOER i58H
PVID: 1 _ i
G0/0/3 Trunk S5Mirror-SWEHIE
Allow-pass VLAN: 2
SW1 G0/0/13 Access PVID: 30 i&E#EAttack PC
VLANIF30 | =E#&O 20.20.20.1/24 Attack PCRJ
VLNAIF2 =EE0O 4.4.4.1/30 5RT1=E5Ef
G0/0/1 Access PVID: 30 5rW1EE
SW2
G0/0/15 Access PVID: 30 EEWWW Server
G0/0/1 PVID: 1 5RrT1H®E
Trunk
Mirror-SW G0/0/3 Allow-pass VLAN: 2 Egis0
G0/0/4 Access PVID: 1 KANBLE, WERixO
G0/0/1.2 | EBFEO 4:4.4.2/30 SSW1EE
. =—=F1= = 1=
of #24EV| AN2
G0/0/4 == 10.3.1.1/30 5rwi1gE
PVID: 1 - Anti-DDOSTETEG
—JANt- 05/8I7tIX
G0/0/6 Trunk - . .
RT1 /0/ Allow-pass VLAN: SHiE
10 20
5imEA, SAnti-
VLANIF10 | =E#0 1.1.1.1/24 DDoSi& IR
GO0/0/0. 14z OX31%
N g =2 i
VLANIF20 | =E#0 222.1/24 @'E“E" ' '_?A”t'
DDoS/ELIRE
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G0/0/0.21EOXt1zE
G0/0/2 =E#E0 10:3.1.2/30 SRT1HE
—= . —_ 1=
Ze X1 untrust
FW1
. 172.16.30.2/24 5sw2HiE, Www
G0/0/5 =E#EO N ‘
ZEeXiE: trust Serverpyx
vpnh instance:
MEth0/0/0 | =E#0O | _management_vpn_ E1EEO
192.168.2.10/24
Detecting A4z ;
SO, SMirror-
PVID: 1
G0/0/0 Access SWEHE
G0/0/3 = 192.168.2.13/24 HE&XEEO
vph instance:
MEth0/0/0 | =E#&O | _management_vpn_ E1EEO
192.168.2.12/24
PVID: 1
. G0/0/0 Trunk Allow-pass VLAN: SRTIREEEK
Cleaning
10 20
VLANIF10 | =E#&0 1.1.1.2/24 SliRiEO
VLANIF20 | =E#E0O 2.22.2/24 [EFEO
G0/0/3 =BE0O 192.168.2.14/24 HE&XEEO
SecoManager N N
ETH1 (SRS 192.168.2.200/24 =HIEE ST
( ATIC)
20.20.20.2/24 »
Attack PC Ethernet0 RS i
M: 20.20.20.1/24
172.16.30.10/24 "
WWW Server | Ethernet0 SRS i
Mx: 172.16.30.2/24

9.2 SLI{FSSBECE

0.2.1 BEeERIK
1.2 EEE I SEONEMEE R LS SIREE .
2 BEFinidMIR, SBEE Anti-DDoS 82T a0,
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3ERWHE MR Mirror-SW iR E EEBIROER, SHEABIHMNANSREHEGE

Detecting 18 o

4.7% RT1 1257F0 Cleaning i ZEEBE BGP MY, #3Z IBGP PFEXEKR, ASSH 100, FiE
EHABBIPIIER (WWW Server ) BIRTEEREM RT1 5[iRZE Cleaning 185 .

5.%mEERE, Cleaning iIg&@id PBR AU RERIFE RT1 18
6.7E Detecting i&#&#0 Cleaning 12 L& SNMP #1 STelnet IhgE, AFIIHE
SecoManager,

7.2 SecoManager #HE Detecting 2% Cleaning %%, FECEIFXISRFBHMEIR

022 BB

TR 1 NEERrSHES
# 1288 “5R9-17 HUENIK, STRMBEARSHEE . Hp SW1Fl SW2 iREEEME, B
HAEsE “94RESE .

# Mirror-SW IRE(F AR SRR %YL, RS SecoManager (ATIC) #HIzg
Anti-DDoS W& Z BN "EEIKIRE, HRMiEXZEANEMES.

[Mirror-SW]vlan batch 2 43

[Mirror-SW]interface GigabitEthernet0/0/1
[Mirror-SW-GigabitEthernet0/0/1] port link-type trunk
[Mirror-SW-GigabitEthernet0/0/1] port trunk allow-pass vlan 2
[Mirror-SW-GigabitEthernet0/0/1]interface GigabitEthernet0/0/3
[Mirror-SW-GigabitEthernet0/0/3] port link-type trunk
[Mirror-SW-GigabitEthernet0/0/3] port trunk allow-pass vlan 2
[Mirror-SW-GigabitEthernet0/0/3]interface GigabitEthernet0/0/5
[Mirror-SW-GigabitEthernet0/0/5] port link-type access
[Mirror-SW-GigabitEthernet0/0/5] port default vlan 43
[Mirror-SW-GigabitEthernet0/0/5]interface GigabitEthernet0/0/6
[Mirror-SW-GigabitEthernet0/0/6] port link-type access
[Mirror-SW-GigabitEthernet0/0/6] port default vlan 43
[Mirror-SW-GigabitEthernet0/0/6]interface GigabitEthernet0/0/7
[Mirror-SW-GigabitEthernet0/0/7] port link-type access
[Mirror-SW-GigabitEthernet0/0/7] port default vlan 43
[Mirror-SW-GigabitEthernet0/0/7]interface GigabitEthernet0/0/8
[Mirror-SW-GigabitEthernet0/0/8] port link-type access
[Mirror-SW-GigabitEthernet0/0/8] port default vlan 43
[Mirror-SW-GigabitEthernet0/0/8]interface GigabitEthernet0/0/9
[Mirror-SW-GigabitEthernet0/0/9] port link-type access
[Mirror-SW-GigabitEthernet0/0/9] port default vlan 43
[Mirror-SW-GigabitEthernet0/0/9]quit

[Mirror-SW]

# RTIREAEWHNORE, FEET “F9-17 MRSV SEOEMECE.

[RT1]vlan batch 10 20
[RT1]interface GigabitEthernet0/0/1
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[RT1-GigabitEthernet0/0/1] undo portswitch
[RT1-GigabitEthernet0/0/1]interface GigabitEthernet0/0/1.2
[RT1-GigabitEthernet0/0/1.2] dot1q termination vid 2
[RT1-GigabitEthernet0/0/1.2] ip address 4.4.4.2 255.255.255.252
[RT1-GigabitEthernet0/0/1.2]interface GigabitEthernet0/0/4
[RT1-GigabitEthernet0/0/4] undo portswitch
[RT1-GigabitEthernet0/0/4] ip address 10.3.1.1 255.255.255.252
[RT1-GigabitEthernet0/0/4]interface GigabitEthernet0/0/6
[RT1-GigabitEthernet0/0/6]portswitch
[RT1-GigabitEthernet0/0/6]port link-type trunk
[RT1-GigabitEthernet0/0/6]port trunk allow-pass vlan 10 20
[RT1-GigabitEthernet0/0/6]quit

[RT1]int vlan 10

[RT1-Vlanif10]ip add 1.1.1.1 24

[RT1-Vlanif10]int vlan 20

[RT1-Vlanif20]ip add 2.2.2.1 24

[RT1-Vlanif20]quit

[RT1]
# FWT iREABIHOZEMX, FEET “R9-17 HEALISAISEOMIITRZEX
HECE

[FW1]interface GE0O/0/2

[FW1-GEO0/0/2] ip address 10.3.1.2 255.255.255.252
[FW1-GEO0/0/2]quit

[FW1]interface GEO/0/5

[FW1-GEO0/0/5] ip address 172.16.30.2 255.255.255.0
[FW1-GEO0/0/5]quit

[FW1]firewall zone trust

[FW1-zone-trust] add interface GE0/0/5
[FW1-zone-trust]quit

[FW1]firewall zone untrust

[FW1-zone-untrust] add interface GEO/0/2
[FW1-zone-untrust]quit

[FW1]

TR 2 REHIREE

# FEENE O XE FW1 18F LEBZE2REE, T Internet BRIBIEIEN AN WWW
Server,

[FW1] security-policy

[FW1-policy-security] rule name to_www

[FW1-policy-security-rule-to_www] source-zone untrust
[FW1-policy-security-rule-to_www] destination-zone trust
[FW1-policy-security-rule-to_www] destination-address 172.16.30.10 mask 255.255.255.255
[FW1-policy-security-rule-to_www] action permit

[FW1-policy-security-rule-to_www] quit

[FW1-policy-security] quit

[FW1]
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LR 3 BHRE

# £ FW1 #0 RT1iRBZIEEFE OSPF MY, TE RT1iIRFBLECETRBIEH, BATFAE
Internet, FRISEREIAAMTE OSPF MY,

[RT1]ip route-static 0.0.0.0 0.0.0.0 4.4.4.1
[RT1]ospf 1 router-id 33.33.33.1

[RT1-ospf-1] default-route-advertise always
[RT1-ospf-1] area 0.0.0.0
[RT1-ospf-1-area-0.0.0.0] network 10.3.1.0 0.0.0.3
[RT1-ospf-1-area-0.0.0.0]quit

[RT1-ospf-1]quit

[RT1]

[FW1] ospf 1 router-id 11.11.11.1

[FW1-ospf-1] import-route op-route

[FW1-ospf-1] area 0.0.0.0

[FW1-ospf-1-area-0.0.0.0] network 10.3.1.0 0.0.0.3
[FW1-ospf-1-area-0.0.0.0] network 172.16.30.0 0.0.0.255
[FW1-ospf-1-area-0.0.0.0] quit

[FW1-ospf-1] quit

[FW1]

LR 4 NAT Server B2&

# EW AR Web IRSEZEEEEXT Internet FAFIZMIRSS, PALAEZEENEBEIE NAT Server,
XT Internet AP REAMIMBLE, tEAAITIMIARMMBHNHZE Y 100.100.100.100,

‘ [FW1]nat server www global 100.100.100.100 inside 172.16.30.10 no-reverse route

S5 TEEXRISEDRS

# SN BN TIERR, HER.

[Detecting]firewall ddos detect-spu slot 0 cpu O

[Detecting]quit

<Detecting>save

Warning: The current configuration will be written to the device. Continue? [Y/N].y
Now saving the current configuration to the slot 0 .

Info: Save the configuration successfully.

<Detecting>reboot fast

MPU 0:

Next startup system software: flash:/AntiDDoS1900_V600R022C00SPC100.cc
Next startup saved-configuration file: flash:/config.cfg

Next startup paf file: default

Next startup patch package: flash:/AntiDDoS1900_V600R022SPH150.PAT
Warning: The system will reboot. Continue? [Y/N].y

System preprocessing has started, 100% completed.

System preprocessing succeeded.




Az

HUAWEI

HCIP-Security_V4.0 SLIGESFAR

552683

# 1% Detecting REBEBTHE, EYFIIRETIFER, TLILI Detecting I8 HFIL

R BRI UET.

[Detecting] display ddos slot
Slot ID CPU ID Config Register Status

0 0 detect Registered detect

# RIERIMIL), ECE Detecting IR IEOLE X1,

[Detecting]firewall zone untrust
[Detecting-zone-untrust]add interface GEO/0/0
[Detecting-zone-untrust]quit
[Detecting]firewall zone trust
[Detecting-zone-trust]add interface GE0/0/3
[Detecting-zone-trust]quit

[Detecting]

# {RIBHAEMREI, ECE Cleaning IRFIEOLREXIE,

[Cleaning]vlan batch 10 20

[Cleaning] interface Vlanif10

[Cleaning-Vlanif10] undo service-manage enable
[Cleaning-Vlanif10] quit

[Cleaning] interface Vlanif20

[Cleaning-Vlanif20] undo service-manage enable
[Cleaning-Vlanif20]quit

[Cleaning]interface GEO/0/O

[Cleaning-GEO0/0/0] portswitch
[Cleaning-GEO0/0/0] port link-type trunk
[Cleaning-GEO/0/0] port trunk allow-pass vlan 10 20
[Cleaning-GEO/0/0]quit

[Cleaning]firewall zone trust
[Cleaning-zone-trust] add interface GEQ/0/3
[Cleaning-zone-trust] add interface Vlanif20
[Cleaning-zone-trust]quit

[Cleaning]firewall zone untrust
[Cleanin-zone-untrust] add interface Vlanif10
[Cleaning-zone-untrust]quit

[Cleaning]firewall zone dmz
[Cleaning-zone-dmz] add interface GEO/0/0
[Cleaning-zone-dmz]quit

[Cleaning]

# Detecting iR& WSS O/E

[Detecting]vlan 1

[Detecting-vlan1]interface GEO/0/3
[Detecting-GEO/0/3]ip address 192.168.2.13 24
[Detecting-GEO/0/3]undo service-manage enable
[Detecting-GEO/0/3]quit
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[Detecting]interface GEO/0/0
[Detecting-GEO/0/0] portswitch
[Detecting-GEO0/0/0] port link-type access
[Detecting-GEO/0/0] port default vlan 1
[Detecting-GEO/0/0] anti-ddos flow-statistic enable
[Detecting-GE0/0/0] anti-ddos detect enable
[Detecting-GEO/0/0] quit

[Detecting]

# Cleaning REWSZEORE .

[Cleaning]interface G0/0/3

[Cleaning-GEO0/0/3] ip address 192.168.2.14 24
[Cleaning-GEO/0/3] undo service-manage enable
[Cleaning-GEO/0/3] quit

[Cleaning]interface Vlanif10

[Cleaning-Vlanif10] ip address 1.1.1.2 255.255.255.0
[Cleaning-Vlanif10]quit

[Cleaning]interface Vlanif20

[Cleaning-Vlanif20] ip address 2.2.2.2 255.255.255.0
[Cleaning-Vlanif20]quit

[Cleaning]interface g0/0/0
[Cleaning-GEO/0/0]anti-ddos flow-statistic enable
[Cleaning-GEO/0/0]anti-ddos clean enable
[Cleaning-GEO/0/0]quit

[Cleaning]
# 5Shk Detecting I8 & Cleaning IREBHZEXIG MR SEONEER, SERELT SRR,
BITISSRE .

# Detecting IR R EHRIEEE -

[Detecting]security-policy
[Detecting-policy-security]default action permit

Warning:Setting the default packet filtering to permit poses security risks. You are advised to configure
the security policy based on the actual data flows. Are you sure you want to continue?Please select
[Y/N]y

[Detecting-policy-security]quit

[Detecting]

# Cleaning IRB L ERIEEER L.

LR 6 wOEGES

[Mirror-SW]observe-port 1 interface G0/0/4

[Mirror-SW]interface G0/0/3
[Mirror-SW-GigabitEthernet0/0/3]port-mirroring to observe-port 1 inbound
[Mirror-SW-GigabitEthernet0/0/3]quit

[Mirror-SW]

$IB 7 BGPEE
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# 7£ Cleaning 185 EEBE BGP MY, 5 Edge-Sw i855%37 IBGP $BfEX%, AT DDoS 3|

pr
Lo

[Cleaning]route-policy 1 permit node 10

Info: New Sequence of this List
[Cleaning-route-policy]lapply community no-advertise
[Cleaning-route-policy]quit

[Cleaning]bgp 100

[Cleaning-bgp]router-id 32.32.32.32

[Cleaning-bgp]peer 1.1.1.1 as-number 100
[Cleaning-bgplimport-route op-route
[Cleaning-bgplipv4-family unicast
[Cleaning-bgp-af-ipv4] peer 1.1.1.1 route-policy 1 export
[Cleaning-bgp-af-ipv4] peer 1.1.1.1 advertise-community
[Cleaning-bgp-af-ipv4] quit

[Cleaning-bgp]quit

[Cleaning]firewall ddos bgp-next-hop 2.2.2.1
[Cleaning]firewall ddos bgp-next-hop fib-filter
[Cleaning]

# £ RT118% LHCE BGP MY, 5 Cleaning 1285537 IBGP $PEXEK.

[RT1]bgp 100

[RT1-bgp]router-id 21.21.21.21
[RT1-bgp]peer 1.1.1.2 as-number 100
[RT1-bgp]quit

[RT1]

LI 8 RISISHARE
# 1£ Cleaning iR FECERIRIRE, xRS REME.

[Cleaning]policy-based-route

[Cleaning-policy-pbr]rule name traffic_injection

[Cleaning-policy-pbr-rule-traffic_injection] ingress-interface vlanif10
[Cleaning-policy-pbr-rule-traffic_injection] action pbr egress-interface vlanif20 next-hop 2.2.2.1
[Cleaning-policy-pbr-rule-traffic_injection] quit

[Cleaning-policy-pbr]quit

[Cleaning]

# JBROIEREWEIREE Cleaning IREFEINER, FEAE RT1 IREF LAIERIBIRA, 8
EiERERITEAE Nl KIERE .

[RT1]traffic classifier injection

[RT1-classifier-injection]if-match inbound-interface GigabitEthernet 0/0/6
[RT1-classifier-injection]quit

[RT1]traffic behavior injection

[RT1-behavior-injection] redirect ip-nexthop 10.3.1.2
[RT1-behavior-injection] quit

[RT1] traffic policy injection

[RT1-trafficpolicy-injection] classifier injection behavior injection
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[RT1-trafficpolicy-injection] quit
[RT1]interface GigabitEthernet 0/0/6
[RT1-GigabitEthernet0/0/6]traffic-policy injection inbound
[RT1-GigabitEthernet0/0/6]quit

[RT1]

$I 9 SNMP 5 STelnet &

# 1E Detecting i&&# Cleaning 1&%& LEFE SNMP #[ STelnet IhgE, FIFXIHE
SecoManager 15428,

[Detecting]snmp-agent

Info: It will create the SNMP listening socket after the source interface or source address is configured.
[Detecting]snmp-agent sys-info version v3

[Detecting]snmp-agent mib-view included mib2view iso

[Detecting]snmp-agent group v3 secomanager privacy read-view mib2view write-view mib2view notify-
view mib2view

[Detecting]snmp-agent usm-user v3 atic

Warning: Configuring a security algorithm is recommended, because the noauthentication or
authentication mode is insecure.

[Detecting]snmp-agent usm-user v3 atic group secomanager

Warning: Configuring a security algorithm is recommended, because the noauthentication or
authentication mode is insecure.

[Detecting]snmp-agent usm-user v3 atic authentication-mode sha2-256
Please configure the authentication password (8-255)

Enter Password: //Security@123

Confirm Password: //Security@123

Warning: Configuring a security algorithm is recommended, because the noauthentication or
authentication mode is insecure.

[Detecting]snmp-agent usm-user v3 atic privacy-mode aes256
Please configure the privacy password (8-255)

Enter Password: //Security@123

Confirm Password: //Security@123

Warning: The privacy and authentication passwords are the same, which is insecure. It is recommended
that the privacy and authentication passwords are different.

[Detecting]snmp-agent protocol source-status all-interface

Warning: It will allow all accessible network to access the device.

[Detecting] snmp-agent trap enable

[Detecting] snmp-agent trap source GO/0/3

[Detecting]aaa

[Detecting-aaa]local-user aticuser password irreversible-cipher HCIP@Security12#$
[Detecting-aaa] local-user aticuser privilege level 3

Warning: This operation may affect online users and will change the user privilege level, Continue?
[Y/NILy

[Detecting-aaa] local-user aticuser service-type ssh

Info: After changing the rights (including the password, access type, FTP directory, and HTTP directory)
of a local user, the rights of users already online do not change. The change takes effect to users who
go online after the change.

[Detecting-aaa] local-aaa-user password policy administrator

[Detecting-aaa-lupp-admin] undo password alert original
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Warning: Orignal password alert has been disabled, there is a security risk.
[Detecting-aaa-lupp-admin]password expire 0
[Detecting-aaa-lupp-admin] quit

[Detecting-aaa] undo local-aaa-user wrong-password

Warning: All blocked users will unblock. Continue? [Y/N]:y
[Detecting-aaa] quit

[Detecting] ssh user aticuser

Info: Succeeded in adding a new SSH user.

[Detecting] ssh user aticuser authentication-type all

[Detecting] ssh user aticuser service-type all

[Detecting] snetconf server enable

Info: Succeeded in starting the SNETCONF server on SSH port 22.

Warning: After configuring the source interface or source address, the IPV4/IPV6 listening socket will be
created.

[Detecting] netconf
[Detecting-netconf]protocol inbound ssh ipv4 port 830
Info: Succeeded in starting the ssh port 830 service.

Warning: After configuring the source interface or source address, the IPV4 listening socket will be
created.

[Detecting-netconf]

[Detecting-netconf] nacm
[Detecting-netconf-nacm] nacm enable
[Detecting-netconf-nacm]group-name nacm-group
[Detecting-netconf-nacm-nacm-group-nacm-group] user-name aticuser
[Detecting-netconf-nacm-nacm-group-nacm-group] quit
[Detecting-netconf-nacm] execute-default permit
[Detecting-netconf-nacm]quit

[Detecting-netconf] quit

[Detecting]rsa local-key-pair create

The key name will be:Host

The range of public key size is (2048, 4096).

NOTE: Key pair generation will take a short while.
Please input the modulus [default = 3072]:
[Detecting] user-interface vty 0 4
[Detecting-ui-vty0-4]authentication-mode aaa
[Detecting-ui-vty0-4]Juser privilege level 3
[Detecting-ui-vty0-4]protocol inbound ssh
[Detecting-ui-vty0-4] quit

[Detecting] stelnet server enable

Info: Succeeded in starting the STelnet server.

Warning: After configuring the source interface or source address, the IPV4/IPV6 listening socket will be
created.

[Detecting] ssh user aticuser

Info: The SSH user aticuser already exist.

[Detecting] ssh user aticuser authentication-type password

[Detecting] ssh user aticuser service-type stelnet

[Detecting] ssh server-source all-interface

Warning: SSH server source configuration will take effect in the next login. Continue? [Y/N]:y
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Warning: It expands the range of accessed IP.
[Detecting] sftp server enable
Info: Succeeded in starting the SFTP server.

Warning: After configuring the source interface or source address, the IPV6 listening socket will be
created.

[Detecting] ssh user aticuser service-type all

[Detecting] ssh user aticuser sftp-directory flash:/
[Detecting]
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9.4.1 FW1 fic&

#

sysname FW1

#

interface GE0/0/2
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ip address 10.3.1.2 255.255.255.252
service-manage ping permit

#

interface GEO/0/5
ip address 172.16.30.2 255.255.255.0
service-manage ping permit

#

ospf 1 router-id 11.11.11.1
import-route op-route
opaque-capability enable
area 0.0.0.0

network 10.3.1.0 0.0.0.3
network 172.16.30.0 0.0.0.255

#

firewall zone trust
set priority 85
add interface GE0O/0/5

#

firewall zone untrust
set priority 5
add interface GE0/0/2

#

nat server www global 100.100.100.100 inside 172.16.30.10 no-reverse route

#

security-policy
rule name to_www

source-zone untrust

destination-zone trust

destination-address 172.16.30.10 mask 255.255.255.255
action permit

#

return

52871

9.4.2 RT1 Bt &

#
sysname RT1
#
vlan batch 10 20
#
traffic classifier injection operator or
if-match inbound-interface GigabitEthernet0/0/6
#
traffic behavior injection
redirect ip-nexthop 10.3.1.2
#
traffic policy injection
classifier injection behavior injection precedence 5




Az

HUAWEI HCIP-Security_V4.0 SL815SF $288T
#
interface Vlanif10
ip address 1.1.1.1 255.255.255.0
#
interface Vlanif20
ip address 2.2.2.1 255.255.255.0
#
interface GigabitEthernet0/0/1
undo portswitch
#
interface GigabitEthernet0/0/1.2
dot1q termination vid 2
ip address 4.4.4.2 255.255.255.252
#
interface GigabitEthernet0/0/4
undo portswitch
ip address 10.3.1.1 255.255.255.252
#
interface GigabitEthernet0/0/6
port link-type trunk
port trunk allow-pass vlan 10 20
traffic-policy injection inbound
#
bgp 100
router-id 21.21.21.21
peer 1.1.1.2 as-number 100
#
ipv4-family unicast
undo synchronization
peer 1.1.1.2 enable
#
ospf 1 router-id 33.33.33.1
default-route-advertise always
area 0.0.0.0
network 10.3.1.0 0.0.0.3
#
ip route-static 0.0.0.0 0.0.0.0 4.4.4.1
#
return

9.4.3 Mirror-SW B2&

#

sysname Mirror-SW

#

vlan batch 2 43

#

observe-port 1 interface GigabitEthernet0/0/4
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#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 2
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2
port-mirroring to observe-port 1 inbound
#
interface GigabitEthernet0/0/5
port link-type access
port default vlan 43
#
interface GigabitEthernet0/0/6
port link-type access
port default vlan 43
#
interface GigabitEthernet0/0/7
port link-type access
port default vlan 43
#
interface GigabitEthernet0/0/8
port link-type access
port default vlan 43
#
interface GigabitEthernet0/0/9
port link-type access
port default vlan 43
#
return

9.4.4 Detecting Bic &

#
sysname Detecting
#
firewall defend action discard
#
firewall ddos detect-spu slot 0 cpu 0
#
undo firewall session link-state check
#
undo firewall ipv6 session link-state check
#
firewall fragment-forward enable
#
firewall ipv6 fragment-forward enable




Ve

HUAWEI

HCIP-Security_V4.0 SLIGESFAR

#

firewall ddos log-local-ip 192.168.2.13
firewall ddos log-server-ip 192.168.2.200
anti-ddos packet-capture

290

11GHIq9- WO YrIFREy+2

key %+%zt# ! Eniod9{R[&OUBVNzBX;$'m&:k%q; Tjdx:qRKSC!!!!12jp5
u5jk&j+ZGz)X#:QqHc0'\+n0weBAczo3@!N F@3unX3gXXPFePeO>]wZ"d*dbSm] (7=EHYdM1y#{62BP\, %+
%#

#

undo firewall packet-filter basic-protocol enable

#

arp learning on-different-segment disable

#

telnet server disable
telnet ipv6 server disable
undo telnet server-source all-interface
undo telnet ipv6 server-source all-interface
#
diffserv domain default
#
ip vpn-instance _management_vpn_
ipv4-family
#
vlan 1
#
aaa
authentication-scheme default
authentication-mode local
authorization-scheme default
authorization-mode local
accounting-scheme default
accounting-mode none
local-aaa-user password policy administrator
password history record number 0
undo password alert original
password expire 0
domain default
authentication-scheme default
accounting-scheme default
undo local-aaa-user wrong-password
local-aaa-user user-name complexity-check disable

local-user admin password irreversible-cipher $1d$oee6NSc} UE8-
~T]$1T2ULmz[I"C,vkAg52+39en&YbT8zBZO>L2ie&s0%

local-user admin password-force-change disable
local-user admin privilege level 3
local-user admin service-type telnet terminal ssh http

local-user admin1 password irreversible-cipher
$1d$sr*RD"$ubT,%AD"H$241P/,2qb(_Z"6BKYXvM8@HP~3a.[~u{+>P%J9FI$

local-user admin1 password-force-change disable
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local-user admin1 privilege level 3
local-user admin1 service-type telnet terminal ssh http

local-user aticuser password irreversible-cipher $1d$w[fpT vI]#|Q-
f=n$1=xUMAhs|E7$@6Tq{;3DzEAbM>z(K8_}]|Q"./60%

local-user aticuser privilege level 3
local-user aticuser service-type ssh
#
interface MEth0/0/0
ip binding vpn-instance _management_vpn_
ip address 192.168.2.10 255.255.255.0
#
interface GE0/0/0
portswitch
port default vlan 1
anti-ddos flow-statistic enable
anti-ddos detect enable
#
interface GE0O/0/3
ip address 192.168.2.13 255.255.255.0
undo service-manage enable
#
snmp-agent
snmp-agent local-engineid 800007DB03F4E451DE31AD
#
snmp-agent sys-info version v3

snmp-agent group v3 secomanager privacy read-view mib2view write-view mib2view notify-view
mib2view

#

snmp-agent mib-view included mib2view iso

snmp-agent usm-user v3 atic

snmp-agent usm-user v3 atic group secomanager
snmp-agent usm-user v3 atic authentication-mode sha2-256

/BvfdVL4K2JA$dEUDS.f'1!111%+%#
snmp-agent usm-user v3 atic privacy-mode aes256

cipher %+%## 1 mod9{R[&0OUBSISQ%F (+w=R-
n"=Mng/ND$c6~!1112jp51II=IINVE6X%FZ/g/Q/9G-bl/3~aC%A.]W)y*j#5.$!1111%+%#
#

snmp-agent trap source GE0/0/3

#

snmp-agent protocol source-status all-interface

undo snmp-agent protocol source-status ipv6 all-interface

#

undo snmp-agent proxy protocol source-status all-interface
undo snmp-agent proxy protocol source-status ipv6 all-interface
#

snmp-agent trap enable

#
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lldp enable
#
stelnet server enable
sftp server enable
snetconf server enable
ssh server rsa-key min-length 3072
ssh user aticuser
ssh user aticuser authentication-type password
ssh user aticuser service-type all
ssh user aticuser sftp-directory flash:/
ssh server-source all-interface
undo ssh ipv6 server-source all-interface
ssh authorization-type default aaa
#
ssh server cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr
ssh server hmac sha2_512 sha2_256
ssh server key-exchange dh_group_exchange_sha256
#
ssh server publickey rsa_sha2_256 rsa_sha2_512
#
ssh server dh-exchange min-len 3072
#
ssh client publickey rsa_sha2_256 rsa_sha2_512
#
ssh client cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr
ssh client hmac sha2_512 sha2_256
ssh client key-exchange dh_group_exchange_sha256
#
user-interface vty 0 4
authentication-mode aaa
user privilege level 3
protocol inbound ssh
#
netconf
protocol inbound ssh ipv4 port 830
#
nacm
nacm enable
execute-default permit
group-name nacm-group
user-name aticuser
#
ddos-zone name zone_11
zone-id 11
ip address 100.100.100.100 32
anti-ddos destination-ip session-limit protocol tcp max-speed 400000
anti-ddos destination-ip session-limit protocol udp max-speed 10000
anti-ddos destination-ip session-limit protocol other max-speed 10000
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bandwidth-limit destination-ip type udp max-speed 50000
bandwidth-limit destination-ip type icmp max-speed 1
bandwidth-limit destination-ip type tcp-fragment max-speed 10000
bandwidth-limit destination-ip type udp-fragment max-speed 10000
bandwidth-limit destination-ip type other max-speed 100000
anti-ddos rst-flood session-check
anti-ddos syn-flood source-detect mode advanced
anti-ddos tcp-abnormal-flood alert-rate 500
anti-ddos syn-flood source-limit max-number 50 duration 3
anti-ddos dns format-check alert-rate 500
anti-ddos dns-request-flood source-detect
anti-ddos ack-flood session-check
anti-ddos ack-flood source-rate-check 500
anti-ddos udp-flood fingerprint-learn enable
anti-ddos udp-malformed-flood alert-rate 500
anti-ddos udp-flood defend alert-speed 500
anti-ddos https-flood defend alert-rate 20000
anti-ddos https-flood ssl-defend illegal-session-num 3 interval 5
anti-ddos https-flood ssl-defend incomplete-negotiation enable
anti-ddos tls-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5
anti-ddos tls-flood fixed-resource illegal-ratio 90 min-number 20 interval 5
anti-ddos tls-flood concurrent-connection alert-number 10000
anti-ddos http-flood defend alert-request 5000
anti-ddos http-flood detect-uri source-statistic illegal-ratio 90 min-number 20 interval 5
anti-ddos http-flood detect-uri index 1 uri / full-matching
anti-ddos http-flood slow-attack-check content-length 1000
anti-ddos http-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5
anti-ddos http-flood illegal-session-check
anti-ddos http-flood illegal-session-check null-method-check enable
anti-ddos http-flood illegal-session-check range-header-check enable
anti-ddos http-flood illegal-session-check multi-method-check enable
anti-ddos http-flood concurrent-connection alert-number 10000
anti-ddos tcp-connection-flood alert-number 20000
anti-ddos tcp-connection-flood alert-rate 5000
anti-ddos tcp-connection-flood illegal-session-check packet-min-number 1 interval 5
anti-ddos tcp-connection-flood illegal-session-check illegal-session-num 3 interval 5
anti-ddos dns-request-limit source-ip other max-rate 200
anti-ddos first-packet-check tcp
anti-ddos first-packet-check udp interval upper-limit 2000
anti-ddos first-packet-check dns interval upper-limit 5000
anti-ddos first-packet-check syn interval lower-limit 500 upper-limit 4000
anti-ddos first-packet-check syn-ack interval lower-limit 500 upper-limit 4000
anti-ddos filter attack alert-rate 1000
anti-ddos source-port statistic enable
#
firewall zone trust
set priority 85
add interface GE0/0/3
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#
firewall zone untrust
set priority 5
add interface GE0O/0/0
#
firewall zone dmz
set priority 50
#
security-policy
default action permit
#
return

55294

9.4.5 Cleaning Bt &

#

sysname Cleaning

#

firewall defend action discard

#

undo firewall session link-state check

#

undo firewall ipv6 session link-state check
#

firewall fragment-forward enable

#

firewall ipv6 fragment-forward enable
#

firewall ddos log-local-ip 192.168.2.14
firewall ddos log-server-ip 192.168.2.200
firewall ddos bgp-next-hop fib-filter
firewall ddos bgp-next-hop 2.2.2.1

anti-ddos packet-capture

key %+%## 1IN IO TGTa3D0GO9F4!jAI9:@ZDKW4z23>vH7:I2jp5gH=-
75/6&w3!T_1e!}*WE&DHpu)*{-

$B+EKOjhR;$LYrOVXUONQpO:j*AEILMxy;q%xj'N (LD.hK3E=~E$=H&BS] ((WMF{:*7rUGF%+%#

#
undo firewall packet-filter basic-protocol enable
#
vlan batch 10 20
#
ip vpn-instance _management_vpn_
ipv4-family
#
aaa

authentication-scheme default
authentication-mode local

authorization-scheme default
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authorization-mode local
accounting-scheme default
accounting-mode none
local-aaa-user password policy administrator
password history record number 0
undo password alert original
password expire 0
domain default
authentication-scheme default
accounting-scheme default
undo local-aaa-user wrong-password
local-aaa-user user-name complexity-check disable
local-user admin password irreversible-cipher $1d$B>Wt;=M~N~*Cls<O$U%_<&-"">6Pp8-
D7TtYHr6bh=q]-0D)js\"'6z4F$
local-user admin password-force-change disable
local-user admin privilege level 3
local-user admin service-type telnet terminal ssh http

local-user admin1 password irreversible-cipher $1d$S2QW29AV59S#LX+m$7dfLRB],s-
16€0.*2{%WLaNgO)3K}Pc/RS>012PN$

local-user admin1 password-force-change disable
local-user admin1 privilege level 3
local-user admin1 service-type telnet terminal ssh http

local-user aticuser password irreversible-cipher
$1d$J+30=U/yZ"ubm;Mh$Xi+nA.02%DuOuC~wv5V34ztq"'jfp+qi3)~;*t1!$
local-user aticuser privilege level 3
local-user aticuser service-type ssh
#
interface Vlanif10
ip address 1.1.1.2 255.255.255.0
undo service-manage enable
#
interface Vlanif20
ip address 2.2.2.2 255.255.255.0
undo service-manage enable
#
interface GE0O/0/0
portswitch
port link-type trunk
port trunk allow-pass vlan 10 20
anti-ddos flow-statistic enable
anti-ddos clean enable
#
interface GE0O/0/3
ip address 192.168.2.14 255.255.255.0
undo service-manage enable
#
bgp 100
router-id 32.32.32.32

55205
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private-4-byte-as enable
peer 1.1.1.1 as-number 100
#
ipv4-family unicast
import-route op-route
peer 1.1.1.1 enable
peer 1.1.1.1 route-policy 1 export
peer 1.1.1.1 advertise-community
#
route-policy 1 permit node 10
apply community no-advertise
#
snmp-agent
snmp-agent local-engineid 800007DB03F4E451DE3054
#
snmp-agent sys-info version v3

snmp-agent group v3 secomanager privacy read-view mib2view write-view mib2view notify-view
mib2view

#

snmp-agent mib-view included mib2view iso

snmp-agent usm-user v3 atic

snmp-agent usm-user v3 atic group secomanager
snmp-agent usm-user v3 atic authentication-mode sha2-256

cipher %+%##!111INI IO TGTa3D0Go,:J*jhbO4Az0s%>w"t2kz A0 2jp51IT=Illg4dp2TH6g44cL_w
QItUY&DWxPWDICS#xg+/&!!111%+%7#

#

snmp-agent trap source GEO/0/3

#

snmp-agent protocol source-status all-interface

undo snmp-agent protocol source-status ipv6 all-interface
#

undo snmp-agent proxy protocol source-status all-interface
undo snmp-agent proxy protocol source-status ipv6 all-interface
#

snmp-agent trap enable

#

lldp enable

#

stelnet server enable

sftp server enable

snetconf server enable

ssh server rsa-key min-length 3072

ssh user aticuser

ssh user aticuser authentication-type password

ssh user aticuser service-type all
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ssh user aticuser sftp-directory flash:/
ssh server-source all-interface
undo ssh ipv6 server-source all-interface
ssh authorization-type default aaa
#
ssh server cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr
ssh server hmac sha2_512 sha2_256
ssh server key-exchange dh_group_exchange_sha256
#
ssh server publickey rsa_sha2_256 rsa_sha2_512
#
ssh server dh-exchange min-len 3072
#
ssh client publickey rsa_sha2_256 rsa_sha2_512
#
ssh client cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr
ssh client hmac sha2_512 sha2_256
ssh client key-exchange dh_group_exchange_sha256
#
user-interface vty 0 4
authentication-mode aaa
user privilege level 3
protocol inbound ssh
#
netconf
protocol inbound ssh ipv4 port 830
#
nacm
nacm enable
execute-default permit
group-name nacm-group
user-name aticuser
#
ddos-zone name zone_11
zone-id 11
ip address 100.100.100.100 32
anti-ddos destination-ip session-limit protocol tcp max-speed 400000
anti-ddos destination-ip session-limit protocol udp max-speed 10000
anti-ddos destination-ip session-limit protocol other max-speed 10000
bandwidth-limit destination-ip type udp max-speed 50000
bandwidth-limit destination-ip type icmp max-speed 1
bandwidth-limit destination-ip type tcp-fragment max-speed 10000
bandwidth-limit destination-ip type udp-fragment max-speed 10000
bandwidth-limit destination-ip type other max-speed 100000
anti-ddos rst-flood session-check
anti-ddos syn-flood source-detect mode advanced
anti-ddos tcp-abnormal-flood alert-rate 500
anti-ddos syn-flood source-limit max-number 50 duration 3

52973
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anti-ddos dns format-check alert-rate 500
anti-ddos dns-request-flood source-detect
anti-ddos ack-flood session-check
anti-ddos ack-flood source-rate-check 500
anti-ddos udp-flood fingerprint-learn enable
anti-ddos udp-malformed-flood alert-rate 500
anti-ddos udp-flood defend alert-speed 500
anti-ddos https-flood defend alert-rate 20000
anti-ddos https-flood ssl-defend illegal-session-num 3 interval 5
anti-ddos https-flood ssl-defend incomplete-negotiation enable
anti-ddos tls-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5
anti-ddos tls-flood fixed-resource illegal-ratio 90 min-number 20 interval 5
anti-ddos tls-flood concurrent-connection alert-number 10000
anti-ddos http-flood defend alert-request 5000
anti-ddos http-flood detect-uri source-statistic illegal-ratio 90 min-number 20 interval 5
anti-ddos http-flood detect-uri index 1 uri / full-matching
anti-ddos http-flood slow-attack-check content-length 1000
anti-ddos http-flood large-resource resource-size 100 illegal-ratio 90 min-number 50 interval 5
anti-ddos http-flood illegal-session-check
anti-ddos http-flood illegal-session-check null-method-check enable
anti-ddos http-flood illegal-session-check range-header-check enable
anti-ddos http-flood illegal-session-check multi-method-check enable
anti-ddos http-flood concurrent-connection alert-number 10000
anti-ddos tcp-connection-flood alert-number 20000
anti-ddos tcp-connection-flood alert-rate 5000
anti-ddos tcp-connection-flood illegal-session-check packet-min-number 1 interval 5
anti-ddos tcp-connection-flood illegal-session-check illegal-session-num 3 interval 5
anti-ddos dns-request-limit source-ip other max-rate 200
anti-ddos first-packet-check tcp
anti-ddos first-packet-check udp interval upper-limit 2000
anti-ddos first-packet-check dns interval upper-limit 5000
anti-ddos first-packet-check syn interval lower-limit 500 upper-limit 4000
anti-ddos first-packet-check syn-ack interval lower-limit 500 upper-limit 4000
anti-ddos filter attack alert-rate 1000
anti-ddos source-port statistic enable
#
firewall zone trust
set priority 85
add interface GE0O/0/3
add interface Vlanif20
#
firewall zone untrust
set priority 5
add interface Vlanif10
#
firewall zone dmz
set priority 50
add interface GE0O/0/0
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#
security-policy
default action permit
#
policy-based-route
rule name traffic_injection
ingress-interface Vlanif10
action pbr egress-interface Vlanif20 next-hop 2.2.2.1
#
return

9.4.6 SW1 fific&

#
sysname SW1
#
vlan batch 2 30
#
interface vlanif2
ip address 4.4.4.1 255.255.255.252
#
interface vlanif30
ip address 20.20.20.1 255.255.255.0
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2
#
interface GigabitEthernet0/0/13
port link-type access
port default vlan 30
#
ip route-static 100.100.100.0 255.255.255.0 4.4.4.2
#
return

9.4.7 SW2 fnife &

#

sysname SW2

#

interface GigabitEthernet0/0/1
port link-type access
port default vlan 30

#

interface GigabitEthernet0/0/15
port link-type access
port default vlan 30




Az

- - SIS ES
HUAWEI HCIP-Security_V4.0 SC3HES S 2530011

| # |

0.5 =R
F& 7 (£ BGP Ml 1T5 imEASY, ERILUMERA A ARHITEIR?
ZZ£: moLUERARIBIEABITSIR. RBBHES IREEES W OREIRSE FEERIRIE
H, BEFeRHnREdEs SRR AREREHESE. REEESIRKEHRSE LS, TF
EEkgE LS., BGP 5liRe—MERNSIIRAR . ExikEiE Y BGP @igHEE A OPR
A, BiAnEPERIRES IS EETRES .




Az

- - SIS ES
HUAWEI HCIP-Security_V4.0 SC3HES S $301”

1 O RBELZ2TIEER

10.1 L3811 4H

10.1.1 XFASLIE

B AHHTER T EMTA, BEEE O XEERE URL IZIE. ETEFIAETIEIEE, 2
N TFEk:

1.8 URL i iEThReZELEfel & T ikl I R o
2 [RMTRE EEXMBYRTHATI R TR, LAHMRE S BRI M BRSNS -
3. ETABTIRINGEX B A EESRIN AN R TISNE, FEASVEHENXG .

10.1.2 SE3E HAY
o RIS URLIGE. HTBHMASI SR E S




Az

HUAWEI

10.1.3 SCIGZHM 123

I%\E@ o

HCIP-Security_V4.0 SLIGESFAR

4 N
FTP/WWW Server
swi
L Internet /
4 Intranet )
Mirror-SW
RT1
W1
sw3 =0
PC1Dj
\§ - J

5302

E10-1 AERSERSSIIRINE
SW1 ) Internet, FW1 {ERRIVZEMRE, HITAMBFRTASZETERBERIE

SW1. SW3. Mirror-SW #1 RT1 8B Eftic, BEMFEEEALIELTEBPARAE, FHEER
2% “104 BLESE” DIEXSSHMER, ALRESNE FW1 188 X @RS,

10.1.4 SE3OMY

ZeXiEg: trust

=10-1 gFEOMLIZE
R& =0 EOMR EOER 15488
G0/0/2 =20 10:3.12/30 SRT1EE
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RT1
G0/0/4 =BE&E0O 10.3.1.1/30 5rw1H&E
G0/0/15 Access PVID: 300 EREFTP/WWW Server
VLANIF300 | =E#0 172.17.100.1/24 FTP/WWW Serverpdx
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VLANIF2 | =E#&N 4.44.1/30 SRT1zOHEREIEME
G0/0/1 PVID: 1 s
Mirror-SW Trunk BiEEO
G0/0/3 Allow-pass VLAN: 2
G0/0/2 Access PVID: 40 5rwW1HE
SW3 —
G0/0/13 Access PVID: 40 EEZPC1
/ 172.17.100.10/24
FTP/WWW = ju
XX . (23
Server Ethernet 0 TS % o
172.17.100.1/24
172.16.20.10/24 "
PC1 Ethernet 0 RS R
Mx: 172.16.20.2/24

10.2 SCIG{FSSECE

10.2.1 B ERE
1.5 EEO IP BifiIZ e X1, THRMNEERSHEE.
2.EE URLITIEZEEENY, REMREIME, REBTENX URL D3EE,
3EELEERNE, AR URL ITEZEEEXH.
ABRENHTRZEEENH, RENEEE, KA QFIKRIEIE,
S5.EENATIEREFE, wEIVACEE ., BEFIINGE,
6.EeENBTRLZEREN S, wEXEFH. HRFIENE.
7 RELZEREE, ARG EZEREX AN REL R EX .

10.2.2 Bc &8 - CLI

TR 1 MEEASHES
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# 1288 “R10-17 HUEMK, SRMEBERSHEE ., H4 SW1. SW3. Mirror-SW #1 RT1

E&fE, BAASE “104RESE”
# Fepk FWT iR SEOMNE 22 KIGFIREAE.

[FW1]interface GE0/0/2

[FW1-GEO0/0/2] ip address 10.3.1.2 255.255.255.252
[FW1-GEOQ/0/2]quit

[FW1]interface GE0O/0/6

[FW1-GEO0/0/6] ip address 172.16.20.2 255.255.255.0
[FW1-GEOQ/0/6]quit

[FW1]firewall zone trust

[FW1-zone-trust] add interface GEO/0/6
[FW1-zone-trust]quit

[FW1]firewall zone untrust

[FW1-zone-untrust] add interface GEO/0/2
[FW1-zone-untrust]quit

[FW1] ospf 1 router-id 11.11.11.1

[FW1-ospf-1] area 0.0.0.0

[FW1-ospf-1-area-0.0.0.0] network 10.3.1.0 0.0.0.3
[FW1-ospf-1-area-0.0.0.0] network 172.16.20.0 0.0.0.255
[FW1-ospf-1-area-0.0.0.0] quit

[FW1-ospf-1] quit

[FW1] undo firewall packet-filter basic-protocol enable
[FW1] firewall detect ftp

IR 2 GlFE URL TS E {4

[FW1]profile type url-filter name game
[FW1-profile-url-filter-game]default action allow
[FW1-profile-url-filter-game]category pre-defined control-level high
[FW1-profile-url-filter-game]add blacklist url 172.17.100.10/game
[FW1-profile-url-filter-game]quit

[FW1]

I8 3 AR URL iREE S

[FW1]security-policy

[FW1-policy-security]rule name game_filter
[FW1-policy-security-rule-game_filter] source-zone trust
[FW1-policy-security-rule-game_filter] destination-zone untrust
[FW1-policy-security-rule-game_filter] source-address 172.16.20.0 24
[FW1-policy-security-rule-game_filter] profile url-filter game

Warning: When the device performs content security detection or application identification on traffic,

the performance of the device is affected. Therefore, configure the function as required.

[FW1-policy-security-rule-game_filter] action permit
[FW1-policy-security-rule-game_filter]quit
[FW1-policy-security]quit

[FW1]
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IR 4 FRE NAT $h

# ECEIR NAT :REE, BRMEFimRitb i apeBa ks FW1 OIS Internet,

[FW1] nat-policy

[FW1-policy-nat] rule name trust-untrust
[FW1-policy-nat-rule-trust-untrust] source-zone trust
[FW1-policy-nat-rule-trust-untrust] destination-zone untrust
[FW1-policy-nat-rule-trust-untrust] action source-nat easy-ip
[FW1-policy-nat-rule-trust-untrust] quit

[FW1-policy-nat] quit

[FW1]

LR 5 BT IEEE

[FW1]profile type file-block name exe

[FW1-profile-file-block-exe]rule name exe

[FW1-profile-file-block-exe-rule-exe]file-type pre-defined name EXE MSI RPM OCX A ELF DLL PE SYS
[FW1-profile-file-block-exe-rule-exe]application all

[FW1-profile-file-block-exe-rule-exe]direction download

[FW1-profile-file-block-exe-rule-exe]action block

[FW1-profile-file-block-exe-rule-exe]quit

[FW1-profile-file-block-exe]quit

[FW1]

TR 6 IBNBITEXEFE

[FW1] keyword-group name secret

[FW1-keyword-group-secret] user-defined-keyword name secret
[FW1-keyword-group-secret-keyword-secret] expression match-mode text secret
[FW1-keyword-group-secret-keyword-secret] weight 1
[FW1-keyword-group-secret-keyword-secret] quit

[FW1-keyword-group-secret] quit

[FW1]

LR 7 ENBITIERE S

[FW1] profile type data-filter name secret
[FW1-profile-data-filter-secret] rule name secret
[FW1-profile-data-filter-secret-rule-secret] keyword-group name secret
[FW1-profile-data-filter-secret-rule-secret] file-type all
[FW1-profile-data-filter-secret-rule-secret] application all
[FW1-profile-data-filter-secret-rule-secret] action block
[FW1-profile-data-filter-secret-rule-secret] quit
[FW1-profile-data-filter-secret] quit

[FW1]

LR 8 FRXHTIE/NBTIE
# EREREREPEBNIZ QIR T RE EX AT IREEX
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[FW1]security-policy

[FW1-policy-security]rule name game_filter
[FW1-policy-security-rule-game_filter]profile data-filter secret
[FW1-policy-security-rule-game_filter]profile file-block exe
[FW1-policy-security-rule-game_filter]quit
[FW1-policy-security]quit

[FW1]

LI BEXHRE

[FW1]engine configuration commit

Info: The operation may last several minutes, please wait. Try "display engine information" for detail.

10.2.3 BCEEE - Web

TR 1 NEEASHESE
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# £ FW1IRE Web EIEREA LARTERERIRE, ERETREEREEEN.

E10-24 £ E

10.3 £55R5GUE
# (M RDP &3 PC1, FIFRRLEESHMIAN “https://172.17.100.10/game” i i5[a)55% M

T, HRUT:
@ Web Filtering x 4+

& > C A Notsecure | 172.17.100.10/game/ = % O a

Web Access blocked

According to the network control policy, you have no privilege to visit this web page.
Blocked Type: blacklist
Category: -

URL: http://172.17.100.10/game/

If you have proper reason to access this specific website, please contact your network administrator for
help.

[E10-25 PC1 ekl o5 FRIRER
# B3R FW1IRE Web EIBRME, #IF “¥iz > A% > URL BE” &E URLERAS.
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E]10-29 IR EIHZFER
# FTFF FW1 1845 Web SIBRME, %% “Miz > AF > IBSAE a8 TERE.

nE | =]

2R trust untrust

MHER 2 172.16.20.10 172.17.100.10

50005 3902

10.3.1.2

50005

18:10:27

FTP

game_filter

Tcp

E10-30 BEERAEITERE

104 BB %
10.4.1 FW1 B2&

#

sysname FW1

#

interface GE0O/0/2
ip address 10.3.1.2 255.255.255.252
service-manage ping permit

#

interface GE0/0/6
ip address 172.16.20.2 255.255.255.0
service-manage ping permit

#

ospf 1 router-id 11.11.11.1
opaque-capability enable
area 0.0.0.0
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network 10.3.1.0 0.0.0.3
network 172.16.20.0 0.0.0.255
#
firewall zone trust
add interface GE0/0/6
#
firewall zone untrust
add interface GE0/0/2
#
profile type url-filter name game
add blacklist url 172.17.100.10/game
category pre-defined control-level high
#
keyword-group name secret
user-defined-keyword name secret
expression match-mode text secret
#
profile type data-filter name secret
rule name secret
keyword-group name secret
action block
#
profile type file-block name exe
rule name exe
direction download
action block
#
firewall detect ftp
#
security-policy
rule name game_filter
source-zone trust
destination-zone untrust
source-address 172.16.20.0 mask 255.255.255.0
profile url-filter game
profile data-filter secret
profile file-block exe
action permit
#
nat-policy
rule name trust-untrust
source-zone trust
destination-zone untrust
action source-nat easy-ip
#
return

532731
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10.4.2 SW1 fific&

#
sysname SW1
#
vlan batch 2 300
#
interface vlanif2
ip address 4.4.4.1 255.255.255.252
#
interface vlanif300
ip address 172.17.100.1 255.255.255.0
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2
#
interface GigabitEthernet0/0/15
port link-type access
port default vlan 300
#
ip route-static 10.3.1.0 255.255.255.252 4.4.4.2
#

10.4.3 Mirror-SW Fhfit &

#
sysname Mirror-SW
#
vlan batch 2
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 2
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 2
#

10.4.4 RT1 ffcE

#

sysname RT1

#

interface GigabitEthernet0/0/1
undo portswitch

#
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interface GigabitEthernet0/0/1.2
dot1q termination vid 2
ip address 4.4.4.2 255.255.255.252
#
interface GigabitEthernet0/0/4
undo portswitch
ip address 10.3.1.1 255.255.255.252
#
ospf 1 router-id 33.33.33.1
default-route-advertise always
area 0.0.0.0
network 10.3.1.0 0.0.0.3
#
ip route-static 0.0.0.0 0.0.0.0 4.4.4.1
#

10.4.5 SW3 fific &

#

sysname SW3

#

vlan batch 40

#

interface GigabitEthernet0/0/2
port link-type access

port default vlan 40

#

interface GigabitEthernet0/0/13

port link-type access

port default vlan 40

#

10.5 B=Z&&

XA EEMIRE FERE URL ITIEINEERT, MXUWAERAN TR 2E B EFIEK?
SELR: BRIWASOATHEESENELNT, BRAERSCRERZEA—HRIENIRME
F, RELFEWE—FEIERAIAIEIR, URL TIRINEARTR.
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1 1 NEBA1EISLE

11.1 SC8& /4R

11.1.1 XFARLIE

i ERE 7 XI9MMHIRSSAY Web BRS388, (ErJsemEIGIEEI/MNAFRFIA SQLIFENRR, T
REFNIBER NAEMGESHIBEETREE, BEHEPIEFALIRNAGE, EREIEY
SEHEE,

ARSCIGTE IPS 18%B LECENEBHEINEE, FBFFHE Internet BRI B PIMAY Web RSB 2EA
#2hH9 SQL ENIE .

11.1.2 LI HAY
e EIER DVWA 2% PHP A SQL IFNRRFENEERFIBE X,
o  EEFLE IPS NEFHHIIEHITREIIGE .
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11.1.3 SEIGZEM 1B

/ Attack PC |

Swi

\ Mirror-SW |nterney

4 RT1 Intranet N
FW1
IPS B
SW2
.COM
WWW Server
\_ {1{{ R ,

E11-1 R SRS

FW1 fEAEIHOZEMXK, Ei&FE RT1 HOAHEE, TE IPS NEBAEIZE . SW1. Mirror-
SW 0 SW2 N " BRI, Attack PCAEHIINTEE, XITAM Web fR33Es&#E SQL iFAK
. BE7E IPS LA EE RIS IEEF NS HEEE S EHE LR .

SW1. Mirror-SW. SW2. RT1#1 FW1 FOEXECEEALRE ELSBFRAI, BiREEn
2% “114 GiESE” ,
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11.1.4 SCIGHILY
=11-1 18O
RE =0 EOMR IPithik pizhil
G0/0/2 =2#0 10.13.2/30 SRT1EE
=% . = yE3
/of = Ze X1 untrust
FW1
_ 172.16.30.1/24 5IpSHE, WWW
G0/0/7 =R#EO P
L X trust Serverflx
G0/0/1 =BE&0O 20.20.20.1/24 Attack PCJ3&
RT1
G0/0/4 == 10.3.1.1/30 5rwi1BE
G0/0/0 TEEO L£ X1 untrust 5rw1EE
IPS
G0/0/1 “E&EO ZeXig: trust 5sw2Hi%E
G0/0/3 Access PVID: 30 iEHEAttack PC
SW1
G0/0/13 Access PVID: 30 5Mirror-SWEHiE
G0/0/3 Access PVID: 40 5swi1g&
Mirror-SW
G0/0/1 Access PVID: 40 5Rr118:1&
G0/0/3 Access PVID: 30 5IpSsHE
SW2
G0/0/15 Access PVID: 30 EZEWWW Server
20.20.20.2/24 »
Attack PC Ethernet0 RS Kim
ME: 20.20.20.1/24
172.16.30.10/24 .
www Ethernet0 RS R
Server Mx: 172.16.30.1/24

11.2 SCIG(FSSECE

11.2.1 B EBEE

1. ERNEERSHEE, (R Attack PC 5 WWW Server BJLUE(S,
FEANSFFIIEEN

2. SQLIEIMNES

3.fEF SQL IEAETHIEEEE SR

A BIZNEMHEREN G, EEERTIRR.

KA,
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HUAWEI

5.EEWSREREE, BRNSHHEEX .
niE: REMEEERFSE “114 BESE” , ALRRER SQL IR S N1

ERSE (2

11.2.2 BcBELE

LR 1 AR
# BR IPSIRE Web EIERE, &F “RIE > ZEREE > TEHRE” , PITUATERE, £
R IPS IREBRERILERIG, BRINGFEITEENAIRIE,

mE e HE RS R

é"!l' IPS6615F
B

- 2
=
& BeEE
@ wmRER
= &RV ¥ % i EHEJER hiE
9 m2me 3
1 P @ any =5/ any any an, © siF
® any
T EHZEEA
&any O =EeE any any ® 7iF
& EeSRRER
O B

E11-2 22F IPS BRALFE

IR 2 BFIF
# {$5F3 RDP & F Attack PC, FTFRNISS2E4AN “http://172.16.30.10:8080” , $TFF DVWA,
BMABPZ “admin” , B3 “password” , BYINERICIHINE, WTERR:

Login :: Damn Vulnerable Web /X +

& C A Notsecure | 172.16.30.10:8080/login.php

DWA)

Username

admin

Password
........ password
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IR 3 PRI

# BRE, PUTLATERIE, & DVWA NZ2RAIEEA “low” .

—~
D\WA)

B 4 H47ID &
BE: kR SQL S ESWNE|SRE, BEE SQL HXxmSIIFERIESIRE .
# I\ User ID, BINIEFEAIID (1) , ASERS, B7xID, First name, Surname 8,

Home

Instructions

Setup / Reset DB

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)

Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

®

PHP Info

About

HCIP-Security_V4.0 SC3GIESFAR £334]™

E11-3 ZF07

DVWA Security »

Security Level
Security level is currently: impossible.

You can set the security level to low, medium, high or impossible. The security level chan
level of DVWA:

1. Low - This security level is completely vulnerable and has no security measures
as an example of how web application vulnerabilities manifest through bad coding
as a platform to teach or learn basic exploitation techniques

2. Medium - This setting is mainly to give an example to the user of bad security pr:
developer has tried but failed to secure an application. It also acts as a challenge 1
exploitation techniques.

3. High - This option is an extension to the medium difficulty, with a mixture of harde!
practices to attempt to secure the code. The vulnerability may not allow the same
exploitation, similar in various Capture The Flags (CTFs) competitions.

4. Impossible - This level should be secure against all vulnerabilities. It is used to
source code to the secure source code.

Prior to DVWA v1.9, this level was known as 'high’

Impossible v || Submit
Low
Medium
High
Impossible

S v0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web af
PHPIDS works by filtering any user supplied input against a blacklist of potentially malicic
DVWA to serve as a live example of how Web Application Firewalls (WAFs) can help imp
some cases how WAFs can be circumvented.

You can enable PHPIDS across this site for the duration of your session

E11-4 3% DVWA LZ24751
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e | Vulnerability: SQL Injection

Instructions ] 2 3
Setup / Reset DB | User ID || Submit |
D: 1

Brute Force
Command Injection
CSRF

First name: admin
Surname: admin

File Inclusion More Information

i
|
|
File Upload |
|
\
|
}

Insecure CAPTCHA

SQL Injection (Blind)
Weak Session IDs
XSS (DOM)

E11-5 $fT ID &iff

L' 5 K SQLIENRHE

# %A User ID (1) , BEBIERIREIAFEIER, £ 1 EEEHNERXESIS (') .
—)\
D\@R)
e | Vulnerability: SQL Injection
Instructions I
Setup / Reset DB | User ID |1_? | Submit P
Brute Force

Command Injection
CSRF

ID: 1
First name: admin
Surname: admin

File Inclusion More Information

|
|
|
|
File Upload |
|
|
|

Insecure CAPTCHA

SQL Injection (Blind)

E11-6 182 SQL AR

v - a X
172.1630.10:8080/vulnerabilitic: X 4
“— C A Notsecure | 172.16.30.10:8080/vulnerabilities/sqli/?id=1%27&Submit=Submit# 2 % 0O 2
|VOU have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near ''1''' at line 1

BE11-7 S RIRE
# ERERIRE, R FIEENS,

£ 6 BT SQL IENSEEY
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# HEANESIREA (1and 1=1) ,

— . Vulnerability: SQL Injection
Instructions |
Setup / Reset DB | User ID:[1 and 1=1 P |[ Submit p
ID: 1 and 1=1
Brute Force I fi:‘st name: Ef:nirn
T — Injection I Surname: admin
CSRF |
File Inclusion | More Information
File Upload |
Insecure CAPTCHA ]
EX
SQL Injection (Blind) |

E11-8 FIKTEBEFEEEAN (1)
# RIRENE, BRIEEIANSZREA (1and 1= 2)

— . Vulnerability: SQL Injection
Instructions ‘

Setup / Reset DB ‘ User ID: [1 and 1=ZP ]| Submi?

Brute Force ‘ ;:i f;:eizj:min

Command Injection ‘ R

CSRF |

File Inclusion | More Information

File Upload |

Insecure CAPTCHA |

SQL Injection (Blind) |
Weak Session IDs |
XSS (DOM) |

E11-9 ¥R EEFENEAN (2)

SRKRINEREEYE, RBEARHFESEN, BAREESESEIHFIFMN,
# ETRABEEAZFEEN, BREIA=SEREA (0'or1#) o
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)
D\@A)

o . Vulnerability: SQL Injection
Instructions ]
Setup / Reset DB | User ID: [0"or 12 [ Submit
Brute Force l ;_1"): ":;e?:écmin
o Injecﬁon l Surname: admin
CSRF l ;;U: ”:;e?r'csrrd:n
File Inclusion ‘ Surname: Brown
File Upload [ I0: @' o

First name: Hack
Insecure CAPTCHA l Surname: Me
I Io ‘ ::.‘: @' or 1%
SQL Injection (Blind) | o iy
Weak Session IDs | o
XSS (DOM) | First name: 8o

Surname: Smith
XSS (Reflected) \
XSS (Stored) |
CSP Bypass | More Information
JavaScript ]
DVWA Security |
PHP Info |

E11-10 FIREAFHIEIEN
# SRALBIEEEFREAS, RBAEFAEEN
LR 7 BHERIIRKE

# FIA order by [numiIBERMIXEAEEIRKE, EX num BYE, BEEREA (1
order by 1#) .

e . Vulnerability: SQL Injection
Instructions I
Setup / Reset DB | User ID: [1 order by 17 e Il SubmitF
Brute Force I ;;)i—:—r:y:::m::
Command Injection I Surname: admin
CSRF |
File Inclusion | More Information
File Upload |
Insecure CAPTCHA
SQL Injection (Blind) |
Weak Session IDs |
XSS (DOM) |
|

XSS (Reflected)
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E11-11 ZEEESRE (1)

# ERNEEESEREE, HE=it@mAN (1' order by 2#)
3
\(w
</

o . Vulnerability: SQL Injection

Instructions [
Setup / Reset DB | User ID: [1" order by 2# Submit
Pl de 5

Brute Force ‘ First name: au}u:
Command Injection ‘ TSRS e
CSRF |
File Inclusion | More Information
File Upload |

l

Insecure CAPTCHA

I (1)

SQL Injection (Blind) |
Weak Session IDs ‘

E11-12 ZEEESIFRIE (2)

# ERNEEESTEE, HeesifE@AN (1 order by 3#) &

Home . Vulnerability: SQL Injection

Instructions ‘
Setup / Reset DB J User ID: [ 1" order by 3# [ Submit
10: de 2%

Brute Force ‘

Command Injection ]

CSRF |

File Inclusion | More Information
l
|

1' order by
First name: admin
Surname: admin

File Upload
Insecure CAPTCHA

\
SQL Injection (Blind) |
Weak Session IDs \




Az

- i STIAEE
HUAWEI HCIP-Security_V4.0 L35S F 28339

E11-13 ZEEESRKE (2)

[B 172.16.30.10:28080/vulnerabilite: X ==

< C A Notsecure | 172.16.30.10:8080/vulnerabilities/sqli/?id=1%27 +order+by+3%238&Submit=Submit#

|Unkno-.m column *3' in ‘order clause’

E11-14 A5 RIRE
# LA num BYER “37 IITREIRGS, FULEIIFIKTRIR T R 251,
S 8 SiaHIERERFEIEES

# MIEBSEIIED (' union select user(),database()# ) EiTXaIEURERFIEIERE
B

Vulnerability: SQL Injection

Home ]

Instructions | ' union select user(),database()#

Setup / Reset DB | User ID: |" union select user(),dall Submitp
ID: ' union select user(),database()#

Brute Force | First name: admin@localhost

Command Injection | SUEDI vy

CSRF |

File Inclusion | More Information

File Upload |

Insecure CAPTCHA |

SQL Injection (Blind) |

Weak Session IDs |

E11-15 EEUERERFISIERES
# BEFOSEETMBEERFA “root@localhost” , #iBERZN “dvwa” .
LI 9 BRHFIHIEERE
# PSS EIEESD (1' and 1=2 union select version(),database()# ) B4 BIEURRERA

-

=)
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Vulnerability: SQL Injection

Home |

Instructions l 1' anfl 1=2 union select version(),dalabase()#

Setup / Reset DB | User ID: | |[ Submit

Brute Force ] F:E 'av-::l;.r.grz" D _—
Command Injection [ SUrname i dves

CSRF |

File Inclusion | More Information

File Upload |

Insecure CAPTCHA ‘

|
SQL Injection (Blind) |
Weak Session IDs |
XSS (DOM) |

E11-16 EHEUBREERAMER

# EFEEEEANEIREERAEESR “5.7.267 ,

# WEEFA SQLIENRRE, ERELENIERT, aTLUnasiRESIEE, SEAF
BRFALIRNAGER, BREFIEERE, SQLIINRREALIBIRES, BEREERK
NZelRE, BEarzi. Bt 2. BELESES, EERNTBEREENKTE,
REECWLIRAFPHEERZRS,

H$I2 10 ERE IPS (&3O
# AXISch, 15 IPS REHITER _EEHENE ., EERE FFHEONTFERIREX
# 7E IPS I8 Web SIERMEER “ML > BOX” , HUTUATRIE, Mk
“g0/0/0_to_g0/0/1” #EOxY, HEHAEBMEX B,
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ﬁIPSGﬂSF mR K= EE R

E11-17 WpsRA RO

% ipsesisr mE me sE ws ] =
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E11-18 G0/0/0 EOEMFE

% ipssstse EE 4E RE U |(RE| 2=

o ol

E11-19 G0/0/1 EOEMES

IR 11 ES IPS WITEER

# 1£IPSIREE Web BIERMEIERE “‘RE > BB > ERSHEE" , HUTUUATERIE, B IPS
REBENTIERIUREN “BHFRRL7

&2 psesisk | e R WU ms
Huawe! ‘
S R= B ReNES
BHER J
S -
SNMP
RIS fo
P 1]
IR Een MmN
RS ® BEARVIANGR O XBQNTRVIANGER
Bprre 0 REBEEREBER— RS, BEFEEUSSEIE.
e =,
5 =8 v

E11-20 88 IPS & TIEE

LR 12 IBRNEIHHEESF

# T£ IPS IR Web EIERMEIEE ‘MR > REWMEXH > NEMH” , HITLAITRE, €
ENEMHEEN 4.
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e psserse mE e mE nzrs L T @ & e
1
& &E® AEESEHRET

CaTH
EETAEE2E () 89S SRS
ca
e L
O | & ] = 3R
Tt - HE | FEE RS iy Lo sife
=] O aefauit ® detault 28  EBE  Unicike Windows Android 105,028 an FREENREHT =8
© ms O i ® default 28 €S W  Unicike Windows Android, 105, 0t 28 ==t =g
8 =R
O outside firewal ® detault 28 EFBE  Unicike Windows Android 10,0t 2 7 AD @FRE SEne . RMSENRENE  oEE
8 nEmsH
O ame ® default 28 TR  Unicike Windows Android 105, 0. DNS. HTTP. MYSQL TNS. TDS. IR.. 28 FMTEOREHE 0 WE
6 MR
Py O  insidefir datauit 28 EEE  Unicike Windows Android 105, 0L  DNS. HTTP. SME NETBIOS, MYS.. 288 FREEHREHE  o=w
o <
@ weEETe O mailsenver L] default 28 BT Unic-like Windows, Android, 05 Ot..  DNS, IMAP4, SMTP, PGPS EE FREENBESF =8
WEEARESG 0 o oo ® detauit 28 EEH  Uniclke Windows Android, 1050t DNS =2 FRSENBEDE o=@
B
a s ® default 28 B E  Uniclike Windows Android 105, Ot..  DNS. SMB, NETEIOS. NFS, SUNR.. £ ERMZEORERE  omE
O webseve o default 28 EH®  Uniclike Windows Android, I05.Ot..  DNS. HTTP. FIP 23 FHEENREHE  omE
TRRE
EA

E11-21 HANELEECES A CIEFRH
FRA\ S EREY %

« B saL
LB EEEN-BETENEABRERS, NESTISNEECHTIPEIes, SESALIE, SR8,

2
SRR BhES

BIR S TRER PUE 3 b 13 BIERER Y BENEES)
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Bl11-22 BN EBAEEESE (1)
FREEITEe x

ES—E2ER, ALUSENESS/ =8, BUESENS. FEiE MSESNEE, ERsrcRiRaxeEIEnNEs,
NRFEERERERIHSIEE,

1

par e =P

=t a= s & & &5

BEES Windows Unix-like Android 105 Other
il 1=

» B REETESEY
» B RIS
» B EBEEhY

> B BRI

» B EEAHY

» B Hfthsem

BN O ianre:
O raxe
O cenx
0 mebams
B 2 u= @
0O E®EH
O EmuE

[ STy rit- M -STht

FASSRIEENE

=
3 =

e

. W W
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B11-23 Sl NEBAEEESE (2)

AR ERE Y X
< Z55 saL
FBRtE FERMN—BETHENEAEEERE, NRSTESNEeCETIPEiss, EEXTHDEE, SEiSE.
SEides FIrrES

O | &=& STRTEER & b1 BERES BN sl
O |'5Q‘ HEESSINEES =i [ Windows, Unix-like, ... €38 :Ii)\IS;:EI

E11-24 IR NEHEEEE (3)
# B DIARESE, 7E IPS 8% Web SEREAG LASE 1237 1%, FHEXREEM.
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B & webuser

E11-25 {232H &
T 13 FRAEREREXH

# 1 IPSIR%E Web BEIRFAEILE “RIE > R2XRE > TERIK > FELERE” , #A
LZERMEERE, FTIATEE, SIRUSLZEREE, FERZAIZINEHEEX
(L

2 ipssers R ME  mE  RE L B & webue
1
@ meFm - A E=a
i |
v o | (G [ I
@ wmEE
=S L L4 L] BE v L BfaEe v E HEze m @
@ me2me v
D a3 a L] TIPS @ FleEwRa
& an & any
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HUAWEI
E11-26 EARERIEHERE
METSRR
~ R
* |FR IPS_SQL?

@R
FEEEAR -- NONE --

~ i
" @
22X & untrust X
IP itk @ SirerEit
Bf 11
=X @ trust X
IP figiik @ 172.16.30.0/... X
Bs o
171904 EIEEIRS

BF - MA/ESEE/VLAN ID

~ TE

4
AERSRE [~

E3471
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El11-27 i B SSZReHg

~ IHE
RERLKE| ~
ZiRE -- NONE --
NELAHE saL

v Hif

w

BHE aRSHEE e

E111-28 NS EEE

11.3 E5R58IE

# 7£ Attack PC _ifia) DVWA TaE, BX{ER (' union select user(),database()# ) BX 8 &
W59, SXEIHEIREERRPFIEEES

Vulnerability: SQL Injection

Home I

Instructions | * union select user(),database()#
Setup / Reset DB | User ID: |" union select user(),dal|| Submit

Brute Force |
Command Injection ]
CSRF |
|
|
|

More Information

File Inclusion

File Upload
Insecure CAPTCHA

SQL Injection (Blind)
Weak Session IDs

|
|
XSS (DOM) |
XSS (Reflected) |
|
|

XSS (Stored)
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# RIVUEA |PS iREEMERT, SITEFR:

< &

“?.' IPS6615F

® 8=
|EES
=0T
=oEe

REAT
2

BET%
ol ®=
O o=
@ 2£iETopN
© Eeet
Q pHFRL
© Tramna

© TruaEsEesit

HCIP-Security_V4.0 SLIGESFAR

E11-29 i EaXHEIEuEER P EIEES

283491

@ 172.16.30.10:8080/vulnerabilities/sqli/7id=%27 +union+select+user%28%29%2Cdatabase%28%29%23&Submit=Submit#

Try:

The connection was reset.

» Checking the connection

ERR_CONNECTION_RESET

This site can’t be reached

¢ Checking the proxy and the firewall
* Running Windows Network Diagnostics

E]11-30 DVWA TRE#:FENET

# BF IPSIRE Web SIERME, %R “ %5z >
IPS IREZRIENEE.

ERBTIIR

O%izEs B84 | C BiE

:510)

gEvNE v

07:06:24

07:06:24

07:06:13

07:06:13

06:29:20

06:29:20

06:29:20

06:29:09

06:29:09

06:29:09

O]
AE

PN

N

A&

NE

ANE

3t

BE > E#E

&R
1

=+
oy

Details

, ITLAT MR, B8

s

R R RE R

REL

@

CVEES

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA
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BERMESFE
BEA*FR
BiE):
78
TR
RZFE5):
R FBF5:

BReXE:

NATFitt -
NATIEEO:

M4 GBSE

11.4.1

IPS Bc &

HCIP-Security_V4.0 SLIGESFAR

E11-31 &8& IPS igSFRmAE (1)

%5350

ufft

L}

7))
07:06:24 BEBhERY: A2
Tcp ANBFER: WENE
IPS_SQL BBETR: SQUENIIE - BE
FiE2EH BEEHID: 2000132
RSB EREY R 8
HTTP BCE S saL
ahfE: =4
By
untrust B eRXE: trust
20.20.20.2 Bttt : 172.1630.10
0 BRSERO: 8080
NATE itk :
NATEREEO:

E11-32 &F& IPS &FEMAE (2)

=

#
sysname IPS
#

profile type ips name SQL

undo assoc-check enable

signature-set name SQL

action block

os unix-like windows android ios other

target both

severity low medium high information

protocol all
category Injection
#
interface GE0/0/0
portswitch
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port default vlan 1
#
interface GE0O/0/1
portswitch
port default vlan 1
#
firewall zone trust
add interface GE0/0/1
#
firewall zone untrust
add interface GE0O/0/0
#
security-policy
default action permit
rule name ips_default
disable
profile ips default
action permit
rule name IPS_SQL
source-zone untrust
destination-zone trust
destination-address 172.16.30.0 mask 255.255.255.0
profile ips SQL
action permit
#
return

11.4.2 RT1 FificE

#
sysname RT1
#
interface GigabitEthernet0/0/1

undo portswitch

ip address 20.20.20.1 255.255.255.0
#
interface GigabitEthernet0/0/4

undo portswitch

ip address 10.3.1.1 255.255.255.252
#
ip route-static 172.16.30.0 255.255.255.0 10.3.1.2
#

11.4.3 FW1 Fitic &

#
sysname FW1
#
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interface GE0/0/2
ip address 10.3.1.2 255.255.255.252
#
interface GE0O/0/7
ip address 172.16.30.1 255.255.255.0
#
firewall zone trust
add interface GE0O/0/7
#
firewall zone untrust
add interface GE0/0/2
#
security-policy
rule name u2t
source-zone untrust
destination-zone trust
destination-address 172.16.30.0 mask 255.255.255.0
action permit
#
ip route-static 0.0.0.0 0.0.0.0 10.3.1.1
#

11.4.4 SW1 TR E

sysname SW1

#

vlan batch 30

#

interface GigabitEthernet0/0/3
port default vlan 30

#

interface GigabitEthernet0/0/13
port default vlan 30

#

11.4.5 SW2 T &

sysname SW2

#

vlan batch 30

#

interface GigabitEthernet0/0/3
port default vlan 30

#

interface GigabitEthernet0/0/15
port default vlan 30

#
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11.4.6 Mirror-SW Fific &

sysname Mirror-SW

#

vlan batch 40

#

interface GigabitEthernet0/0/1
port default vlan 40

#

interface GigabitEthernet0/0/3
port default vlan 40

#

11.5 EZEER
—NPNERITERFIEENZS MNTEEEZENXRERTA?

SEER: N EBYNENBEMETRFMAREIMAERTIERR. BEIERTIERER
ENEiRFHZER ‘57 BIXR.
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1 2 802.1X IAUESEES

12.1 LGN 4R

12.1.1 XF KL

HEERE T WLAN AR TIRETEDAINE, BFREEE, BRI 802.1X IAIER
ASBFHRITENAIE, BRFRTAHEKS, FTE£H RADIUS iRSS:88 (iMaster NCE-
Campus ) #i—E1E R TAIKSFIBUR -

12.1.2 LG BRY
o  EIRETHK AC BEHELE .

e R WLAN EIREE
e R WLAN 802.1X IANIFECE .

12.1.3 SCIGZHM 128

(g b4
) G0/0/17, 2%

AgileController

iMaster NCE-Campus

G0/0/0

AP
()
O
=
PC3
E12-1 802.1x IAIESCI& AN

1 {ERYINBEELS AP {HH8, iMaster NCE-Campus {E9 RADIUS BRS3EE.
2AP 5 AC Z[EIAZEHM, AP F1£&imAY DHCP fRSZEE19EPEE AC L,
3.AC 5 RADIUS fRSB=RZBIAZRARN, TLZinHY AAA TAIER RADIUS BRSS 2317 .
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12.1.4 SEEGHIL!
+=12-1 18O
RE& =0 ZOMR ZOER 5B
PVID: 1 )
G0/0/2 Trunk 5rwW2EE
Allow-pass VLAN: 10
SW2
iE$ZiMaster NCE-
G0/0/17 | Access PVID: 10 KeHziMaster
Campus
PVID: 1 )
G0/0/1 Trunk 5rwW2EE
Allow-pass VLAN: 10
PVID: 1
SW3 G0/0/3 Trunk Allow-pass VLAN: 10, S5ACHE
4000, 4001
PVID: 4000 )
G0/0/12 Trunk 5aArPHE
Allow-pass VLAN: 4000
PVID: 1 .
GE0/0/5 Trunk 5sw3giE
Allow-pass VLAN: 10
FW2
PVID: 1 .
GE0/0/6 Trunk 5swagiE
Allow-pass VLAN: 10
PVID: 1
AC GE0/0/2 Trunk | Allow-pass VLAN: 10, 5SwW3gi%E
4000, 4001
AP GE0/0/0 / RIFEOALTHOCE 5sw3gi&
IMaster NCE- | o orneto | M- 192.168.2.201/24 Ea e[
Campus

12.2 SCIG{FSSECE

12.2.1 B ERBEE

1. JEEMECE, LI ACEI AP Z[EHIE,
2.BCE AC 9 DHCP Server IhRE, 5 AP HSECEIREHbNE, HTE&RimHSE S,

3.BCE AP L2,
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4.7 AC FF2EXd1E RADIUS IAFBRSZSEMS H .
5.7F iMaster NCE-Campus EHEZE RADIUS IHEE,
6.52h% SSID Zt&tR 5 WLAN 802.1x IANEBXHECE .

12.2.2 BcELE

TR REEMERS

# 1RER “F12-17 BN, Ak AC. SW3. AP ZIB”EMEHECE, ek SW3. FW2,
SW2 Z[aRI— EMLERIECE -

# ECE AC B GigabitEthernet0/0/2 1%,

[AC] vlan batch 10 4000 4001

[AC] interface GigabitEthernet0/0/2

[AC-GigabitEthernet0/0/2] port link-type trunk
[AC-GigabitEthernet0/0/2] undo port trunk allow-pass vlan 1
[AC-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 4000 4001
[AC-GigabitEthernet0/0/2] quit

# BoE SW3 89 G0/0/3. G0/0/12 #1 G0/0/1 &1,

[SW3] vlan batch 10 4000 4001

[SW3] interface GigabitEthernet0/0/3
[SW3-G0/0/3] port link-type trunk
[SW3-G0/0/3] port trunk allow-pass vlian 10 4000 4001
[SW3-G0/0/3] quit

[SW3] interface GigabitEthernet0/0/12
[SW3-G0/0/12] port link-type trunk
[SW3-G0/0/12] port trunk pvid vlan 4000
[SW3-G0/0/12] port trunk allow-pass vlan 4000
[SW3-G0/0/12] quit

[SW3] interface GigabitEthernet0/0/1
[SW3-G0/0/1] port link-type trunk
[SW3-G0/0/1] port trunk allow-pass vlan 10
[SW3-G0/0/1] quit

# Bc&E FW2 B9 GEO/0/5 #1 GE0/0/6 #2M, FRZANMAZEXE .

[FW2] vlan 10

[FW2] interface GEO/0/5

[FW2-GEOQ/0/5] portswitch

[FW2-GEO0/0/5] port link-type trunk
[FW2-GEO0/0/5] undo port trunk allow-pass vlan 1
[FW2-GE0/0/5] port trunk allow-pass vlan 10
[FW2-GE0/0/5] quit

[FW2] interface GE0O/0/6

[FW2-GE0/0/6] portswitch

[FW2-GE0/0/6] port link-type trunk
[FW2-GE0/0/6] undo port trunk allow-pass vlan 1
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[FW2-GE0Q/0/6] port trunk allow-pass vlan 10
[FW2-GE0/0/6] quit

[FW2] firewall zone trust

[FW2-zone-trust] add interface GEO/0/5
[FW2-zone-trust] add interface GE0/0/6
[FW2-zone-trust] quit

%357

# BecE SW2 89 G0/0/2. G0/0/17 %M.

[SW2] vlan 10

[SW2] interface GigabitEthernet 0/0/2
[SW2-G0/0/2] port link-type trunk
[SW2-G0/0/2] undo port trunk allow-pass vlan 1
[SW2-G0/0/2] port trunk allow-pass vlan 10
[SW2-G0/0/2] quit

[SW2] interface GigabitEthernet 0/0/17
[SW2-G0/0/17] port link-type access
[SW2-G0/0/17] port default vlan 10
[SW2-G0/0/17] quit

I 2 FEiE DHCP

# ACFZEI AP IRLEIRINE, ERTATEBR (PC3) Rt SSitnt, ALERE

VLAN4000 HETEMNER, BZE VLAN4001 ANVSSMES .
# FF2 AC B9 DHCP IhaE,

[AC] dhcp enable

# BoE AP BEIEMERAIMNSC, FikiFEE/3 DHCP ittt

[AC] interface vlanif4000

[AC-VLANIF4000] ip address 10.10.1.1 255.255.255.0
[AC-VLANIF4000] dhcp select global
[AC-VLANIF4000] quit

# BCE AP EIEMEZAY DHCP Hitltith

[AC] ip pool vlan4000

[AC-ip-pool-vlan4000] gateway-list 10.10.1.1
[AC-ip-pool-vlan4000] network 10.10.1.0 mask 255.255.255.0
[AC-ip-pool-vlan4000] option 43 sub-option 3 ascii 10.10.1.1
[AC-ip-pool-vlan4000] quit

# BeETZKISMERRIMX, FiEiFEEE DHCP Hlikth

[AC] interface vlanif4001

[AC-VLANIF4001] ip address 10.20.1.1 255.255.255.0
[AC-VLANIF4001] dhcp select global
[AC-VLANIF4001] quit

# BCETEAFMER) DHCP 25ttt

[AC] ip pool vlan4001
[AC-ip-pool-vlan4001] gateway-list 10.20.1.1




Az

HUAWEI

HCIP-Security_V4.0 SC3GIESFAR 5535811

[AC-ip-pool-vlan4001] network 10.20.1.0 mask 255.255.255.0
[AC-ip-pool-vlan4001] quit

# ECETERFIAEEIE, 5 RADIUS IAERARSSEE ( iMaster NCE-Campus ) @15

[AC] interface vlanif10
[AC-VLANIF10] ip address 192.168.2.100 255.255.255.0
[AC-VLANIF10] quit

T3 BB AP L&

# BUZE AP H, FAFISERECER AP EINANE— AP A, HEERIAIE.

[AC] wlan

[AC-wlan-view] ap-group name ap-group1

[AC-wlan-ap-group-ap-group1] quit

[AC-wlan-view] ap auth-mode no-auth

[AC-wlan-view] ap-mac 28fb-aeb7-d580 //MAC it FHIEEE, EEETFSLIRIFESH AP FUESE MAC FE8
[AC-wlan-ap-0] ap-group ap-group1

# QB EIBER, EREEERTERE AC NERBHE AP AT 5| B EEER.

[AC-wlan-view]regulatory-domain-profile name domain1
[AC-wlan-regulate-domain-domain1] country-code cn

Info: The current country code is same with the input country code.
[AC-wlan-regulate-domain-domain1] quit
[AC-wlan-view]ap-group name ap-group1
[AC-wlan-ap-group-ap-group1] regulatory-domain-profile domain1
Warning: This configuration change will clear the channel and power configurations of radios, and may
restart APs. Continue?[Y/N]y

[AC-wlan-ap-group-ap-group1] quit

[AC-wlan-view]quit

[AC]

# FoE AC RUIEREO.

[AC] capwap source interface vlanif4000
Set the DTLS PSK(contains 8-32 plain-text characters, or 48 or 68 cipher-text characters that must be a
combination of at least two
of the following: lowercase letters a to z, uppercase letters A to Z, digits, and special characters): //&C
& DTLS hNZ&ARY PSK
Confirm PSK:  //E&4I DTLS A PSK, FRIBIARIE—H
Configuring the new PSK, waiting...
Info: Deliver DTLS PSK to devices using CAPWAP connections. It may take a few minutes.
CAPWAP DTLS PSK deliver result
Deliver Number : 0
Success Number : 0
Failed Number: 0

Set the DTLS inter-controller PSK(contains 8-32 plain-text characters, or 48 or 68 cipher-text characters
that must be a combination
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of at least two of the following: lowercase letters a to z, uppercase letters A to Z, digits, and special
characters): //BEE AC (8 DTLS 02583 PSK
Confirm PSK:  //EEEH#IA AC [& DTLS INZZHY PSK, FKINRITF—H
Configuring the new PSK, waiting..........ccee...... done.

Set the user name for FIT APs(The value is a string of 4 to 31 characters, which can contain letters,
underscores, and digits, and m

ust start with a letter):admin  //%—B&CE FIT AP IERAFPZ

Set the password for FIT APs(plain-text password of 8-128 characters or cipher-text password of 48-188
characters that must be a com

bination of at least three of the following: lowercase letters a to z, uppercase letters A to Z, digits, and
special characters): //%—EC& FIT AP UEFZ565

Confirm password:  //ES4IA FIT AP [IEREE, FRENFE—H

Set the global temporary-management psk(contains 8-63 plain-text characters, or 48-108 cipher-text
characters that must be a combina

tion of at least two of the following: lowercase letters a to z, uppercase letters A to Z, digits, and special
characters): /[EeELBREEE VAP FIEANES

Confirm PSK:  //EEHAEBEERELEIE VAP FHEANERS, FBXENREF—H

Warning: Ensure that the management VLAN and service VLAN are different. Otherwise, services may be
interrupted.

Warning: Before an added device goes online for the first time, enable DTLS no-auth if it runs a version
earlier than V200R021C00 or

enable DTLS certificate-mandatory-match if it runs V200R021C00 or later.

[AC] capwap dtls no-auth enable //V200R021C00 hRZAFF4A, AC ERIAFFE CAPWAP I=HIB%ERY DTLS 10
BIRE. R0 AP BY AP = L&, IHRIFRZESEFHE CAPWAP DTLS FMAIESTLE AP L&, LAE AP 3REX
Z1EIF, AP F&ERMREATEAIZINEE (undo capwap dtls no-auth enable ) , BRI AP &k
Warning: This operation allows for device access in non-DTLS encryption mode even when DTLS is
enabled and brings security risks. Af
ter the device goes online for the first time, disable this function to prevent security risks.
Continue?[Y/N]:y

[AC]

# W4T7ap< display ap all &% AP B9 “State” FE&AH “nor” BF, FRAPIEE F&,

[AC-wlan-ap-0]display ap all
Total AP information:

nor :normal [1]
Extralnfo : Extra information

ID MAC Name Group IP Type State STA
Uptime Extralnfo

Total: 1

IR 4 RADIUS [RSBEENHESHALE

# £ AC BlE RADIUS IRSZ2E1ER

[AC] radius-server template t1
[AC-radius-wlan-t1] radius-server authentication 192.168.2.201 1812
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[AC-radius-wlan-t1] radius-server accounting 192.168.2.201 1813
[AC-radius-wlan-t1] radius-server shared-key cipher Huawei@123
[AC-radius-wlan-t1] quit

# 7£ AC LECES RADIUS BRSZE5ESAVREMEIEYS 192.168.2.100,

[AC] radius-server source ip-address 192.168.2.100

# BJ# RADIUS BRHTANIES £,

[AC] aaa

[AC-aaa] authentication-scheme HCIP-Security

Info: Create a new authentication scheme.
[AC-aaa-authen-HCIP-Security] authentication-mode radius
[AC-aaa-authen-HCIP-Security] quit

[AC-aaa]quit

[AC]

12 5 802.1x IAMEF] SSID 1EXEE
# BIEBZA “HCIP-Security” A9 802.1X NG, ECEINES T EAP FREkiE=

[AC] dot1x-access-profile name HCIP-Security
[AC-dot1x-access-profile-HCIP-Security] dot1x authentication-method eap
[AC-dot1x-access-profile-HCIP-Security] quit

# GRS “HCIP-Security” BOIAIERENR, F5|F8 802.1X AR . IAIESZEF] RADIUS BR
SBEEER

[AC] authentication-profile name HCIP-Security
[AC-authentication-profile-HCIP-Security] dot1x-access-profile HCIP-Security
[AC-authentication-profile-HCIP-Security] authentication-scheme HCIP-Security
[AC-authentication-profile-HCIP-Security] radius-server t1

[AC-authentication-profile-HCIP-Security] quit

# GUER “HCIP-Security” HI%R &R, HEBERERER,

[AC] wlan

[AC-wlan-view] security-profile name HCIP-Security
[AC-wlan-sec-prof-HCIP-Security] security wpa-wpa2 dot1x aes
[AC-wlan-sec-prof-HCIP-Security] quit

# BUERN “HCIP-Security” BY SSID #&#R, FfECE SSID BFRA “HCIP-Security” o

[AC-wlan-view] ssid-profile name HCIP-Security
[AC-wlan-ssid-prof-HCIP-Security] ssid HCIP-Security
[AC-wlan-ssid-prof-HCIP-Security] quit

# BEEJ “HCIP-Security” A9 VAP &1, ECEISEHIELAR. W55 VLAN, H5|B%
MR, INIERIRAD SSID &R .

[AC-wlan-view] vap-profile name HCIP-Security
[AC-wlan-vap-prof-HCIP-Security] forward-mode tunnel
[AC-wlan-vap-prof-HCIP-Security] service-vlan vlan-id 4001
[AC-wlan-vap-prof-HCIP-Security] security-profile HCIP-Security
[AC-wlan-vap-prof-HCIP-Security] authentication-profile HCIP-Security
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[AC-wlan-vap-prof-HCIP-Security] ssid-profile HCIP-Security
[AC-wlan-vap-prof-HCIP-Security] quit

# BCE AP £B5|F8 VAP 181k, AP 5947 0 FO534% 1 #R{EFE VAP 18R “HCIP-Security” AYEC
EO

[AC-wlan-view] ap-group name ap-group
[AC-wlan-ap-group-ap-group1] vap-profile HCIP-Security wlan 1 radio 0
[AC-wlan-ap-group-ap-group1] vap-profile HCIP-Security wlan 1 radio 1
[AC-wlan-ap-group-ap-group1] quit

[AC-wlan-view] quit

[AC]

# EEINIEESAIAFAE “groupl” , RAIFRFERRIHEE 10.10.10.0/24 MERRIMLE R
B

[AC] acl 3001

[AC-acl-adv-3001] rule 1 permit ip destination 10.10.10.0 0.0.0.255
[AC-acl-adv-3001] rule 2 deny ip destination any
[AC-acl-adv-3001] quit

[AC] user-group group1

[AC-user-group-group1] acl-id 3001

[AC-user-group-group1] quit

I 6 EIE RADIUS Server

# ZRSLI8YE iMaster NCE-Campus ¥EJ9 RADIUS fRS328, (AP SIERIKSER iMaster
NCE-Campus #H1TEE -

# 1EBECE RADIUS IANIERTEETE iMaster NCE-Campus 500 AC 1554128, ECEIHZRFNIR
Z4H, ZBSAEES ACiEE L RADIUS RS 2&ER PALEIZBIRIE—.

# 7f iMaster NCE-Campus fHFPEIERmIER “EAEIE > EATR > EANRE™ , i
ENEHIZE AC, FHEITETIENERIEESN “Huawei@123” ,
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= d
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FENETE R AEER
IATERRIY SR I FREETTR FHRRADIUSHEHHCE ZESEINGE

L

o
[~ E-S WIS 1l #|AAR T CEEE BER 11 =T ssrm T ESEES 1l &
1 ~ | eo2aX BREAME WIFI ] | admin_| 802.1X 0 Rrow®(
2 V| B02AXAC Test BPRAKE A% L] | admin | iR 0 220 @ ¢
Default HACAPOR...  HEMIFU o 0 R 2@
H3% 20 I 1 |
E12-25 RAINEIRER
12.3 Z5RIIE
Oz vl
# (£ RDP &% PC3, #I7F “f=HImEiR" , HITLATRIE, FaEcELLME, FHiRE
802.1X INIEREHE .
A Network and Sharing Center
&« v R )[Control Panel > Network and Internet > Network and Sharing Center I v O
Control Panel Home View your basic network information and set up connections

View your active networks
Change adapter settings

Access type: No Internet access
Change advanced sharing Network 3 Hnmeﬁtr)t’jpu R Ready to create
settings Private network . P @ ’
Connections: §j mgmt

HCIP-Securi Access type: No Internet access
. ecurity HomeGroup: Ready to create
Private network )
Connections: ] Wi-Fi (HCIP-Security)

Change your networking settings

ﬁ. | Set up a new connection or network ]
-

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

:‘ Troubleshoot problems
S

Diagnose and repair network problems, or get troubleshooting information.

See also
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E]12-26 & EFNERE S

? Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

li. Set up a new network
e, Setup anew router or access point.

Manually connect to a wireless network

Connect to a hidden network or create a new wireless profile,

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.
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B12-27 FamERERI T MaLs

€ ¥ Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name:

Security type:

Encryption type:

curity Key:

HCIP-Security

WPA2-Enterprise

AES

[ start this connection automatically

[[J Connect even if the network is not broadcasting

Hide characters

Warning: If you select this option, your computer's privacy might be at risk.

w

2837331

Cancel
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E12-28 iR BT MESEMSE

&¥ Manually connect to a wireless network

Successfully added HCIP-Security

—> Change connection settings

Open the connection properties so that | can change the settings.

Close
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E12-29 EXEEHRE
HCIP-Security Wireless Network Properties X

comecton [ ]

Security type: WPA2-Enterprise v

Encryption type: AES v

Choose a network authentication method:
[ Microsoft: Protected EAP (PEAP) | v |  Settings

[“]Remember my credentials for this connection each
time I'm logged on

Advanced settings
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B12-30 iIRBETTEMERE RS

When connecting
[[] verify the server's identity by validating the certificate

Connect to these servers (examples:srv1;srv2;. *\.srv3\.com):

EAP MSCHAPV2 Properties Xk

8 : When connecting: 1
[ oi DMomaicdyusemyWndowslogonnameand
O password (and domain if any).
0
) .
= B
Ov

Notifications before connecting:
Tell user if the server’s identity can't be verified

Select Authentication Method: e

‘Secured password (EAP-MSCHAP v2) v| | configure...
[“]Enable Fast Reconnect

[[] Disconnect if server does not present cryptobinding TLV

[[]Enable Identity Privacy

O -

2837631
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El12-31 B3RP0 EAP Bt

HCIP-Security Wireless Network Properties X

Connection Security

Security type: WPA2-Enterprise N

Encryption type: AES v

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v

[“]Remember my credentials for this connection each
time I'm logged on

Advanced settings
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E12-32 HINMEZe RS REERE

Ldvanced settings X
1
802. 11 settings

[] Specify authentication mode

User authentication | v| |Savecredenﬁals$

Delete credentials for all users

[CJEnable single sign on for this network
Perform immediately before user logon
Perform immediately after user logon
' 10 o

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

[ ox ]| coel
[E]12-33 55 802.1X BEHOIEFIE,

Windows Security X
Save credentials
Saving your credentials allows your computer to connect to

the network when you're not logged on (for example, to
download updates).

admin

o.ooooooool Huawei@123

? oK Cancel
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E]12-34 igE 802.1X INIFEHE
Advanced settings X

802.1X settings  802.11 settings

[] Specify authentication mode:

User authentication v Save credentials

Delete credentials for all users

[CJEnable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon

-

10 -

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

OK Cancel

E12-35 R NS ZEREERSE
# BT ERIBMERE, 5F PC3 BEM-K, & “HCIP-Security” TTE&NLS .,

Network 3

=

//r: H‘CIPf,:}cumy

SECUl

v/ Connect automatically

P
Connect

[E112-36 ERETLMLE

# TEMBERSTHE, 1T PC3 NEBERRRE, AEEY “WiFi” MK, FEE
“Status” BETEM-RERRE




N

; SIAHE
HUAWEI HCIP-Security_V4.0 SLEIGIESFH 25380

& Network Connections

4 & > Control Panel > Network and Internet > Network Connections v O
Organize v Connect To Disable this network device Diagnose this connection Rename this connection View status of this connection ~ »
- mgmt — service - Wi-Fi
L\,E Network 3 .\'5” Disabled L\,! HCIP-Security
@7 Red Hat VirtlO Ethernet Adapter @7 Red Hat VirtlO Ethernet Adapter #2 Realtek 8811CU Wireless LAN 802....
& Disable
Connect / Disconnect
Diagnose

& Bridge Connections

Create Shortcut

@ Delete

& Rename

& Properties

E]12-37 BEE &M SERIRS

afll Wi-Fi Status X
General
Connection
IPv4 Connectivity: No Internet access
IPv6 Connectivity: No network access
Media State: Enabled
SSID: HCIP-Security
Duration: 00:15:25
Speed: 86.7 Mbps
Signal Quality: 5,!!!
Details... Wireless Properties
Activity
Sent — E! —— Received
Bytes: o | 582

@rropertes  ®Disable Diagnose
Close

[E112-38 REMBIEREE

# {(FFAEFPIKSZF iMaster NCE-Campus BIERME, &R BEAEE > BENIEHE > RiF
INIERZE > RADIUS E F&RE” , EEARPLEELEE.
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= mamE

Portal E R B RADIUS L REEHE] HWTACACSHE BoardingiF B EiEH&

EARE
ADIUSWIESI ~ RADIUSH®HEE
EE v
0 RADUSWEBEMURBRTERIWEDR, MRERETELHOER, RABHBEE.
EAEE ~ MACKTEN S FLESIESOLIETEE A EE > ARE > #ASE > HESnTREERNE SRS,

g SRS, EE RN e .

¥

waEres O Weins  mEns @S AL "AEAR: Py

SRR S

PIEAEERS v " IERTE): 000000 B
SHLR
<
Sz SHEE
mes AmE EmPve (D) SMPVESHE (7) HWMAC hsan W L PE digem E ] =eaE
- ROOTIGUest 5048 HCIP-Securty 802 1X 802 1% =3

E12-39 EEHR L&AFE
# SEEPLEEAERAN “‘EEFE , EEEFLLEAEES.

BE¥E

FHHAIEER

FBPZEE: =BRER

HiERE: Local

YSIEHRY ; EAP_PEAP_MSCHAPV2

#EASSID: HCIP-Security

Nas Port ID slot=0;subslot=0;port=0;vianid=4001;interfaceName=WIlan-Dbss 17496

E{bRADIUSEIE: NAS-Port=4001
Framed-Protocol=1
NAS-Identifier=AC
NAS-Port-Type=19;
NAS-IP-Address=192.168.2.10
Framed-Mtu=1500
Huawei:HW-NAS-Startup-Time-Stamp=1741345974;
Huawei:HW-Connect-ID=327708;
Huawei:HW-Version=V200R022C00
Huawei:HW-Product-ID=AC
Huawei:HW-AP-Information=28FB-AEB7-D580
Huawei:HW-Access-Type=1

REUERIER

ERER: RadiusPacketType=AccessAccept Filter-ld43001| State=0x01956fb4c3d6000001956fb4c3d6

EERNERE

E12-40 EERAF LEHEFR

124 Gi =%
12.4.1 SW2 B &

#
sysname SW2
#
vlan batch 10
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#

interface GigabitEthernet0/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10

#

interface GigabitEthernet0/0/17
port link-type access
port default vlan 10

#

12.4.2 SW3 fic&

#
sysname SW3
#
vlan batch 10 4000 4001
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 10 4000 4001
#
interface GigabitEthernet0/0/12
port link-type trunk
port trunk pvid vlan 4000
port trunk allow-pass vlan 4000
#

1243 FW2 Bi&

#
sysname FW2
#
vlan batch 10
#
interface GEO/0/5
portswitch
undo shutdown
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10
#
interface GE0/0/6
portswitch
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undo shutdown
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10

#

firewall zone trust
set priority 85
add interface GE0O/0/5
add interface GE0/0/6

#

1244 ACFc&

#
sysname AC

#

vlan batch 10 4000 to 4001

#

authentication-profile name HCIP-Security
dot1x-access-profile HCIP-Security
authentication-scheme HCIP-Security
radius-server t1

#

radius-server source ip-address 192.168.2.100

#

dhcp enable

#

radius-server template t1
radius-server shared-key cipher %/%#P&81!R"6z-4x~C~knm!Zkbs~@xljSAe/3K+9|i*8%"%#
radius-server authentication 192.168.2.201 1812 weight 80
radius-server accounting 192.168.2.201 1813 weight 80

#

acl number 3001
rule 1 permit ip destination 10.10.10.0 0.0.0.255
rule 2 deny ip

#

user-group group
acl-id 3001

#

ip pool vlan4000
gateway-list 10.10.1.1
network 10.10.1.0 mask 255.255.255.0
option 43 sub-option 3 ascii 10.10.1.1

#

ip pool vlan4001
gateway-list 10.20.1.1
network 10.20.1.0 mask 255.255.255.0

#
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aaa
authentication-scheme HCIP-Security
authentication-mode radius
#
interface Vlanif10
ip address 192.168.2.100 255.255.255.0
#
interface Vlanif4000
ip address 10.10.1.1 255.255.255.0
dhcp select global
#
interface V0anif4001
ip address 10.20.1.1 255.255.255.0
dhcp select global
#
interface GigabitEthernet0/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 4000 to 4001
#
capwap source interface vlanif4000

capwap dtls psk %M%#0!>x<g+._;rk[GCUShe(g8nk)PbOuQ1NTz1-Tr=*%A%#
capwap dtls inter-controller psk %A%#qcmB:/J!ABiwjjHg@@VMfleYSj/:z51"DP7rl"*0%A%#

capwap dtls no-auth enable
#
wlan

temporary-management psk %A\%#~/5'B_I~4M8#xg$(R;z7~p[P(#zzc>&V*%'6[Tn (% \%#

5384

ap username admin password cipher %/\%#Kc98I|*gB-S5ATHdbGK@c$3x4!0<8.0KsA@nnT~K%A%#

traffic-profile name default
security-profile name default
security-profile name default-wds
security-profile name default-mesh
security-profile name HCIP-Security
security wpa-wpa2 dot1x aes
ssid-profile name default
ssid-profile name HCIP-Security
ssid HCIP-Security
vap-profile name HCIP-Security
forward-mode tunnel
service-vlan vlan-id 4001
ssid-profile HCIP-Security
security-profile HCIP-Security
authentication-profile HCIP-Security
regulatory-domain-profile name domain1
dca-channel 5g bandwidth 20mhz
ap-group name ap-group1
regulatory-domain-profile domain1
radio 0
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vap-profile HCIP-Security wlan 1
radio 1
vap-profile HCIP-Security wlan 1
ap-id 0 type-id 187 ap-mac 28fb-aeb7-d580 ap-sn 2102354MXJ10Q3100287
ap-group ap-group1
ap-id 1 ap-mac 28fb-aeb7-d581
provision-ap
#
dot1x-access-profile name HCIP-Security
#
return

12.5 EE/R

E— RADIUS IRZEEELEES ) RADIUS IREBSetEtR FRT, B ATEEIR?

sEER:
1 A07FE RADIUS RS S IRIR T IS EATR, WABES RADIUS RS HIRNET
v g3 I[iTvi=1

2. 4NRFAH RADIUS fRSS=ER TR ZEAERE, NALIERFEUE TERE. BEmTk
radius-server ip-address { ipv4-address | ipv6-address } shared-key cipher key-string,
3.RADIUS [RS5 5 1ERMLE TR R FAIE TEBECE RADIUS IRSS=5MIE AT, RANE TEE
Y RADIUS BRSS 28R SEER
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1 3 Portal TANESELE

13.1 SC8G1T4R

13.1.1 XF ARG
EWERE T WLAN AR TIRHIEEHAIE, HTFREEE, ®AatklER Portal 5T
BFHITENAE, BRFRTAHKS, FEEH RADIUS R332 (iMaster NCE-
Campus ) #i—E1E R TAIKSFIBUR -

13.1.2 LG HAY
o  EIREFL& AC HILEE,
e IR WLAN EIRELE .
o IR Portal IANIFECE .

13.1.3 SCIGZHM 123

B =l

iMaster NCE-Campus G0/0
[GO/0/1] AP
Vg« ()
0/0/2! 0/ G0/0/12 M G0/0/0 |
Efl (el T yoro ¥ (( ‘))
AC Sw3 A
o
PC3

E13-1 Portal IAIESCEEFRFM

1 {ERYINBEELS AP {HH8, iMaster NCE-Campus {E9 RADIUS BRS3EE.
2AP 5 AC 288" E4EM, AP F1ZRiwAY DHCP fRSSEEIEPETE AC L,
3.AC 5 RADIUS fRSBBEZIEAN_EHMW, FTLLinhI AAA INIER RADIUS BRSZZHIT o
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4. FAPER: “HCIP_Sec_Portal” FT&MLEAY, FTE®IT Portal IAIE, Portal XM RADIUS
IRSSEEHEIX

13.1.4 SCEGFK]
F13-1 igsgFEOMKIZxR

RE &0 EOMR EZOER 5eRH
PVID: 1 )
G0/0/2 Trunk 5rwW2EE
Allow-pass VLAN: 10
SW2
i&E#ZiMaster NCE-
G0/0/17 | Access PVID: 10 EeiZiMaster
Campus
PVID: 1 )
G0/0/1 Trunk 5rwW2EHiE
Allow-pass VLAN: 10
PVID: 1
Sw3 G0/0/3 Trunk | Allow-pass VLAN: 10, 5ACHIE
4000, 4001
PVID: 4000 )
G0/0/12 Trunk 5aArPH&E
Allow-pass VLAN: 4000
PVID: 1 i
GE0/0/5 Trunk 5sw3gi&
Allow-pass VLAN: 10
FW2
PVID: 1 .
GE0/0/6 Trunk 5sw2EiE
Allow-pass VLAN: 10
PVID: 1
AC GEO0/0/2 Trunk | Allow-pass VLAN: 10, 5SW3EE
4000, 4001
AP GE0/0/0 / RIFIANLERE 5sw3gi&E
Master NCE- | e emeto | W& 192.168.2.201/24 RSSSREOIP
Campus
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13.2 SCIG{FBBCE
13.2.1 Bc BB

1 EEMZEE, SLENKEMEERE.

2.FCE ACHY DHCP Server IHgE, I AP DECEIEHE, AT&ZRimH B S,

3.EE AP L,
4.1 AC RSNt RADIUS IAIERRSZSEMSH .
5.7F AC A& SSID Ei&EiR & WLAN Portal IMIFHEXECE o

55388

6.7F iMaster NCE-Campus E8IEHENIZE . ENARF . AN SBEGRNIFD Portal TTE

HEIXARM o

13.2.2 Bc B

$IB | RREMNES

# 1RER “F13-17 FUEAKI, SR AC. SW3. AP Z[AI"EMERIECE, TR SW3. FW2,

SW2 Ziaf — EMSEHIECE
# Bo& ACAY GigabitEthernet0/0/2 #[,

[AC] vlan batch 10 4000 4001

[AC] interface GigabitEthernet0/0/2

[AC-GigabitEthernet0/0/2] port link-type trunk
[AC-GigabitEthernet0/0/2] undo port trunk allow-pass vlan 1
[AC-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 4000 4001
[AC-GigabitEthernet0/0/2] quit

# BoE SW3 89 G0/0/3. G0/0/12 1 G0/0/1 %1,

[SW3] vlan batch 10 4000 4001

[SW3] interface GigabitEthernet0/0/3
[SW3-G0/0/3] port link-type trunk
[SW3-G0/0/3] port trunk allow-pass vlan 10 4000 4001
[SW3-G0/0/3] quit

[SW3] interface GigabitEthernet0/0/12
[SW3-G0/0/12] port link-type trunk
[SW3-G0/0/12] port trunk pvid vlan 4000
[SW3-G0/0/12] port trunk allow-pass vlan 4000
[SW3-G0/0/12] quit

[SW3] interface GigabitEthernet0/0/1
[SW3-G0/0/1] port link-type trunk
[SW3-G0/0/1] port trunk allow-pass vlan 10
[SW3-G0/0/1] quit

# BoE FW2 89 GE0/0/5 1 GE0/0/6 £, FHSEOMAEZE X,

[FW2] vlan 10




Az

HUAWEI

HCIP-Security_V4.0 SLIGESFAR

[FW2] interface GEO/0/5

[FW2-GEOQ/0/5] portswitch

[FW2-GE0/0/5] port link-type trunk
[FW2-GEO0/0/5] undo port trunk allow-pass vlan 1
[FW2-GE0/0/5] port trunk allow-pass vlan 10
[FW2-GE0/0/5] quit

[FW2] interface GE0/0/6

[FW2-GE0/0/6] portswitch

[FW2-GE0/0/6] port link-type trunk
[FW2-GE0/0/6] undo port trunk allow-pass vlan 1
[FW2-GEQ/0/6] port trunk allow-pass vlan 10
[FW2-GE0/0/6] quit

[FW2] firewall zone trust

[FW2-zone-trust] add interface GEO/0/5
[FW2-zone-trust] add interface GEO/0/6
[FW2-zone-trust] quit

55389

# BecE SW2 89 G0/0/2. G0/0/17 M.

[SW2] vlan 10

[SW2] interface GigabitEthernet 0/0/2
[SW2-G0/0/2] port link-type trunk
[SW2-G0/0/2] undo port trunk allow-pass vlan 1
[SW2-G0/0/2] port trunk allow-pass vlan 10
[SW2-G0/0/2] quit

[SW2] interface GigabitEthernet 0/0/17
[SW2-G0/0/17] port link-type access
[SW2-G0/0/17] port default vlan 10
[SW2-G0/0/17] quit

IR 2 FEE DHCP

# ACEE AP IZHEIBEMHE, RN ATEAR (PC3) 124l Siutt, ALRAE
VLAN4000 HEIEMEL, BLE VLAN4001 JSSES .

# FFi= AC A DHCP Ih&E,

[AC] dhcp enable

# BoE AP BEIEMERAIMNSC, FikiFE/3 DHCP ikt

[AC] interface vlanif4000

[AC-VLANIF4000] ip address 10.10.1.1 255.255.255.0
[AC-VLANIF4000] dhcp select global
[AC-VLANIF4000] quit

# FECE AP ETEMEZAY DHCP Hthiikith

[AC] ip pool vlan4000

[AC-ip-pool-vlan4000] gateway-list 10.10.1.1
[AC-ip-pool-vlan4000] network 10.10.1.0 mask 255.255.255.0
[AC-ip-pool-vlan4000] option 43 sub-option 3 ascii 10.10.1.1
[AC-ip-pool-vlan4000] quit
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# BeETZKISMERRIMX, FiEiFEERE DHCP Hlikt

[AC] interface vlanif4001

[AC-VLANIF4001] ip address 10.20.1.1 255.255.255.0
[AC-VLANIF4001] dhcp select global
[AC-VLANIF4001] quit

# EcE LR MERRY DHCP £S5tttk

[AC] ip pool vlan4001

[AC-ip-pool-vlan4001] gateway-list 10.20.1.1
[AC-ip-pool-vlan4001] network 10.20.1.0 mask 255.255.255.0
[AC-ip-pool-vlan4001] quit

# BCBETLRHFIAIEELE, 5 RADIUS IAIEARSSES (iMaster NCE-Campus ) i&(E .

[AC] interface vlanif10
[AC-VLANIF10] ip address 192.168.2.100 255.255.255.0
[AC-VLANIF10] quit

FIR 3 EEAP L%

# CIEE AP 2B, FTBIERECER AP EBIDNE— AP H, HEERIAILE.

[AC] wlan

[AC-wlan-view] ap-group name ap-group1

[AC-wlan-ap-group-ap-group1] quit

[AC-wlan-view] ap auth-mode no-auth

[AC-wlan-view] ap-mac 28fb-aeb7-d580 //MAC HHIIFHIEEE, FEETELINIMEF AP BFIESE MAC iFEE
[AC-wlan-ap-0] ap-group ap-group1

# QB EIRER, EIREEERTERE AC NERBHE AP AT 5| B EEER.

[AC-wlan-view]regulatory-domain-profile name domain1
[AC-wlan-regulate-domain-domain1] country-code cn

Info: The current country code is same with the input country code.
[AC-wlan-regulate-domain-domain1] quit
[AC-wlan-view]ap-group name ap-group1
[AC-wlan-ap-group-ap-group1] regulatory-domain-profile domain1
Warning: This configuration change will clear the channel and power configurations of radios, and may
restart APs. Continue?[Y/N]:y

[AC-wlan-ap-group-ap-group1] quit

[AC-wlan-view]quit

[AC]

# FoE AC RUIEREO.

[AC] capwap source interface vlanif4000

Set the DTLS PSK(contains 8-32 plain-text characters, or 48 or 68 cipher-text characters that must be a
combination of at least two

of the following: lowercase letters a to z, uppercase letters A to Z, digits, and special characters): //Hc
& DTLS fNZ#Y PSK

Confirm PSK:  //EEEHIA DTLS IIZHY PSK, FRBNFET—

Configuring the new PSK, waiting...
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Info: Deliver DTLS PSK to devices using CAPWAP connections. It may take a few minutes.

CAPWAP DTLS PSK deliver result
Deliver Number : 0

Success Number : 0
Failed Number: 0

Set the DTLS inter-controller PSK(contains 8-32 plain-text characters, or 48 or 68 cipher-text characters
that must be a combination

of at least two of the following: lowercase letters a to z, uppercase letters A to Z, digits, and special
characters): //EEE AC [8] DTLS INZZRY PSK
Confirm PSK:  //EEH AC [8) DTLS INZEHY PSK, FRIMINIRIS—H
Configuring the new PSK, waiting.........ccceee..... done.

Set the user name for FIT APs(The value is a string of 4 to 31 characters, which can contain letters,
underscores, and digits, and m

ust start with a letter):admin  //%—#icE& FIT AP IEFRHEFZ

Set the password for FIT APs(plain-text password of 8-128 characters or cipher-text password of 48-188
characters that must be a com

bination of at least three of the following: lowercase letters a to z, uppercase letters A to Z, digits, and
special characters): //%—EC& FIT AP UEFEZ515

Confirm password:  //E&%IA FIT AP FIERZER, FRKBAGFRE—X

Set the global temporary-management psk(contains 8-63 plain-text characters, or 48-108 cipher-text
characters that must be a combina

tion of at least two of the following: lowercase letters a to z, uppercase letters A to Z, digits, and special
characters): [[EeEEEBEEIE VAP AU NERD

Confirm PSK:  //ESMALEBEEIE VAP FUIEANER, MM RIT—H

Warning: Ensure that the management VLAN and service VLAN are different. Otherwise, services may be
interrupted.

Warning: Before an added device goes online for the first time, enable DTLS no-auth if it runs a version
earlier than V200R021C00 or

enable DTLS certificate-mandatory-match if it runs V200R021C00 or later.

[AC] capwap dtls no-auth enable //V200R021C00 hrAFFiA, AC EKIAFFE CAPWAP #=HIB%ERY DTLS A0
INEE. ANIN AP BY AP & £, LEAYEEESEFF R CAPWAP DTLS FNMAIERSTULE AP E26, LAE AP 3REX
REEIE, AP EEERRATXAIZINEE (undo capwap dtls no-auth enable ) , B#RRIEIR AP £4
Warning: This operation allows for device access in non-DTLS encryption mode even when DTLS is
enabled and brings security risks. Af
ter the device goes online for the first time, disable this function to prevent security risks.
Continue?[Y/N]:y
[AC]

# W4T7ap< display ap all &% AP B9 “State” FE&H “nor” BF, FRAPIEE F&,

[AC-wlan-ap-0]display ap all
Total AP information:

nor :normal [1]
Extralnfo : Extra information

ID MAC Name Group IP Type State STA
Uptime Extralnfo
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0 28fb-aeb7-d580 28fb-aeb7-d580 ap-group1 10.10.1.187 AirEngine5761-12 nor 0 5S -

Total: 1

IR 4 RADIUS BRZEXHESHEE

# 7£ AC L Bl%E RADIUS BRSS224E1R .

[AC] radius-server template t1

[AC-radius-wlan-t1] radius-server authentication 192.168.2.201 1812
[AC-radius-wlan-t1] radius-server accounting 192.168.2.201 1813
[AC-radius-wlan-t1] radius-server shared-key cipher Huawei@123
[AC-radius-wlan-t1] quit

# £ AC LECELS RADIUS BRS5E5ESAVIEMBIEYS 192.168.2.100,

[AC] radius-server source ip-address 192.168.2.100

HBE: LA EIIMEES SRS ‘SIS 127 =R, TEEER, TETRRS.
$IB 5 EEINISENER

# FEACKREBLRENELSEMTELZR, £ default i5R5|FARIECER RADIUS BRSS28
&k, FEEERBAES default.

[AClaaa

[AC-aaa]authentication-scheme radius
[AC-aaa-authen-radius]authentication-mode radius
[AC-aaa-authen-radius]quit
[AC-aaa]accounting-scheme radius

Info: Create a new accounting scheme.
[AC-aaa-accounting-radius]accounting-mode radius
[AC-aaa-accounting-radius]accounting realtime 15
[AC-aaa-accounting-radius]quit

[AC-aaaldomain default

Info: The domain default is for common users. To modify the parameters of common users domain,
perform operations in the domain default.

[AC-aaa-domain-default] authentication-scheme radius
[AC-aaa-domain-default] accounting-scheme radius
[AC-aaa-domain-default] radius-server t1
[AC-aaa-domain-default]quit

[AC-aaa]quit

[AC]domain default

Info: Set the default domain success.

$£I2 6 EE URLIAIESH
# 1E AC &% EECE Portal IAIE URL HB3EFN EIRAGAIES 2L,

[AC]Jurl-template name nce
[AC-url-template-nce] url https://192.168.2.201:19008/portal
Info: Ensure that the DNS and Portal server addresses are reachable.
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[AC-url-template-nce] url-parameter device-ip ac-ip redirect-url redirect-url ssid ssid user-ipaddress
uaddress user-mac umac

[AC-url-template-nce] url-parameter set device-ip 192.168.2.100

[AC-url-template-nce] quit

[AC]web-auth-server server-source all-interface

Warning: All interface listening has security risks.

If configured, the configuration of the specified listening IP address will be removed. Continue?[Y/N]y
[AC]

SR 7 EE Portal IRSSEIER

# £ ACI2E FFCE Portal BRSS52/1EIR .

[AC]web-auth-server portal
[AC-web-auth-server-portal]server-ip 192.168.2.201
[AC-web-auth-server-portal]port 50100
[AC-web-auth-server-portal]shared-key cipher Huawei@123

Info: The shared-key configured on the device must be the same as the one configured on the portal
server. And it is strongly recommended that the shared-key be at least 16 octets to ensure a sufficiently
large range for the secret to provide protection against exhaustive search attacks.

[AC-web-auth-server-portal]url-template nce
[AC-web-auth-server-portal]source-ip 192.168.2.100
[AC-web-auth-server-portal]portal-access-profile name portal
[AC-portal-access-profile-portal] web-auth-server portal direct
[AC-portal-access-profile-portal] quit

[AC]

LB 8 BEINIAIHER

# £ ACIRE FEERPINERITLUAIDRRIER, IR T NCE-Campus MISStbit, &
MR Fi%iGIE) Portal TXAE .

[AC]free-rule-template name free_rule

[AC-free-rule-free_rule]free-rule 1 destination ip 192.168.2.201 mask 255.255.255.255
[AC-free-rule-free_rule]quit

[AC]

$£I2 9 FELE Portal IAIEAEHR

# £ ACIRE LACE Portal FAFIAIEENR, AN PEENSMERSH.

[AC]authentication-profile name auth_portal

Authentication profile auth_portal : done.
[AC-authentication-profile-auth_portal]portal-access-profile portal
Info: This operation may take a few minutes, please wait....
Authentication profile auth_portal : done.
[AC-authentication-profile-auth_portal]free-rule-template free_rule
[AC-authentication-profile-auth_portal]access-domain default
[AC-authentication-profile-auth_portal]quit

[AC]
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LB 10 RELZLS

# BIEZ S “security_portal” L £iER, HEELZEHRE.

[AC-wlan-view]security-profile name security_portal
[AC-wlan-sec-prof-security_portal]security open
[AC-wlan-sec-prof-security_portal]quit

# B3 SSID &1k, FECE SSID &R,

[AC-wlan-view]ssid-profile name HCIP_Sec_Portal
[AC-wlan-ssid-prof-HCIP_Sec_Portal]ssid HCIP_Sec_Portal

Info: This operation may take a few seconds, please wait.done.
[AC-wlan-ssid-prof-HCIP_Sec_Portal]quit

[AC-wlan-view]

# B VAP 18R, BoBEISEIRERETC. WSS VLAN, F5IBREER. INEERFD SSID
18R

[AC-wlan-view]vap-profile name HCIP_Sec_Portal
[AC-wlan-vap-prof-HCIP_Sec_Portal]forward-mode tunnel

Info: This operation may take a few seconds, please wait.done.
[AC-wlan-vap-prof-HCIP_Sec_Portal]service-vlan vlan-id 4001

Info: This operation may take a few seconds, please wait.done.
[AC-wlan-vap-prof-HCIP_Sec_Portal]ssid-profile HCIP_Sec_Portal
Info: This operation may take a few seconds, please wait.done.
[AC-wlan-vap-prof-HCIP_Sec_Portal]security-profile security_portal
Info: This operation may take a few seconds, please wait.done.
[AC-wlan-vap-prof-HCIP_Sec_Portal]authentication-profile auth_portal
Info: This operation may take a few seconds, please wait.done.

[AC-wlan-vap-prof-HCIP_Sec_Portal]quit

# BCE AP 4H5| M VAP 1&ilR, AP 5357 0 #0855 1 ER(EFIFEERY VAP &R,

[AC-wlan-view]ap-group name ap-group1
[AC-wlan-ap-group-ap-group1] radio 0
[AC-wlan-group-radio-ap-group1/0] vap-profile HCIP_Sec_Portal wlan 3
Info: This operation may take a few seconds, please wait.done.
[AC-wlan-group-radio-ap-group1/0] radio 1
[AC-wlan-group-radio-ap-group1/1] vap-profile HCIP_Sec_Portal wlan 3
Info: This operation may take a few seconds, please wait.done.
[AC-wlan-group-radio-ap-group1/1]quit
[AC-wlan-ap-group-ap-group1]quit

[AC-wlan-view]quit

[AC]

B 11 300 PortaIMIEENIR S

# (EFAEPWSER NCE-Campus EEERE , iEF “ENEIE > HENRE, PUTLITRE:
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Your connection is not private

Attackers might be trying to steal your information from 192.168.2.201 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Advanced | Back to safety

E]13-26 ZigLesE

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.2.201 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Hide advanced )

This server could not prove that it is 192.168.2.201; its security certificate is not trusted by
your computer’s operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 192.168.2.201 (unsafe)
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E]13-27 4k EmpialBaETRm

2
o (V)
Logln
R test
E’ .......... Huawei@1 23

Welcome to WIFI, we will be happy to serve you!

[E]13-28 PC3 Hk4EZl Portal IAIESRHE

# N “test/Huawei@123” HIKFSESS, @id Portal TAIE, RAT:

| Verification succeeded. |

Username test

Available traffic Unlimited
Available duration: Unlimited
Expired at: Unlimited

Change Password

Log Out

self-service
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[E13-33 &% Portal + F&H®

134 GiEBES%
13.4.1 SW2 Bc&

#

syshname SW2

#

vlan batch 10

#

interface GigabitEthernet0/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10

#

interface GigabitEthernet0/0/17
port link-type access
port default vlan 10

#

13.4.2 SW3 Bt &

#
sysname SW3
#
vlan batch 10 4000 4001
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 10 4000 4001
#
interface GigabitEthernet0/0/12
port link-type trunk
port trunk pvid vlan 4000
port trunk allow-pass vlan 4000
#

13.4.3 FW2 fic&

#
sysname FW2
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#
vlan batch 10
#
interface GEO/0/5
portswitch
undo shutdown
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10
#
interface GE0/0/6
portswitch
undo shutdown
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10
#
firewall zone trust
set priority 85
add interface GE0O/0/5
add interface GE0/0/6
#

1344 ACFc&

#
sysname AC

#

radius-server source ip-address 192.168.2.100

#

vlan batch 10 4000 to 4001

#

authentication-profile name auth_portal
portal-access-profile portal
free-rule-template free_rule
access-domain default

#

web-auth-server server-source all-interface

#

dhcp enable

#

radius-server template t1
radius-server shared-key cipher %/%#P&81!R"6z-4x~C~knm!Zkbs~@xljSAe/3K+9|i*8%N%#
radius-server authentication 192.168.2.201 1812 weight 80
radius-server accounting 192.168.2.201 1813 weight 80

#

free-rule-template name free_rule
free-rule 1 destination ip 192.168.2.201 mask 255.255.255.255
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#
url-template name nce
url https://192.168.2.201:19008/portal
url-parameter device-ip ac-ip redirect-url redirect-url ssid ssid user-ipaddress uaddress user-mac umac
url-parameter set device-ip 192.168.2.100
#
web-auth-server portal
server-ip 192.168.2.201
port 50100
shared-key cipher %A%#X[0m,<YOfG~sOx#mZVIYT+]>U;C~{+ROZEY.Wrw>%"%#
url-template nce
source-ip 192.168.2.100
#
portal-access-profile name portal
web-auth-server portal direct
#
portal-access-profile name portal_access_profile
#
ip pool vlan4000
gateway-list 10.10.1.1
network 10.10.1.0 mask 255.255.255.0
option 43 sub-option 3 ascii 10.10.1.1
#
ip pool vlan4001
gateway-list 10.20.1.1
network 10.20.1.0 mask 255.255.255.0
#
aaa
authentication-scheme radius
authentication-mode radius
accounting-scheme radius
accounting-mode radius
accounting realtime 15
domain default
authentication-scheme radius
accounting-scheme radius
radius-server t1
#
interface Vlanif10
ip address 192.168.2.100 255.255.255.0
#
interface Vlanif4000
ip address 10.10.1.1 255.255.255.0
dhcp select global
#
interface V0anif4001
ip address 10.20.1.1 255.255.255.0
dhcp select global
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#
interface GigabitEthernet0/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 4000 to 4001
#
capwap source interface vlanif4000
capwap dtls psk %M%#0!>x<g+._;rk[GCUShe(g8nk)PbOuQ1NTz1-Tr=*%A"%#
capwap dtls inter-controller psk %A%#qcmB:/J!ABiwjjHg@@VMfleYSj/:z51"DP7rl"*0%A%#
capwap dtls no-auth enable
#
wlan
temporary-management psk %/%#~/5'B_I~4M8#xg$(R;z7~p[P (#zzc>&V*%'6[Tn(%"\%#
ap username admin password cipher %/\%#Kc98I|*gB-S5ATHdbGK@c$3x4!0<8.0KsA@nnT~K%\%#
security-profile name security_portal
security open
ssid-profile name HCIP_Sec_Portal
ssid HCIP_Sec_Portal
vap-profile name HCIP-Security
forward-mode tunnel
service-vlan vlan-id 4001
ssid-profile HCIP-Security
security-profile HCIP-Security
authentication-profile HCIP-Security
vap-profile name HCIP_Sec_Portal
forward-mode tunnel
service-vlan vlan-id 4001
ssid-profile HCIP_Sec_Portal
security-profile security_portal
authentication-profile auth_portal
regulatory-domain-profile name domain1
dca-channel 5g bandwidth 20mhz
ap-group name ap-group
regulatory-domain-profile domain1
radio 0
vap-profile HCIP_Sec_Portal wlan 3
radio 1
vap-profile HCIP_Sec_Portal wlan 3
ap-id 0 type-id 187 ap-mac 28fb-aeb7-d580 ap-sn 2102354MXJ10Q3100287
ap-group ap-group1
ap-id 1 ap-mac 28fb-aeb7-d581
provision-ap
#
return
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13.5 BEW

PortalINIEECEETER, SMMUFEEE free-rule?

SEZLZE: BRIANERINZE, HEERFPERNMNEIRS, SE2APIAERINEIREESREED
SR . AITE free-rule {EHRHELS free-rule FIN, & EAPENERINEIHIMES
EIEES
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1 4 Portal IAMESIFEHEBRSELS

14.1 SLIEN 4R

14.1.1 XFARSLEE

HERET WLAN AR TIRETEDAINE, EFLZEERE, BatkIER Portal XS
BFHITENANE, BRFRIAHES, FTEEFARNFREH AD IMERSEE, THERE
TEMHENAILE,

KRBT E T L PortalINEFBRFEREIIRETERAIHE, SMFRFSEMAY Portal
HIEHE R, IIZREBENTE ACIREITE AD IRSEIAIEXESE.

14.1.2 SLEGEHAY
e  THR Portal INIERIZ.
o IR AC X AD IREBEMELERIZ.

o  ZEIREM Portal INMEHIEHEE RS .

14.1.3 SCIGZHM TR

~
N
PC3

E]14-1 Portal L \IESCISHRFM

1{FHRINEEBRIRLE AP {HH,
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2AP 5 AC Z[E A EEM, AP F1&RumAY DHCP IRSS2EITEREFE AC L,

3.AC5 AD [R5 2B _ BN, T&ZimAIIAIER AD BRSZE8H4T .

4. FAFEE “Portal AD” ToLMILEAT, @Y Portal IAIE, IAIERMEER AC At Portal
WA,

14.1.4 SCIGFLK
F14-1 gFEOMLIZE

R =0 ZOMR ZOER 15488
PVID: 1 .
G0/0/2 Trunk 5rwoH%E
SW2 Allow-pass VLAN: 10
G0/0/13 Access PVID: 10 EZADINIEIRSS 25
PVID: 1 .
G0/0/1 Trunk 5rwW2EE
Allow-pass VLAN: 10
PVID: 1
SW3 G0/0/3 Trunk Allow-pass VLAN: 10, 5ACEE
4000, 4001
PVID: 4000 .
G0/0/12 Trunk 5APEZE
Allow-pass VLAN: 4000
PVID: 1 \
GE0/0/5 Trunk 5sw3gi&
Allow-pass VLAN: 10
FW2
PVID: 1 .
GE0/0/6 Trunk 5sw2Ei&
Allow-pass VLAN: 10
PVID: 1
AC GE0/0/2 Trunk Allow-pass VLAN: 10, 5SW3EE
4000, 4001
AP GE0/0/0 / REFRAUN, THEOCE 5sw3gi&
AD = 225
Ethernet0 IS 172.16.30.100/24 fRS5E31P

Server
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14.2 SCUG{FBBCE
14.2.1 BcE I

1.B5MECESAINIRE .
2 BB EICMIKIEE S 2R IEE, FhE—HEE,
14.2.2 Be B8
TR 1 SRR TALE

# SThk SW2 ROTRECE .

#

sysname SW2

#

vlan batch 10

#

interface GigabitEthernet0/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10

#

interface GigabitEthernet0/0/13
port link-type access
port default vlan 10

#

# SERY SW3 RUTRECHE .

#
sysname SW3
#
vlan batch 10 4000 4001
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 10 4000 4001
#
interface GigabitEthernet0/0/12
port link-type trunk
port trunk pvid vlan 4000
port trunk allow-pass vlan 4000
#
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# SShk FW2 B9TRECE .

£A17T

#
sysname FW2
#
vlan batch 10
#
interface GigabitEthernet0/0/5
portswitch
undo shutdown
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10
#
interface GigabitEthernet0/0/6
portswitch
undo shutdown
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10
#
firewall zone trust
set priority 85
add interface GigabitEthernet0/0/5
add interface GigabitEthernet0/0/6
#

# 5SRY AC RIUTRECE .

#

sysname AC

#

http secure-server ssl-policy default_policy
http secure-server server-source -i all
Y

http server enable

#

portal local-server ip 10.20.1.1

portal local-server http port 8080

#

portal https-redirect tls1.1 enable

Y

#

vlan batch 10 4000 4001

#

dns resolve

dns proxy enable

Y

#
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dhcp enable
#
interface vlanif10
ip address 172.16.30.10 255.255.255.0
#
interface vlanif4000
ip address 10.10.1.1 255.255.255.0
dhcp select global
#
interface vlanif4001
ip address 10.20.1.1 255.255.255.0
dhcp select global
#
ad-server template t1
ad-server authentication 172.16.30.100 88 no-ssl
Y
ad-server authentication base-dn dc=huawei,dc=cn

ad-server authentication manager cn=Administrator,cn=users Huawei@123
ad-server authentication host-name WIN-Q2QSOCUE8QT.huawei.cn

ad-server authentication ldap-port 389
ad-server user-filter sSAMAccountName
ad-server group-filter ou
ad-server cipher-suite aes256-hmac-sha
#
portal-access-profile name Portal-AD
portal http-proxy-redirect enable
#
ip pool vlan4001
gateway-list 10.20.1.1
network 10.20.1.0 mask 255.255.255.0
#
ip pool vlan4000
gateway-list 10.10.1.1
network 10.10.1.0 mask 255.255.255.0
option 43 sub-option 3 ascii 10.10.1.1
#
aaa
authentication-scheme Portal-AD
authentication-mode ad
authorization-scheme AD
authorization-mode ad
#
authentication-profile name Portal-AD
authentication-scheme Portal-AD
authorization-scheme AD
ad-server t1
#
interface GigabitEthernet0/0/2

4181
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port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 4000 4001
#
wlan
security-profile name Portal-AD
security open
Y
Y
ssid-profile name Portal-AD
ssid Portal-AD
vap-profile name Portal-AD
forward-mode tunnel
service-vlan vlan-id 4001
ssid-profile Portal-AD
security-profile Portal-AD
Y
ap-group name ap-group
radio 0
vap-profile Portal-AD wlan 3
radio 1
vap-profile Portal-AD wlan 3
radio 2
vap-profile Portal-AD wlan 3
ap-id 1 type-id 130 ap-mac 14ab-0228-5f80 ap-sn 2102353GES6RN5008931
ap-name a5760
Y
ap-group ap-group1
Y
#

# &£ AC LFCE capwap BRERYRIEL, FNFERENNEL, SEWNTNINEES.

[AC] capwap source interface vlanif 4000

Set the DTLS inter-controller PSK(contains 8-32 plain-text characters, or 48 or 68 cipher-text characters
that must be a combination of at least two of the following: lowercase letters a to z, uppercase letters A
to Z, digits, and special characters):Huawei@123

Confirm PSK:Huawei@123
Configuring the new PSK, waiting..........cc...... done.

Info: Deliver DTLS PSK to devices using CAPWAP connections. It may take a few minutes.

CAPWAP DTLS PSK deliver result
Deliver Number : 0

Success Number : 0
Failed Number: 0

Set the user name for FIT APs(The value is a string of 4 to 31 characters, which can contain letters,
underscores, and digits, and must start with a letter):admin




Az

HUAWEI

HCIP-Security_V4.0 SC3GIESFAR 54201R

Set the password for FIT APs(plain-text password of 8-128 characters or cipher-text password of 48-188
characters that must be a combination of at least three of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters): Huawei@123

Confirm password: Huawei@123

Set the global temporary-management psk(contains 8-63 plain-text characters, or 48-108 cipher-text
characters that must be a combination of at least two of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters): Huawei@123

Confirm PSK: Huawei@123

Warning: Ensure that the management VLAN and service VLAN are different. Otherwise, services may be
interrupted.

Warning: Before an added device goes online for the first time, enable DTLS no-auth if it runs a version
earlier than V200R021CO00 or enable DTLS certificate-mandatory-match if it runs V200R021C00 or later.

TR 2 RELLEIREES

# {£F3 RDP ER PC3, ITHLEMBERE, KMLELEREILRA “Portal-AD” RITEM
s

=Ho

# FEAC LGB AP BB LXK,

[AC] display ap all

Total AP information:

idle :idle [1]
Extralnfo : Extra information

ID MAC Name Group IP Type State STA Uptime Extralnfo
1 14ab-0228-5f80 a5760 ap-groupl - AirEngine5760-51 idle O - -
Total: 1

# KL AP;RBG %%, (B AP EABLETIR, LEAEFER AC X313 V200R021C00 K2 Z fGhRAS
B AP B, TATRERED;RE DTLS EESHELiE L, EiATRE,
# {F8E CAPWAP By DTLS S1RFERMEIEHIAES .

[AC] capwap dtls cert-mandatory-match enable

Warning: This operation allows for device access using the preset certificate when DTLS is enabled and
brings security risks. After the device goes online for the first time, disable this function to prevent
security risks. Continue?[Y/N]:Y

154AE: 1EHN3T1E V200R021C00 R 2 fShRANHI AP B, 86 AP ik b4, SJLIEHEIZINGE
FEF AP LIFREIEBINIEA V1T DTLS =iF, {# AP L4k, AP EEESIRENARY DTLS £
iE, EFAZ S5 NEIT DTLS SIFFEEL . HRENSEEZS, £ AP EHf XS, NIzZBIxX
ANZINEE, EERARITIN AP AL,

# TR ERIRIES, BIXKE AP E&1ER, AW AP BIEE L4,

[AC] display ap all

Total AP information:

nor :normal [1]
Extralnfo : Extra information

ID MAC Name Group IP Type State STA Uptime Extralnfo
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1 14ab-0228-5f80 a5760 ap-group1 10.10.1.131 AirEngine5760-51 nor 0 24S -
Total: 1
# [@F) PC3, BREIRIEE “Portal-AD” TEMER, KA LUEEER.,
L"- Wi-Fi
— Portal-AD
dim Realtek RTL8188EU Wireless LAN ...
all Network Connection Details X
General MNetwork Connection Details:
Connection Property Value ~
IPv4 Connectivity: No Internet access Connection-specific DN...
IPv6 Connectivity: No netwark access Description Realftek RTLE188EU Wireless LAN 8i
Media State: Enabled Physical Address EO-ET-A3-54-AE-5E
551Dy Portal-AD DHCP Enabled Yes
Duration: 4 days 12:55:51 lgﬂ gdm&s ;2;25155;55 0
Speed: 72.0 Mbps |Pvd Subnet Mask 255 2585,
Lease Obtained
Signal Quality: :ﬂﬂ!l Lease Expires
; |Pv4 Default Gateway 10.20.11
Detais.. Wireless Properties IPv4 DHCP Server 102011
Activity |Pv4 DNS Server
- |Pvd WINS Server
Sent &! Received NetBIOS over Tepip En...  Yes
.{Eﬁ] Link4ocal IPv6 Address fe80::d386:3701:680:c132%4
Bytes: 84,005 541,333 |Pv6 Default Gateway
IPv6 DNS Servers fecO:0-0fF::1%1 o
QPruperlies GDisable Diagnose < ’
Close

E14-2 PC3 IEEEE “Portal AD” LML

£ 3 B Portal TAERELHIER

# PC3 pINEELLMEELAS, £ PC3 RUNSRRFEEHMA— IP ttHEIZE, &g

Portal IAIETTEGEE o
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1 can't reach this page X = — O X

< ) 1.1.1.1 w5

Hmm, we can't reach this page.
'®) Try this

» Make sure you've got the nght web
address: hitp://1.1.1.1

L]
=

efresh the page

« Search for what YOu wdnt

E]14-3 Portal INMETREFRIEF
# LA EWSER AC AH#BAY Portal TWEAKRIIN,, AR PC3 5 AC ZIBJAHEI&E. Portal AILE
FoEaRR, AC At Portal REABLESHEF O, FEZF—HE,
# BREMEERY, &AW PC3HLA ping 18 AC, XIPREMLZTIOE,

Isers\Secur

L AN

laximum 36ms, Averag
El14-4 PC3 5 AC ZialiEE L
# Z[EBHE Portal INMIEABXELE .

| #
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authentication-profile name Portal-AD
authentication-scheme Portal-AD
authorization-scheme AD
ad-server t1

#

# MR ACRIECERIARIL, INERIRFIFA TINERR . FIUEN, (ERIRBIEA Portal
BNER.

# ST Portal IENEIRELS .

#

portal-access-profile name Portal-AD
portal http-proxy-redirect enable

#

# HLIRI Portal ENEIRECESASEIRMEIBEN , SCIEHKIER AC A1tBAY portal T
|, ZEERIR.

# {224 Portal ENIRIRECE, (EAWE Portal IR5&%

[AC] portal-access-profile name Portal-AD
[AC-portal-access-profile-Portal-AD] undo portal http-proxy-redirect enable
[AC-portal-access-profile-Portal-AD] portal local-server enable
[AC-portal-access-profile-Portal-AD] quit

# ZIRTEINEEIRTIEMA Portal EAEIR .

[AC] authentication-profile name Portal-AD
[AC-authentication-profile-Portal-AD] portal-access-profile Portal-AD
[AC-authentication-profile-Portal-AD] quit

# TRk DiAECESS, £/ PC3 BN, RIKIAFLEDEEZE Portal IXH .
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1 can'treachthispage X —+ — O 4

< ) 1.1.1.1 w5

Hmm, we can't reach this page.

O Try this

» Make sure you've got the nght web
address: http://1.1.1.1

« Search for what you want

E]14-5 Portal INIETREIRIEFE#H

# BEHIE, ZREEZIE, Portal EABRIREZTIAEEIRPIER, INEHRIREEE vap-
profile Y& AR .

# B TREE vap-profile MBI FECE .

[AC] wlan
[AC-wlan-view] vap-profile name Portal-AD
[AC-wlan-vap-prof-Portal-AD] display this
#

forward-mode tunnel

service-vlan vlan-id 4001

ssid-profile Portal-AD

security-profile Portal-AD
#

# ML EEREERARI, £ vap-profile SRE FRERIAIERR
# 58 vap-profile fLETRIECE .

[AC] wlan

[AC-wlan-view] vap-profile name Portal-AD
[AC-wlan-vap-prof-Portal-AD] authentication-profile Portal-AD
Warning: This action may cause service interruption. Continue?[Y/N]Y
Info: This operation may take a few seconds, please wait.done.
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| [AC-wlan-vap-prof-Portal-AD] quit

# SRk DidEcEfs, BXERA PC3 IR, RIMNSEAUEE R AC WERY portal TTH .

3 ::Online Service:: X 4 - O X

& () | 10201.1:8080/indexcht w| = 4 O

Welcome o -

Usemame

Password

E14-6 IEEBH Portal IAIETIE
IR 4 198 ADIAIE
# 1E PortalIMETREIHEIA AD BRSSEEHHIAFIKS ( test/Huawei@123 ) izt .

B ::0nline Servicex: =+

Q 7 O 10.20.1.1:2080/login

Welcome i

‘ test Login Failed

' Please make sure that
the user name and

‘ (I [JE‘SS“'O:I’d are correct

E14-7 25, Portal TAIE
# RUMARPINELRY, AF@mANBPEERINESERET, IRNEEZT ACHEL, AREHA
AD TAIERSS 2815 o
# 7£ AC E#E authentication-scheme Portal-AD FHIECE .

[AC] aaa
[AC-aaa] authentication-scheme Portal-AD
[AC-aaa-authen-Portal-AD] display this
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#
authentication-scheme Portal-AD
authentication-mode ad
#

# RILMIEERNS AD, BCEIEH.
# 1£ AC E#8 authorization-scheme Portal-AD FREZE .

[AC] aaa
[AC-aaa] authorization-scheme Portal-AD
[AC-aaa-author-Portal-AD] display this
#
authorization-scheme Portal-AD
authorization-mode ad
#

# BERH AD, ECEIEf.
# 7 AC 13 AD IRS2REE.,

[AC] ad-server template t1

[AC-ad-t1] display this

#

ad-server template t1
ad-server authentication 172.16.30.100 88 no-ssl
ad-server authentication base-dn dc=huawei,dc=cn

ad-server authentication manager cn=Administrator,cn=users %/%#fBzRQc;\y6xPIX"G#*~Kku#.Wch~-
fIrNAWjNM#%N%#

ad-server authentication host-name WIN-Q2QSOCUE8QT.huawei.cn
ad-server authentication ldap-port 389
ad-server user-filter sSAMAccountName
ad-server group-filter ou
ad-server cipher-suite aes256-hmac-sha1
#

# BeESHUEH,
# 1 AC b E%185 AD IRSBBEEXIEEE .

[AC] test-aaa test Huawei@123 ad-template t1
Info: Server detection succeeded.

# EIR(ERiRAE AC 5 AD ZIEHRHEIER, AFREREIBEIR, B, SIEQETEs
ify PC3 5 AC,

# £ AC LABAIGS, ZETE PC3 MIes EBMARPEEBESR.

<AC> debugging portal event
<AC> debugging portal message
<AC> terminal debugging

<AC> terminal monitor

<AC> Aug 15 20** 01:29:06.804.1+00:00
AC %%01WEBS/4/USER_ACCESSRESULT(l) [0]:[WEBS_USER_ONLINEFAILJUSERNAME:test;IPADDRESS:10.
20.1.202;MAC:-;ERRCODE:303;
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# AR RESHEY “ERRCODE 303” X% Portal IRSZZFAIELM . Portal IANIESZIF
AD/LDAP IAIE, (EEEEIANEAEE S PAP, W& Portal BHARA CHAP, EEE Y
portal local-server authentication-method { chap | pap }as < FafcEIANIEL LI PAP,
# BcE AC NE Portal A PAPIANIEA .

‘ [AC] portal local-server authentication-method pap

# =R ERECERS, 7E PC3 %28 Portal IAMETRE ARSI AD RS SEHRIAFZ 515
( test/Huawei@123) , B X#E1T Portal IAIENI

[ ::Online Service:: X 4+

- . ) 10.20.1.1

) Authentication Success!
Login Time : 08:10:28

User Name : test
IP Address : 10.20.1.91

Logout

[E14-8 Portal iAVERRZH
# B EEETLAAT PC3 B9 Portal IAMEEIEE, ZEiUt Portal IAMERPEHEFR LG 52K o

143 GiEBES®
14.3.1 SW2 B &

#
sysname SW2
#
vlan batch 10
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#

interface GigabitEthernet0/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10

#

interface GigabitEthernet0/0/13
port link-type access
port default vlan 10

#

14.3.2 SW3 fic&

#
sysname SW3
#
vlan batch 10 4000 4001
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 10 4000 4001
#
interface GigabitEthernet0/0/12
port link-type trunk
port trunk pvid vlan 4000
port trunk allow-pass vlan 4000
#

14.3.3 FW2 Bt &

#

sysname FW2

#

vlan batch 10

#

interface GigabitEthernet0/0/5
portswitch
undo shutdown
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10

#

interface GigabitEthernet0/0/6
portswitch
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undo shutdown
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10

#

firewall zone trust
set priority 85
add interface GigabitEthernet0/0/5
add interface GigabitEthernet0/0/6

#

14.3.4 ACFc&

#

sysname AC

#

http secure-server ssl-policy default_policy

http secure-server server-source -i all

http server enable

#

portal local-server ip 10.20.1.1

portal local-server authentication-method pap

portal local-server http port 8080

#

portal https-redirect tls1.1 enable

#

portal pass dns enable

#

vlan batch 10 4000 4001

#

dns resolve

dns proxy enable

#

dhcp enable

#

ad-server template t1
ad-server authentication 172.16.30.100 88 no-ssl
ad-server authentication base-dn dc=huawei,dc=cn

ad-server authentication manager cn=Administrator,cn=users %A%#fBzRQc;\y6xPIX G#*~Kku#.Wch~-
fIrNAWjNM#%A%#

ad-server authentication host-name WIN-Q2QSOCUE8QT.huawei.cn
ad-server authentication ldap-port 389
ad-server user-filter sSAMAccountName
ad-server group-filter ou
ad-server cipher-suite aes256-hmac-sha1
#
portal-access-profile name Portal-AD

portal local-server enable
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#
ip pool vlan4001
gateway-list 10.20.1.1
network 10.20.1.0 mask 255.255.255.0
#
ip pool vlan4000
gateway-list 10.10.1.1
network 10.10.1.0 mask 255.255.255.0
option 43 sub-option 3 ascii 10.10.1.1
#
aaa
authentication-scheme Portal-AD
authentication-mode ad
authorization-scheme AD
authorization-mode ad
#
authentication-profile name Portal-AD
portal-access-profile Portal-AD
authentication-scheme Portal-AD
authorization-scheme AD
ad-server t1
#
interface vlanif10
ip address 172.16.30.10 255.255.255.0
#
interface vlanif4000
ip address 10.10.1.1 255.255.255.0
dhcp select global
#
interface vlanif4001
ip address 10.20.1.1 255.255.255.0
dhcp select global
#
interface GigabitEthernet0/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 4000 4001
#
capwap source interface vlanif4000
#
wlan
security-profile name Portal-AD
security open
ssid-profile name Portal-AD
ssid Portal-AD
vap-profile name Portal-AD
forward-mode tunnel
service-vlan vlan-id 4001

430
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ssid-profile Portal-AD
security-profile Portal-AD
authentication-profile Portal-AD
ap-group name ap-group
radio 0
vap-profile Portal-AD wlan 3
radio 1
vap-profile Portal-AD wlan 3
radio 2
vap-profile Portal-AD wlan 3
ap-id 1 type-id 130 ap-mac 14ab-0228-5f80 ap-sn 2102353GES6RN5008931
ap-name a5760
ap-group ap-group
#

14.4 BZRR
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